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Section 1: Getting Started

You should read this section if you are new to the External Host Interface (EHI) and want to understand how it works and how EHI is configured.
Topics covered in this section:

. About this Guide

. Overview

. EHI Operating Modes

. EHI Connection and Messages

. Jransaction Flow Scenarios

. EHI Data Feeds

. Iransaction Types

. EHI Version Control

. EHI Configuration Options

. Integration Steps

Tip: To find out how to integrate your external host system to EHI, see Processing EHI Transactions.

Tip: If you are upgrading your EHI version and want to understand what has changed, see Document History.




1.1 About this Guide

This guides described the GPS External Host Interface (EHI) and provides technical specifications on how to integrate your systems to EHI.

Document Scope

You should read this guide if you are using EHI for payment transaction authorisation and/or subscription to the EHI real-time payment transaction data feed.

Target Audience

This guide is aimed at developers who need to integrate their applications to GPS, using EHI.

What's Changed?

If you want to find out what's changed since the previous release, see the Document History section.

1.1.1 How to use this Guide

If you are new to EHI and want to understand how EHI works, we suggest you start with following topics: Overview, EHI Operating Modes and typical Trans-
action Flow Scenarios. See also the other topics in the Getting Started section, including our Best Practise for Customer Implementations.

If you are an experienced EHI developer or want to find out how to process EHI messages, see Processing EHI Transactions.

To view a copy of the GetMessages WSDL and message examples for different types of transactions, see GetTransaction WSDL and Example Messages.




1.1.2 Conventions used in this Guide

When reading the tables in this guide, note the following information may be provided.
Element Description
Usage  Omitted - can be omitted (fields not included) or included with an empty value (e.g., <Bill_Ccy></Bill_Ccy>)
+ Optional - can be omitted (fields not included) or included with an empty value. Can be present (e.g., <Bill_Ccy>826</Bill_Ccy>)

« Mandatory - field must be present. For example: <Bill_Ccy>978</Bill_Ccy>

Tag The XML field name. Please pay particular attention to the capitalisation and spelling. Where a field name is used within text, this is formatted as in the fol-
lowing example: <Bill_Ccy> or <Bill_Ccy> (when used in a table note).

Data The type of field data type supported. For details, including minimum and maximum lengths, see Data Types.
Types

1.1.3 Other Documentation

Refer to the table below for a list of other relevant documents that should be used together with this guide.

Document Description

Web Services Guide Provides details of the GPS Web Services API.

Smart Client Guide Describes how to use the GPS Smart Client to manage your account.

Chargeback Guide Describes the chargeback process and options for managing chargebacks.

XML File Specifications Describes the fields in the XML file sent to the card manufacturers when implementing a create card request.
3D Secure FAQ document Describes the GPS 3D Secure service.




1.2 Overview

The External Host Interface (EHI) offers a way to exchange transactional data between the GPS processing system and the Program Manager’s externally
hosted systems. All transaction data processed by GPS is transferred to the external host system via EHI in real time. EHI provides two main functions:

. A real-time transaction notification data feed

. Payment authorisation control

1.2.1 Real-time Transactional Data Feed

GPS receives global real-time card and payment-related notifications from the card schemes (Visa and Mastercard networks). These notifications are
merged into a single GPS message format which your systems can process. The real-time notifications are sent via a secure VPN connection to the external
host URL endpoint you have requested for your programme. These include notifications for: Authorisations, Presentments, Load and Balance Transfers and
Expired Cards. For details see Transaction Types.

Your systems should respond with an acknowledgement of receipt of the message.
The EHI data feed can be used to ensure you can provide your cardholders with real-time information.

For more information on the fields and attributes included in the data feeds, see EHI| Data Feeds.

Note: In addition to the real-time data feed, GPS also provides daily batch XML reports, via sFTP. You can use this data to support your payment recon-
ciliations. See the XML Transaction Reports Specifications.

1.2.2 Payment Authorisation Control

The payment authorisation process is initiated when a cardholder makes a purchase with a merchant , who then seeks authorisation for the card payment via
their acquirer. See the figure below.
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When a payment authorisation request is received from the card schemes, GPS first performs conventional transaction-related card and cardholder checks,
such as EMV data, PIN, CVV2, velocity checks, fraud checks and card product checks.

Your EHI mode will determine whether GPS or your systems manage the payment authorisation. For example:

Modes 1 (where your systems hold the card balance) - you make the authorisation decision and respond to GPS to indicate whether the transaction
can be approved or declined.

Modes 2 (where GPS holds the card balance) - GPS approve or decline and sends to you; you can overrule any approved decision.
Modes 3 (where GPS holds the card balance) - GPS makes the authorisation and provides you with the response.

Modes 4 and 5 (where your systems hold the card balance) - you perform authorisation. GPS provides Stand-In authorisation if your system is unavail-
able.

GPS provides other flexible mode options, where a combination of GPS and external host authorisation can be used. See EHI Operating Modes.

GPS will process your response and respond to the card scheme (Mastercard or Visa). The authorisation decision process is in real time.



1.3 EHI Version Control

The currently supported EHI versions are 3.x and 4.x.

GPS creates new EHI versions for new functionality as required by scheme and regulatory changes and/or client enhancements. These are available to all
customers.

We distinguish between the following versions:

. Major versions: add significant functionality (e.g. MDES). Examples of major version numbers are : 3.0, 4.0, 5.0, etc.
. Minor versions: add minimal functionality (e.g. new field). Examples of minor version numbers are: 4.1, 4.2, 4.3. etc.
. Document versions: reflect guide update. Examples of document version numbers are: 4.0.1, 4.0.2, 4.0.3 etc.

We will send you notifications of any new releases. If you are interested in upgrading your version, please contact your GPS account manager or GPS imple-
mentation manager to discuss.

Adding New Fields

When GPS needs to add new fields, we increase the minor version. We keep a record of which EHI version requires which fields. When you connect to the
EHI, the system looks up your current EHI version and sends you only the fields that are associated with that version.

Note: If we add new values to an existing field that you currently receive, you will receive the new values (i.e., the EHI version protects which fields you
receive, not the values inside existing fields.)

Upgrading your EHI Version

GPS recommends you upgrade your EHI version to one of the currently supported versions. Versions 3 onwards provide access to GPSNet, with enhanced
EHI features such such load balancing,a streamlined service architecture, support for multiple external host endpoints and reduced connection timeouts.

1.3.1 Best Practise for Customer Implementations

. We recommend you regularly upgrade to ensure you are on a supported EHI version. You should develop EHI integration with an awareness that
older, unsupported versions are no longer being tested.

. GPS recommend that you ignore all fields you are not expecting, and do not treat this as an error. This will mean that you can upgrade to a new EHI ver-
sion, without making any changes on your side.

. Inorderto use any new EHlI fields and functionality you may need to update your systems. For details of new fields that have been added to a release,
see Documentation History.

. When integrating to EHI, always refer to the GetTransaction WSDL for the latest EHI XML structure. See GetTransaction WSDL and Example Mes-
sages.




1.4 EHI Operating Modes

For authorisation types of transactions, the external host interface can operate in one of five supported modes. See the table below:

Mod Who Author- = Who Holds the Bal- GPS
ode
ises? ance? Stand-In
1 External Host | External Host No Your systems hold the balance and perform authorisation.
2 GPS GPS / External Host | Yes GPS holds the balance and performs authorisation. You can override an approval decision.
In Approval with Load your systems also holds the balance.
3 GPS GPS No GPS holds the balance and performs authorisation. You receive a read-only response.
4 External Host | External Host Yes Your systems hold the balance and perform authorisation. GPS provides Stand-In authorisation if the
external host is unavailable.
5 External Host | External Host Yes Your systems hold the balance and perform authorisation. GPS provides Stand-In authorisation if the
external host is unavailable.
Clearing transactions, such as presentments, do not update the GPS stand-in balance.

ach mode is described in more detall below.

1.4.1 EHI Mode 1 - External Host Maintains Balances

You manage the cardholder balances and approve or decline a payment authorisation request.

Your system should always calculate the total balance impact of the transaction (e.g., billing amount and fees) when determining whether to approve the

transaction. (See Calculating the Total Cost.)
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Figure: EHI Mode 1 - external host authorises transactions
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1. The card scheme (Visa or Mastercard) sends an authorisation request.

2 The GPS Message Processing System (MPS) performs checks such as authentication, validation and fraud protection1, as well as checks based on
your product configuration. (This will result in a decline if the checks fail. In this case GPS will send an advice only to the Program Manager and no

authorisation decision is required.)

3. The EHI server sends the authorisation request to the external host URL endpoint configured for the Program Manager.

4. The external host (i.e., Program Manager's systems) then decides whether to approve or decline the transaction, by checking details of the balance

held on the card.

5. The EHI server waits for a response from the external host. The reponse must be received within the allowed time period (default is 200 ms) or the
transaction will be declined. When received, this is forwarded to the card scheme.

1.4.2 EHI Mode 2 - GPS Maintains Balances

GPS performs all types of authorisations (card, cardholder and balance), but the external host can overrule the GPS authorisation and advise to decline the

transaction.
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Figure: EHI Mode 2 - GPS authorises in first instance
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TFraud protection is based on whether you are using the GPS Protect product. This is in near real-time. If a rule is triggered it can block the card for future trans-

actions.




1. The card scheme (Visa or Mastercard) sends an authorisation request.

2 The GPS Message Processing System (MPS) performs checks such as authentication, validation and fraud protection, as well as checks based on
your product configuration.

3. GPS decides whether to authorise or decline the transaction, based on the balance details held by GPS.

4. The EHI server sends the GPS response (approve or decline) to the external host URL endpoint configured for the Program Manager.

. |fdeclined, you can overule the GPS decision only for a balance decline (where Approve with Load is enabled)1.
. Ifapproved, you can decide whether to overule the GPS decision and decline the transaction.

. You can approve for a partial amount if the transaction satisfies the conditions for partial amount approval.

5. The approve or decline response is sent to the card scheme.

Since GPS hold the balance, we update the balance as part of the authorisation cycle.

Stand In

In Mode 2 EHI supports Stand-Inwhere GPS can fully authorise transactions at times where there is no connection to the external host. If Stand Inis enabled
and there is no authorisation response from an external host during allocated time-out period GPS will approve or decline the transaction only based on GPS
data. Such ‘on behalf’ approved transactions will have the flag setto ‘Yes’ and once delivered to the external host, GPS only requires an
acknowledgement response.

Approval with Load

The authorisation can be approved with a simultaneous instruction to load a certain amount to a card. If this is required and the product is enabled with the
Approval with Load option, the authorisation response message of the approved transactions has to contain the ‘0A’ response code and the amount to load.
The Load will be done before the transaction amount is debited from the current balance.

The external host should take into account the total balance impact of the transaction (billing amount, fees and padding) when determining whether to
approve the transaction. (See Calculating the Total Cost.)

Note: Multi-currency FX cards do not support Approval with load.

Note: The Card Schemes (Mastercard and Visa) must approve any Approve with Load programmes.

1.4.3 EHI Mode 3 - Read-only Data Subscription

GPS manage the authorisation request and approve or decline. The external host interface is used only as a transaction data feed from the GPS system to
the Program Manager’s system.

1 : GPS Message Processor Program Manager

Visa/Mastercard Regquest 2
Authaorisation
Request L -FePorse L.

3 Redl-time notification

-

EHI Ackmowledge Transaction

SOMVEr e aaaEEEEECE CEEEE

Database

: Load
3 | Approve/dedine l

Transaction Unload
and balance Web services AP|———J

Database

1. The card scheme (Visa or Mastercard) sends an authorisation request.

2 The GPS Message Processing System (MPS) performs checks such as authentication, validation and fraud protection, as well as checks based on
your product configuration.

3. GPS decides whether to approve or decline the transaction, based on the balance details held by GPS. We will update the balance.

4. The approve or decline response is sent to the card scheme.

1In mode 2 - Approval with Load you can override a balance decline, where GPS declined because the GPS held balance indicated insufficient available funds to
cover the authorisation; in this case, you should follow up the override by loading the amount to the card, to update the GPS held balance.




5. The EHI server sends an advice with the transaction outcome, including the latest card balance, to the external host URL endpoint configured for the
Program Manager.

1.4.4 EHI Mode 4 - External Host Maintains Balance (with GPS Stand-in)

EHI Mode 4 is as EHI Mode 1 (where you authorise the transaction), except that the external host can maintain the GPS stand-in balances. If the external
host cannot be contacted, then GPS will approve or decline using the current GPS stand-in balance. The GPS stand-in balances can be updated by either or
both:

. EHIlresponse messages (see Update Balance field)
. Balance Update Web Service (see ws_BalanceUpdate in the GPS Web Services Guide).

In EHI Mode 4, all transactions (authorisations and financials) will update the GPS stand-in balance.
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Figure: EHI Mode 4 - External host authorises, but GPS can authorise if external host is not available

1. The card scheme (Visa or Mastercard) sends an authorisation request.

2 The GPS Message Processing System (MPS) performs checks such as authentication, validation and fraud protection, as well as checks based on
your product configuration. (This will result in a decline if the checks fail. In this case GPS will send an advice only to the Program Manager and no
authorisation decision is required.)

3. The EHI server sends the authorisation request to the external host URL endpoint configured for the Program Manager.
4. The external host (i.e., Program Manager's systems) then decides whether to approve or decline the transaction, by checking details of the balance
held on the card.

5. The EHI server waits for a response from the external host. If EHI receives an approve or decline response, the response is returned to the card
scheme.

6. Ifnoresponse is received, then GPS does stand-in authorisation on behalf of the Program Manager and sends this to the card scheme.

1.4.5 EHI Mode 5 - External Host Maintains Balance (with GPS Stand-in)

As with EHI Mode 4, except that clearing transactions do not update the GPS stand-in balance (i.e. so only authorisation-related messages will change the
stand-in balance).
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Figure: EHI Mode 5 - External host authorises, but GPS can authorise if external host is not available



1.5 EHI Connection and Messages

The External Host Interface messaging system is based on SOAP Version 1.1.

SOAP (Simple Object Access Protocol) is a messaging protocol for exchanging structured information. It uses Extensible Markup Language (XML) for its
message format and relies on application layer protocols such as HTTP for message negotiation and transmission. SOAP allows developers to invoke pro-
cesses running on disparate operating systems (such as Windows, macOS, and Linux) to authenticate, authorise and communicate using XML.

See the figure below, illustrating the GPS system components and typical message flow.
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Below is a generic summary of this process, which may differ depending on your EHI mode. For more information, see EH| Operating Modes.

1. The card scheme (Visa or Mastercard) sends realtime payment authorisation requests, as well as batch clearing file and financial transaction noti-
fications to GPS.

2 The GPS Message Processing System (MPS) performs authentication, validation, velocity controls, fraud protection and product configuration checks.
3. The EHI server sends the authorisation requests and any financial notifications to the external host URL endpoint configured for your programme.

4. Depending on your EHI mode, GPS may be involved in the authorisation decision. For example, in EHI modes 1,4 and 5 the external host (i.e., Pro-
gram Manager's systems) decides whether to approve or decline the transaction, by checking details of the balance held on the card. In EHI mode 3
GPS makes the authorisation decision.

5. The EHI server waits for an authorisation approve or decline response or a financial message acknowledgement from the external host. When
received, this is processed. Payment authorisation decline or approve responses are forwarded to the card scheme.

6. Where GPS holds the balance on the card, the Program Manager can perform load and unload transactions via the GPS web services, to update the
balance (for details, refer to the Web Services Guide).

7. Inaddition to the real-time data feed, GPS also provides a daily batch XML transactional data feed via sFTP. You can use this data to support your pay-
ment reconciliations.

Note: Due to the real-time nature of authorisation transaction, in EHI modes where your systems need to process an authorise request, they must
respond within the configured time limit for a request (default is 200ms) or the transaction will be declined.

Types of EHI Messages

EHI sends the following types of messages to the external host (Program Manager's systems):

. Real-time payment authorisation requests - which require an immediate approve or decline decision and response.
. Real-time transaction advice notifications- which require an immediate acknowledgement.
. Financial advice notifications - such as presentments and chargebacks. These require acknowledgement only.

. Cut off messages (optional) - batch report showing all messages you should have received in a defined period. See Cut Off Messages.

For most message types, EHI waits for an acknowledgement from the external host to confirm that the message has been received. If no response is
received, EHI resends the message. See Processing EHI Transactions.

For details of the fields included in each type of transaction, see EHI Data Feeds.

GetTransaction WSDL

The GPS GetTransaction WSDL defines the structure of the GPS SOAP message sent to the external host and the structure of the response expected to be
returned by the external host. The message format is based largely on the ISO 8583 standard, with some differences which are unique to GPS.

For details and exampes of GetMessages for different types of transactions, see GetTransaction WSDL and Example Messages.



https://en.wikipedia.org/wiki/ISO_8583

1.5.1 Transmission Control Protocol (TCP) Connection

For each message sent via the EHI, the following occurs:

1.

The EHI makes a TCP connection to the external host URL configured for your program. GPS is always the TCP client, the external host (your sys-
tem) is always the TCP server.

Using the HTTP POST method, EHI sends an HTTP message to this TCP connection with the SOAP XML message as the message body. The mes-
sage body is XML encoded to the UTF-8 format. See https://www.w3.0org/TR/REC-xml for specifications.

The response from your system must be a valid HTTP response with the HTTP response body containing the valid XML response data.

In the production environment EHI messages are sent over a VPN tunnel.

1.5.2 EHI Security

The EHI web services can use the TLS security protocol, which implements SSL Certification to provide a private and secure connection . You will need to
provide the SSL certificate.

Note: In the production environment, we use a VPN for security reasons. We recommend not using TLS for performance reasons.


https://www.w3.org/TR/REC-xml

1.6 Card Payment Networks

GPS currently supports cards enabled for use by the Mastercard and Visa card schemes. These card schemes provide global card payment networks open
to financial institutions and processors, which allows cardholders to pay with Mastercard and Visa enabled cards and merchants to accept card payments in
their businesses worldwide. GPS operates on the card Issuing side, acting as the gateway between the Card Schemes (Visa and Mastercard) and the card
issuers/Program Managers.

The card payment networks are highly standardised and strictly regulated,so interested parties must be certified to be able to participate. GPS is a Visa and
Mastercard certified Issuer Processor, which enables us to process various types of card payment transactions from their networks. GPS transforms mes-
sages from card payment networks and other sources into a simplified and unique internal format, available via EHI. Integrating to EHI enables you receive
all GPS supported payment network messages.

EHI content is evolving with the changes introduced by Visa and Mastercard via periodical releases and ad-hoc announcements. GPS provides you with noti-
fications of these changes and new EHI version releases.

1.6.1 Card Payment (Network) Transactions

There are two main steps in a typical card payment transaction:

Step 1: Request for Authorisation

The card scheme sends an authorisation request to GPS. GPS receives the authorisation request via the network and responds in realtime after checks done
by GPS and your systems. The result may be approval or decline.

. An approved authorisation does not move any funds, but only blocks/unblocks the authorised amount. Approved authorisations are normally cleared
later by financial message to finalise the transaction. If the financial message does not arrive in a defined period, the block is removed.

. Some messages such as balance enquiries are also Authorisation messages, but there are no complementary financial messages for those messages.

Step 2: Financial/Clearing Message

The card scheme sends a financial (or clearing) message to GPS. Most common financial messages are presentments, which mostly match with an author-
isation received previously. Financial messages require a change to the actual balance of the cardholder account.If there is a linked authorisation, financial
message must clear the blocking applied for the matching authorisation.

Note that the authorisation amount and financial amount may differ, and blocked amount actual balance mechanisms should ideally be managed inde-
pendently.

In a life-cycle of a transaction, there may be several financial messages. These messages include chargebacks for disputed financial transactions and
reversals of presentments and chargebacks.The figure below lists possible message types and their phases and orders in a transaction life cycle.

Authorisations Financials

=
Me ssage Initial authorisation FDHDW'UP Reversal
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Figure: Examples of typical authorisation and financial messages

Most transaction life-cycles consist of a single authorisation and first presentment. However, there are more complex combinations that needs to be sup-
ported by EHI. For more information on the transaction types and the steps in processing, see Transaction Flow Scenarios.

1.6.2 Non-Card-Network Transactions

These are transactions that are not originated via the Visa or Mastercard networks, but by another means, such as Web Services and BACS. Examples
include: load of funds into an account, payments to an account via Faster Payment or card expiry notifications.



1.7 Transaction Flow Scenarios

This section provides examples of typical transaction flows with Mesage Transaction IDs (MTIDs).

Note: This provides a flavour of the type of messages you can expect to receive from the GPS system.

1.7.1 Authorisations

Authorisation is the stage in a transaction life-cycle where a merchant requests approval for a card payment amount. If the authorisation is approved, the
amount is ring-fenced on the card. Typically the merchant then has up 28 days to request the transfer of the authorised funds. For additional information see _

What are Authorisations and how do they work?

Authorisation with Approve

The following scenario illustrates a typical approve journey for EHI modes 1,2,4 and 5.

Visa / Program .

Authorisation request
Approve : Approved amount

0100 > 2 Send authorisation request
: ! >3 >4 blocked
Authorisation Authorisation response I
stage H 0110 : Approved message i
- 6 ® >

Figure: Authorisation Flow - Approve

1. The scheme sends an 0100 authorisation request to GPS.

2. GPS carries out validation checks and sends the request to the external host (Program Manager).

3. The Program Manager approves the request.
4. The Program Manager blocks the approved amount (including fees) on the card and reduces the available balance.

5. The Program Manager returns an approved response: <ResponseStatus>00</ResponseStatus>and <Acknowledgement>1</Acknowledgement>.*

6. GPS responds to the scheme with an 0110 message (with response status 00 indicating an approval).

* ResponseStatus = 00 indicates the request is approved; Acknowledgement = 1 informs GPS that the message was received and GPS does not need to

resend.

Partial Amount Approval
Partial amount approval is allowed for authorisation requests that have a response code status of 10 and where GPS_POS Capability position 1 (partial
approval support indicator) is 1. This feature is available for all EHI modes. You can use the Bill_ Amt_ Approved field to return the partially approved amount.

See GetTransaction Message Fields: Bill Amt_Approved.

Authorisation Resulting in a Decline

The following scenario illustrates a typical decline journey for EHI modes 1,2,4 and 5.

Visa / Program
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Figure: Authorisation Flow - Decline

1. The scheme sends an 0100 authorisation request to GPS.

2. GPS carries out validation checks and sends the request to the external host (Program Manager).

3. The Program Manager declines the request.



4. The Program Manager returns a declined response, for example: <ResponseStatus>05</ResponseStatus> and <Acknow-
ledgement>1</Acknowledgement>.*

5. GPS responds to the scheme with an 0110 message (with an appropriate response status, e.g. 05, indicating a decline).

* ResponseStatus = 05 indicates Do not honour. You can return any suitable decline response code. See Response Codes.

Acknowledgement = 1 informs GPS that the message was received and GPS does not need to resend.

Authorisation Reversal (network)

This type of transaction occurs when the merchant, acquirer or card scheme requests a reversal of the original authorisation. This should result in the amount

previously ring-fenced on the card being unblocked.
Visa / Program -
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1. The scheme sends an 0400 authorisation reversal request to GPS.
2 GPS sends the request to the external host (Program Manager).
3. GPS responds to the scheme with an 0410 message.

4. The Program Manager matches the reversal message to the original authorisation message. See Transaction Matching.
The Program Manager unblocks the authorised amount and updates the cardholder's available balance.

5. The Program Manager acknowledges the message: <Acknowledgement>1</Acknowledgement>.

Authorisation Reversal (hon-network)

If no presentment (request to settle the amount previously authorised) is received within the GPS hanging filter period, GPS automatically reverses the
authorisation.
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1. If no presentment is received within the time period set by the hanging filter, EHI sends a financial reversal message to the external host (Program Man-
ager).

2. The Program Manager matches the reversal message to the original authorisation. See Transaction Matching.
The Program Manager unblocks the authorised amount and updates the cardholder's available balance.

3. The Program Manager acknowledges the message: <Acknowledgement>1</Acknowledgement>.

Incremental Authorisation

An incremental authorisation is an additional authorisation, following a previous transaction authorisation, which is used to request an additional amount for
the same product or service purchased by the cardholder. See What is an incremental authorisation and how do | identify it?
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Figure: Incremental Authorisation Reversal Flow

. A request for the first authorisation is received, and follows the steps of a normal authorisation. See Authorisation with Approve.

. When you receive the incremental authorisation ((Auth_Type = P or 0), where you hold the balance and approve, you should block the additional
amount.

. Ifyoureceive the final authorisation (Auth_Type = F), where you hold the balance and approve, you should revise the amount blocked on the card
based on the final amount.

You will receive a single financial presentment, which includes the sum of all incremental authorisations.

AFD Authorisations

Authorisations from Automatic Fuel Dispensors (AFDs) work slightly differently to other types of authorisations. The initial amount authorised may be fol-
lowed by an authorisation completion advice for either a higher or a lower amount. In EHI modes where you hold the balance, you should return an author-
isation decision (approve or decline) and then update the blocked amount on the card, to reflect the new authorised amount.

1.7.2 Financials

GPS receives batch clearing files containing financial transactions (presentments) for authorisations that need settlement. Typically the authorisations
happened the previous day. GPS processes the clearing files and sends a separate notification via EHI for each presentment transaction. For additional
information see What are Presentments and how do they work?

First Presentment

First presentment occurs when the merchant sends a request to take either part or all of the amount previously authorised on the card'. This can happen at
the same time as the authorisation request or in some cases it can be much later. The Program Manager should attempt to match the presentment to the ori-

ginal authorisation request.
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Figure: Presenment Flow

1. The scheme sends a batch clearing file to GPS.

2. GPS processes the file and sends a notification message per presentment, via EHI, to the external host (Program Manager).

1You should be aware that in some cases it is possible for merchants to submit a presentment for more than the authorised amount. This is permitted for certain
Merchant Category Codes (MCC), but it may also indicate a fraudulent transaction.



3. The Program Manager matches the presentment to the original authorisation. See Transaction Matching.

4. The Program Manager unblocks the pending amount and reduces the cardholder's available balance.

5. The Program Manager acknowledges the message: <Acknowledgement>1</Acknowledgement>.

First Presentment for an Offline Transaction

In an offline transaction, GPS has not received a previous authorisation transaction, so when a financial presentment message is received from the card
schemes, we are unable to match to an 0100 authorisation transaction. In this case, GPS creates a new authorisation transaction and sends this to the Pro-
gram Manager, followed by the linked presentment message.
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1. The scheme sends a batch clearing file to GPS.
2 GPS carries out validation checks. Since this is an offline transaction, GPS will not be able to match to an existing 0100 authorisation.

3. GPS creates an Unmatched Authorisation Advice Notification and sends it the external host (Program Manager).

4. The Program Manager acknowledges the message: <Acknowledgement>1</Acknowledgement>..

5. GPS sends a presentment notification to the Program Manager.

6. The Program Manager processes the financial notification (matching it to the Unmatched Authorisation Advice Notification).
7. The Program Manager reduces the cardholder's available balance by the amount of the presentment.

8. The Program Manager returns a financial notification acknowledgement.

1.7.3 Chargebacks

A chargeback is a mechanism available to cardholders who dispute a transaction on the card and want part or all of a card payment returned. The
chargeback is always issued by the card issuer or Program Manager. The creation of chargebacks is outside of the EHI flow; you can create a chargeback
using either the Visa or Mastercard online Dispute Management portals or the GPS Smart Client. For more information, refer to the GPS Chargeback Guide.

Chargeback and Second Presentment

A chargeback can only be created for a transaction that has a linked presentment. The Program Manager or card issuer creates the chargeback request,
which is sent to the card scheme (Visa or Mastercard). This triggers the process described below.
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1. GPS receives a chargeback notification from the card scheme (Visa or Mastercard).
2. GPS sends the chargeback notification message to the external host (Program Manager).
3. The Program Manager returns a chargeback notification acknowledgement.

4. Ifthe merchant or acquirer accepts the chargeback, no further EHI messages are sent. (The Program Manager receives additional transaction noti-
fications via the card scheme's dispute management portal or via Smart Client.)

5. Ifthe merchant or acquirer does not accept the chargeback, GPS receives a second presentment notification from the card scheme.
6. GPS sends the second presentment notification message to the Program Manager.

7. The Program Manager returns a notification acknowledgement.

Note: When a chargeback is raised, you should always return the disputed amount to the cardholder within the time period prescribed by the card
scheme and issuer regulations relevant to your region.



1.8 Transaction Types

EHI sends the following transaction type messages to the external host:

Message

Type

Authorisation

Description

A request message to approve or decline a payment authorisation. Authorisation
type transactions includes normal authorisation requests and authorisation
reversal from MasterCard/Visa.This type of message is a request to reserve a spe-
cified amount on the card to cover a later financial message which is expected to

How to Process

EHI modes 1,2,4,5: Approve or decline. If
approved and you hold the balance, block
the approved amount on the customer’s
card.

How you should
respond

EHI modes 1,2,4,5:
Return a decision
(approve or decline)
and an acknow-

follow. ledgement.
EHI modes 3:
Return an acknow-
ledgement.
Financial A notification message which GPS generates based on the batch clearing files Match to an existing authorisation or fin- Return an acknow-
received from the card schemes. Financial type transactions include: First Pre- ancial. ledgement.
sentment, Financial Reversal, Second Presentment, Chargeback, Chargeback EHI modes 1,2,4,5: Update the card bal-
Reversal and Fees. ance
Load A natification that the customer’s card balance has been credited (viaa Web Ser- | Mode 3: just acknowledge Return an acknow-
. : Modes 1,4,5: not applicable
vice or Smart Client). Mode 2: Only applicable if GPS holds the | '99ement.
balance.
Unload A notification that the customer’s card balance has been debited (via a Web Ser- Mode 3: just acknowledge Return an acknow-
; : Modes 1,4,5: not applicable
vice or Smart Client). Mode 2: Only applicable if GPS holds the | '99ement.
balance.
Payment A natification of a payment originating from a non-card network entity (e.g. faster Mode 3: just acknowledge Return an acknow-

pavment or direct debit). paving funds into or out of the customer's card.
Note: This is only relevant to customers using the GPS Banking-enabled card

functionality.

Modes 1,4,5: acknowledge and process

(update balance)
Mode 2: Please check with your Imple-

mentation Manager.

ledgement.

Balance Adjust-

A notification that the customer’s balance has been updated (via a Web Service or

Mode 3: just acknowledge
Modes 1,4,5: not applicable

Return an acknow-

ment Smart Client). This can be either a credit or debit. Mode 2: Only applicable if GPS holds the ledgement.
balance.
Card Expiry A natification that the customer’s card has expired. GPS generates this based on | Just acknowledge. You can decide Return an acknow-

the expiry date configured for the card.

whether to renew the card (using Web Ser-
vices)

ledgement.




1.9 EHI Data Feeds

The EHI can be used as a source of read-only transaction data. For each transactional operation that was processed by GPS, the EHI sends a notification
message to your external host system (i.e., to the external host URL endpoint you have requested for your programme). The notification message contains
all key attributes of the processed transaction. As with the authorisation advice, the notifications are sent to the external host in real time.

The sections below list the most important fields for each type of message. For details of all the fields in the GetTransaction message, see GetTransaction

Messages. For details of all the fields in the Cut Off message, see Cut Off Message

GetTransaction message: Real-time transactional data feed fields

Data that is passed to the external host in transaction messages includes the following fields:

Actual Balance

Available Balance

Billing Amount

Billing Currency

Blocked Amount

Customer Reference

FX Padding Fixed Fee Rate Fee
Merchant Category Code (MCC) Padding Note
Settlement Amount Settlement Currency Token

Transaction Link ID

Transaction Amount

Transaction Currency

Transaction Country

Transaction Description

Transaction ID

Transaction Date

Transaction Status

Transaction Type

Status Code

Processing Code

GetTransaction message: Authorisation and presentment transactions fields

Authorisation and presentment transactions include the following additional attributes:

Transmission Date and Time

Time Local Transaction

Acquiring Institution ID Code

Authorization ID Response

POS Terminal ID

Merchant ID

Merchant Name

Retrieval Reference Number

Response Code

Point-of-Service (POS) Data

MCC Code and MCC Description.

Cut off message fields

In addition to the real-time transaction data feed, you can opt to receive cut off messages (Cut_Off) at predefined intervals which contain the following data:

ProductID

CutoffDate

Auths_Acknowledged

Auths_NotAcknowledged

Financials_Acknowledged

Financials_NotAcknowledged

LoadsUnloads_Acknowledged

LoadsUnloads_NotAcknowledged

BalanceAdjustExpiry_Acknowledged

BalanceAdjustExpiry_Acknowledged

FirstTxn_ID




1.10 EHI Configuration Options

This section provides information on the available EHI configuration options. Your implementation manager will set up EHI based on the options you selected
in your product setup form.

Field Field

Mode

Your EHI mode. See EHI Operating Modes.

Declined Trans-

Whether to include declined transactions in EHI messages (used for information purposes only).

actions

Stand In In Mode 2: If this is enabled and there is no connection to Host then we operate as we would if there was no external host at all and authorise/decline
based on balance and other information we have in our system.

Approve with In Mode 2: The authorisation can be approved with simultaneous instructing to load certain amount to a card. If this is required and the product is

Load enabled with the ‘Approval with Load’ feature, the authorisation response message of the approved transactions has to contain ‘0A’ response code
and amount to load. The Load will be done before the transaction amount is debited from the current balance.
Note: Multi-Fx cards are not supported.

Delay Send Applicable in Mode 3 only: If enabled, EHI messages only sends messages after the defined time period. If not enabled. EHI attempts to send mes-

sages in real-time first, with susbequent attempts after the defined delay.

Transaction
Types

The transaction types you want EHI to send:
* Authorization

« Financial (mandatory for modes 1 and 2)

* Load/ Unload

» Balance Adjustment / Expiry

External Host
URL

The URL EHI uses to send messages to your external host. We can support different endpoint (URLs) for each product, but only one endpoint per

product.
Note: GPS recommend using IP address instead of DNS names.

Timeout after

Determines how long EHI waits for a response from the external host. The default is 200 milliseconds.

Repeat after

Indicates how long EHI waits to resend the message when it does receive any acknowledgement from the external host. The default is 2 minutes.

Times

Indicate how many times EHI needs to resend the message. Default value is 5.

Remove from
buffer table after

Indicates the number of days your transaction data is stored in the GPS buffer table. This can be useful in the scenario where your system is down and
you need time to fix it. Once the system is back up GPS can flush all data from the buffer. Default is 3 days. Maximum is 7 days.

Send Cut of Mes-
sage

Whether to send a cut off message. see Cut Off Messages.

Cut off Interval

The cut-off period in hours (e.g. if it is set to 4 hours EHI sends a cut-off message every 4 hours). Default is 4 hours.

Cut off URL

The URL EHI uses to send Cut Off messages to your external host.

Version

EHI version.

Optional fields in
Authorisation
request mes-
sage

Select the optional fields you would like sent in Authorisation messages:

*« CVV2

* PIN

* Expiry Date

* PAN Sequence Number (If PIN is selected, please provide PIN Key File)
« CVV2

* Expiry

Notify

The email address to notify you If EHI cannot reach the external host.




1.11 Integration Steps

This section describes the steps in integrating your external host system to the External Host Interface (EHI).

1.11.1 Setting up in the Test Environment

1. Complete your GPS product setup form. See EHI Configuration Options.

2. Provide GPS with a list of static IP addresses to your external host server for GPS to whitelist.

3. GPswill set you up on the GPS test system. Your implementation manager will:

. Provide you with your user credentials to access the test system.

. Setup your External Host URL on EHI for sending GetTransaction messages.

. Setup your External Host URL on EHI for sending CutOff messages.

. Provide you with details of how to install Smart Client, where you can manage your account and view transactions submitted to the test system.
Note: The External Host URLs you provide need to resolve to the static IP addresses you provided to GPS.

4. If yourequire a secure TLS connection. You need to provide the SSL Certification. See TCP Connection.

5. Integrate to GPS using the Web Services API, in order to create cards and load them with funds. For details, see the Web Services Guide.

6. Setup your external host systems to be able to receive and process messages from EHI. Your systems should be able to:

. Check for duplicate messages, respond to and acknowledge EHI messages. See Processing EHI Transactions.

. Match and process transactions. See Transaction Matching.

. Process GetMessage fields. See GetTransaction Messages.

. Receive CutOf messages. See CutOff messages.

7. For EHI modes 1,2,4 and 5 where you provide the approve or decline decision for an authorisation transaction, make sure your systems can process
the GetTransaction messages and block the available card balance accordingly.

8. For EHImodes 1,2,4 and 5 where you hold the balance, make sure your systems can process the GetTransaction financial messages and update the
card balance accordingly.

9. Submit test authorisation and financial transactions to the test environment:

. You can requests test transactions from your implementation manager.

. You can use the Card Transaction Service (CTS) to create test transactions for different use case scenarios (e.g., POS, ATM, ecommerce and
MOTO payments). See the CTS User Guide.

1.11.2 Setting up in Production

Once you have completed your integration and your card issuer has approved your Product Setup Form (PSF), we can you set up in the live environment.

1. A VPN connection to GPS is required to connect to the production system.

2. You will need to generate some live cards (i.e., internal pilot cards) from your card manufacturer in order to run live transactions. For more information
on how to generate cards, see the Web Services Guide or contact your Implementation Manager.

3. Run card tests on live cards for different use case scenarios and check the end-to-end process. See Testing Use Case Scenarios below.
Make sure your service works before rolling out!

Tip: Your first live cards should be for internal, pilot use only and GPS recommend you complete your programme testing first before launching your ser-
vice to cardholders and investors.

Testing Use Case Scenarios

Below are details of the type of test scenarios which GPS recommends you complete:

. Do the cards support the functionality and behavior you expect?
. Arethe CHIP profiles on the cards correctly set up? (i.e., is the card working and card validation working as expected.)

. |s your mobile app behaving as expected? e.g., displaying real-time details of card status, card transactions and account balances)



. Ifyou are using for mobile tokenisation services such as VDEP and MDES have you tested different use case scenarios?

. Have you tested other components of your card service, such as:
. Recurring payments

. Fees

. Cardholder authentication (3D Secure)

. Exception flows, such as reversals, refunds and chargebacks.

. Have you checked the cardholder journey from an end-to-end perspective?

GPS Card Tests

GPS runs a set of generic pavement tests where we check a range of card functionality, such as:

. Keys are set up correctly
. Both contact and contactless card transactions are working
. The card usage groups set up for your programme are declining as expected

. General authorisations are being received, refunds are working correctly, authorisation requests are being declined and approved as expected.

Note: In order to check the GPS platform is behaving according to how configured in your product setup form, we require a selection of cards per pro-
gramme. Cards should be loaded with sufficient funds to enable testing.

1.11.3 Troubleshooting
Below are examples of some of the type of issues your systems need to be able to handle:
. System timeouts and connection issues
. Duplicate transactions and unmatchable transactions
. Reversals (0400 messages), where you need to approve and unblock funds
. Balance enquiries and issues relating to the card balance
. Cryptogram failures on the CHIP for a new chip profile being launched; this is normally resolved by the Card Manfuacturer

For more information see the Troubleshooting FAQs.




Section 2: Processing EHI Transactions

You should read this section to understand how to integrate your external host system to EHI,

This section covers the following topics:

Processing EHI Transactions

. Iransaction Matching

. Data Types

GetTransaction Message

. Cut Off Messages

Tip: If you are new to EHI and want to understand how EHI works and the available configuration options, see the Getting Started section.



2.1 Processing EHI Transactions

This section describes how to process the real-time transactional data sent from EHI to your external host system. When your external host system receives
a message from EHI, it must be able to implement the following:

. Return an acknowledgement to EHI - within the time limit set for a response

. Respond to authorisation requests - including updating the card balance (where required by your EHI mode).

. Respond to cut-off messages (optional)

. Check for duplicate requests - and respond to EHI accordingly

. Perform transaction matching and processing - this is internal to your systems and no response to EHI is required. For details, see Transaction Match-
ing.

2.1.1 Responding to EHI Messages

Returning an Acknowledgment to EHI

When you receive a WSDL GetTransaction message, your external host system must respond to EHI within the allowed time limit for a response (the default
time limit is 200 ms), with the field set to “1” to indicate that you have succesfully processed the transaction.

EHI waits for a response with the field set to “1” and if no response is received (or an acknowledgement = 0 is received), it continues to
re-send the message until either:

. ltreceives a response with the field setto “1”.
Or

. The maximum number of permitted re-tries configured in GPS has been reached for this message.

Responding to Authorisation Requests

In an authorisation request message, the message transaction ID ( ) = 0100 and the transaction type ( ) =A.
You may also receive an authorisation reversal request ( = 0400 and ) = D), which also needs a decision

In all EHI modes, your systems should always acknowledge the authorisation message. In EHI modes 1,2,4 and 5 your systems should respond with an
authorisation decision (approve or decline). See EHI Operating Modes.

. Foran authorisation where you approve, your response to EHI should look like this: <ResponseStatus>00</ResponseStatus>and <Acknow-
ledgement>1</Acknowledgement>

. Foran authorisation where you decline, your response to EHI should look something like this: <ResponseStatus>05</ResponseStatus> and
<Acknowledgement>1</Acknowledgement>*

* ResponseStatus = 00 indicates the request is approved; ResponseStatus = 05 indicates Do not honour (decline) —you can chose any suitable decline
response code. See Response Codes. Acknowledgement = 1 informs GPS that the message was received and GPS does not need to resend.

For EHI mode 3 (advice only), your reponse should look like this: <Acknowledgement>1</Acknowledgement>

What happens if EHI does not receive an authorisation response?

If no response is received in the time limit for an authorisation then:

. EHIMode 1: GPS declines the transaction.

. EHI Mode 2: If Stand-In processing is not enabled, GPS declines the transaction. If Stand-In processing is enabled, GPS makes the authorisation
decision, which could be Approve or Decline.

. EHI Modes 4 and 5: GPS makes a stand-in authorisation decision, which could be Approve or Decline.
. (EHIMode 3 is advice only)

GPS then resends the transaction to notify you of the authorisation decision made, with these changes:
R field will be:

. EHImodes 1 and 2: “1” (1st repeat) or higher (“n” nth repeat)
. EHImodes 4 and 5: “0” on first message, (and +1 for each time re-attempted)

. field is set to “Y”



. <Ixn_Stat Code>fieldis setto “A” (Approved) or “I” (Declined)

. <Resp Code DE39>field is set to the response code sent back to the network (normally “00” if approved, or “05” (declined) in most cases.)

Note: If you get an advice that has changed the authorisation decision you originally made, this may indicate that GPS did not receive or could not pro-
cess your original decision (e.g., due to a network timeout or invalid response format) and has therefore applied the default response for your mode. In
this case you should acknowledge the advice and reverse the effect of the original approval (e.g., by unblocking any previously reserved amounts).

How GPS responds to the External Host

The table below shows a summary of the type of message content sent to the external host after the initial authorisation request.

EHI Reponse GPS How you
Received from Acknowledgement Message to External Host Includes should
Mode Response
external host* Respond
1 No Decline Declined: 0100A - Authorised by GPS N Txn_Stat_Code "I" <DE39 Reason Acknowledge
code> Sending attempt count 1.
1 Yes (approve or Pass onto No message sent to external host. -
decline) scheme
2 N/a ** GPS Approved 0100A - Authorised by GPS N Txn_Stat_Code "A" <DE39 Reason code | Approve or
approved 00> Sending attempt count 0. decline
2 N/a ** GPS Declined: 0100A - Authorised by GPS N Txn_Stat_Code "I" <DE39 Reason Acknowledge
declined code> Sending attempt count 0. or override'
2 Yes Pass onto No message sent to external host. -
scheme
3 N/a ** GPS Approved: 0100A - Authorised by GPS Y Txn_Stat_Code "A" <DE39 Reason Acknowledge
approved code 00> Sending attempt count 0.
3 N/a ** GPS 0100A - Authorised by GPS N Txn_Stat_Code "I" <DE39 Reason code> Sending | Acknowledge
declined attempt count 0.
4or5 No STIP Approved 0100A - Authorised by GPS Y Txn_Stat_Code "A" <DE39 Reason code | Acknowledge
approved 00> Sending attempt count 0.
4or5 No STIP Declined: 0100A - Authorised by GPS N Txn_Stat_Code "I" <DE39 Reason Acknowledge
declined code> Sending attempt count 0.
4or5 Yes Pass onto No message sent to external host. -
scheme
Notes

* Response must be received within the default time limit for a response (e.g., 200 ms). Note: although you may have responded within the time limit, in some
circumstances GPS may not have received or processed your response due to a network timeout or invalid response format.

** An authorisation response is not applicable to Modes 2 and 3 where GPS makes the initial authorisation decline or approval decision. In Mode 3 GPS
sends the response directly to the card scheme and sends the external host an acknowledgement. In Mode 2 GPS first sends any approved decision to the
external host, which can override the decision.

Responding to Financial Messages

Financial messages include transactions such as first presentments, financial reversal, chargebacks and fees.

Your response to EHI should lool like this: <ResponseStatus>00</ResponseStatus>and <Acknowledgement>1</Acknowledgement>

Responding to Cut_Off Messages

When responding to Cut_Off messages, if you have successfully processed, <Cut_OffResult> should = “1”.

If a response with <Cut_OffResult> is received with “0” (or no valid response), EHI does not resend the message. (However, not that in a future version GPS
may re-send the Cut_Off message, as this indicates you have failed to process it and it requires re-sending.)

1In mode 2 - Approve with Load, you can override a GPS decline decision if the reason for the decline is insufficient balance (e.g., where the card balance held on
your systems indicates the card has sufficient funds). In this case you should use the load card web service to update the GPS held balance.




2.1.2 Checking for Duplicates

Note: In some cases it is possible that when your external host responds to EHI with a valid acknowledgement ( 1
), due to network issues, your acknowledgement may not be received by EHI. In this case EHI will re-send the message, resulting in a
duplicate.

How to Identify a Duplicate Message

For GetTransaction messages, if either of the following conditions is true, then the message is a duplicate:

. Ifthe field is “1” or higher (i.e. non-zero)

. Ifyou have already received a message with the same transaction ID ( ).

How to Process a Duplicate Message
1. Firstcheck to see if the field is “1” or higher (i.e. non-zero).
2 Ifitis higher than 1, then check the transaction ID ( ) field. This is unique for every transaction (for the GetTransaction messages.)
3. Ifthe transaction ID matches the transaction ID of an existing record in your database, this indicates a duplicate, which you should process as follows:

. Ifthe original message was an advice, and your external host already has it then:

. No need to re-process this
. Respond with <Acknowledgement>1</Acknowledgement>

. Ifthe original message was an advice, and your external host does not have it then:

Process it

. Respond with <Acknowledgement>1</Acknowledgement>

. Ifthe original message was an authorisation request (your external host is asked approve or decline), but the repeat is an advice, it will still have the
same MTID. This table explains what to do:

External Host Originally: ' Advice Indicates that GPS: @ Action required by the External Host

Approved transaction Approved transaction Nothing to do

Approved transaction Declined transaction Reverse effect of original approval
Declined transaction Approved transaction Action the approval

Declined transaction Declined transaction Nothing to do

Never received transaction | Approved transaction Action the approval

Never received transaction | Declined transaction Nothing to do (but it can be logged)

Cut_Off Duplicate Checking

For Cut_Off messages, since the field is unique, you can use this field to detect if the message is a repeat.

Note: EHI currently does not re-send a Cut_Off message if it does not receive a valid response with of “1”. However, this may be added
in a future version, so you should configure your systems to expect this.



2.2 Transaction Matching

A typical card payment transaction generates multiple messages during its life cycle. The GetTransaction message types you receive for a transaction must be
linked to the previous messages for that transaction. This matching enables you to track the history of the transaction, compare the financial effect of a new
messages with previous messages and re-calculate card balances.

2.2.1 Matching Overview

Your systems should match new to previous transactions as follows:

New Message ..match to.. Previous Message

Authorization Request (A) -------- P Authorization Request (A)

Authorization Reversal (D) =-===--- P Authorization Request (A)

Authorization Advice (J)  -------- P Authorization Request (A)

Financial (P)  eccceeeas P Authorization Request (A) or Authorization Advice (J)
Financial Reversal (E)  ======== P Financial (P, N)

Chargeback (C,H)  ======== #=  Financial (P, N))

Chargeback Reversal (K) =--==--- P Chargeback (C, H)

Financial (M) =======- ¥ Chargeback (C, H)

Figure: Transaction Matching Criteria

For further details, see the Transaction Matching Criteria below.

Matching Criteria and Accuracy
Note: Matching a transaction to its original (e.g. Presentmentto matching Authorisation, or Authorisation Reversalto matching Authorisation) 