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About this Guide

About this Guide

This guide provides information on the processing of transactions under the Second Payment
Services Directive (PSD2) Strong Customer Authentication (SCA) regulations.

Target Audience

Technical team(s) responsible for implementing processing of cards within their card program.

What's Changed?

If you want to find out what's changed since the previous release, see the Document History
section.

How to use this Guide

* Tofind out about the rules relating to PSD2 SCA, see PSD2 Strong Customer
Authentication.

* To understand the end-to-end transaction flow and GPS checks related to PSD2, see
PSD2 Transaction Checks.

* For details of the PSD2 exemption checks run by GPS, see PSD2 Rules and Exemption
Checks.

Other Documentation

Refer to the table below for a list of other relevant documents that should be used together with
this guide.

Document Description

External Host Interface Describes the GPS External Host Interface (EHI) and provides

(EHI) Guide specifications on how to process and respond to messages received from
EHI.

Transaction XML Describes the structure and contents of the GPS Transaction XML

Reporting Guide reports.

3D Secure Guide - RDX Describes the GPS 3D Secure Realtime Data eXchange (RDX) service
with Biometric/In-app and how to implement a 3D Secure project that includes Strong Customer
authentication Authentication (SCA).

Tip: For the latest GPS technical documentation, see the Developer Portal.



https://developer.globalprocessing.com/EHI_Guide.htm
https://developer.globalprocessing.com/EHI_Guide.htm
https://developer.globalprocessing.com/transactionxml/Default.htm
https://developer.globalprocessing.com/transactionxml/Default.htm
https://developer.globalprocessing.com/3D_Secure_RDX.htm
https://developer.globalprocessing.com/3D_Secure_RDX.htm
https://developer.globalprocessing.com/3D_Secure_RDX.htm
https://developer.globalprocessing.com/
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External Documents

Document Description

www.eba.europa.eu: Final | European Banking Authority (EBA) Final Report Draft Regulatory Technical
Report on Draft RTS on Standards on Strong Customer Authentication and common and secure

SCA and CSC under PSD2 | communication under Article 98 of Directive 2015/2366 (PSD2).
EBA/RTS/2017/02; 23 February 2017



https://www.eba.europa.eu/sites/default/documents/files/documents/10180/1761863/314bd4d5-ccad-47f8-bb11-84933e863944/Final draft RTS on SCA and CSC under PSD2 %28EBA-RTS-2017-02%29.pdf
https://www.eba.europa.eu/sites/default/documents/files/documents/10180/1761863/314bd4d5-ccad-47f8-bb11-84933e863944/Final draft RTS on SCA and CSC under PSD2 %28EBA-RTS-2017-02%29.pdf
https://www.eba.europa.eu/sites/default/documents/files/documents/10180/1761863/314bd4d5-ccad-47f8-bb11-84933e863944/Final draft RTS on SCA and CSC under PSD2 %28EBA-RTS-2017-02%29.pdf

PSD2 & Strong Customer Authentication

PSD2 & Strong Customer Authentication

The Second Payment Services Directive (PSD2), is an European Union (EU) Directive which
sets requirements for firms that provide payment services. It aims to improve consumer
protection, make payments safer and more secure. PSD2 came into force on 13th January
2018. Individual countries within the EU may have specific extensions related to some aspects
of the regulations1. PSD2 introduced some new requirements for card issuers and processors,
such as:

* The requirement for Strong Customer Authentication (SCA) on all e-commerce and
contactless payments unless specific exemptions apply.

* The requirement for Dynamic SCA Linking - verifying that the details in an authentication
session match the details in the subsequent payment authorisation

PSD2 rules are issued by the European Banking Authority (EBA).

Strong Customer Authentication (SCA)

The EBA states that for a transaction to be Strong Customer Authenticated (SCA), at least two
of the following must be verified during the transaction:

» Cardholder must be identified by some characteristic unique to them (e.g. fingerprint, iris
scans)

» Cardholder must know something only they should know (e.g. PIN, phone unlock code)

* Cardholder must possess something (e.g. chip card, mobile phone)2

Note: GPS currently considers all 3D Secure transactions as SCA?®. If the 3D Secure
transaction is considered as SCA, GPS automatically flags the possession and knowledge
tests in the EHI field. See PSD2 Transaction Status.

1According to the Financial Conduct Authority (FCA), the deadline for enforcing PSD2 SCA requirements in the UK has
been extended to March 14, 2022.

2The SCA possession test must be made with dynamic data, for example, using the EMV ARQC (Authorisation ReQuest
Cryptogram), to prove the cardholder has the card. Using the magnetic stripe, for example, is not proof of possession.

3GPS will be enhancing this to optionally only consider 3DS transactions as SCA if the cardholder was challenged.
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PSD2 Dynamic Linking

PSD2 Dynamic SCA Linking requires that the details provided in a 3D Secure authentication
session matches the details that were provided during the transaction authorisation. For example,
matching of the authorised amount to the authenticated amount, and matching of the merchant

name.

GPS can do this matching. Alternativey, you can peform matching using details provided in
transaction messages sent from the GPS External Host Interface (EHI) to your systems. For more
information, see the EHI Guide > Transaction Matching - Authentications and Authorisations.

SCA Exemptions

All transactions must have Strong Customer Authentication (SCA), unless they meet one of the
following European Banking Authority (EBA) exemptions:

Article

Description of SCA Exemption

Article Contactless transaction of up to EUR 50.00, and cumulatively not exceeding EUR 150.00 or 5
11 transactions.

Article Paying a transport or parking fare at an unattended terminal.

12

Article The receiver of funds is a trusted beneficiary, or this is a recurring payment transaction (but not
13 the first instance of).

Article The sender and receiver of funds are the same person.

14

Article E-commerce transaction of up to EUR 30.00, and cumulatively not exceeding EUR 100.00 or 5
15 transactions.

Article E-commerce transaction classified as low-risk (as defined in the Article).

16

Note: The specific transaction limits (i.e., frequency and amount) may vary per country. Please
check with your Issuer or country financial regulator for details. These limits can be set at your
GPS card Product level. See PSD2 Settings.



https://developer.globalprocessing.com/ehi/Content/Appendices/Transaction_Matching_Guidelines.htm
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Transactions where the PSD2 rules do not apply

The PSD2 rules do not apply to the following types of transactions:
* The Issuer or Acquirer is outside the EBA's jurisdiction (i.e., outside the EEA or UK):

¢ The Issuing BIN range is outside the EEAor UK (your BIN range will be exempt
unless you specifically request including in SCA checks)

e The Acquirer is outside the EEA or UK

Credit transactions - where money is paid into the card

Transactions to create a payment token'

Mail Order or Telephone Order transactions®

* The message from Visa/Mastercard does not count as a transaction in EBA's definition.
Examples:

* Account Verification Requests / Account Status Enquiry requests

* Merchant tokenisation requests

Note: To understand the end-to-end transaction flow and GPS checks related to PSD2,
see PSD2 Transaction Checks.

Find out more about the PSD2 Regulations

Below are links to additional information about the PSD2 and SCA regulations.

* EBA website: Regulatory Technical Standards on strong customer authentication and
secure communication under PSD2

o FCA website (UK only): Deadline extension for Strong Customer Authentication

1The payment token setup already has approve-with-authentication, which meets the EBA's requirement.

2The EBA s of the view that anything initiated via paper or telephone is out of the scope of SCA under PSD2.



https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/regulatory-technical-standards-on-strong-customer-authentication-and-secure-communication-under-psd2
https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/regulatory-technical-standards-on-strong-customer-authentication-and-secure-communication-under-psd2
https://www.fca.org.uk/news/statements/deadline-extension-strong-customer-authentication
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PSD2 Transaction Checks

The figure below provides a summary of the checks that GPS runs on an incoming payment
authorisation transaction to determine whether the PSD2 rules apply and to approve or decline the
transaction, based on whether Strong Customer Authentication (SCA) has been correctly applied.

Start ,f"/ .
o d';“ne . " IsGPSProduct - o No PSD2 checks
auth) "~ PSD2enabled? needed

~~

Yes

c__,--f""'f)oes wallet Provider Yes
- doallpsp2?
T ol {no GPS checking needed)
T
No
(GPS need to do PSD2 checks)
3 PSD2 Rules & Exemptions:
2 Py - Stepl: Check if PSD2
e | . e . " Do “~. rules apply
" Is Device always . " Was Transaction -~ T
—< s——No— W< —Ng— PSD2 Rul
“~._  doingSCA? -~ ) T SCA? - No . l; es'_,_,-"
~.3pply? -
~. ~ hd Yes
e Yes M
v o v

Reset Counters: Increment Counters:
If card present: the contactless counters Ok to Approve If contactless: contactless counters

If e-comm: the e-comm counters If e-comm: e-comm counters
Other: no counter reset Other: no counter increment

Yes

¥ ¥
v — Step 2: Check for PSD2

- Ly exemptions
e 2 Ok to Approve g4 Yes < P5D 2 exemption = o -
T : h ¢ Tow P
~_applies? Step 3: Check for PSD2

Acquirer exemptions

No
Y
Decline ‘C1* Ison line PIN Decline ‘C0’
(Mcrd: request SCA) Yes N (Mcrd: request SCA)

(Visa: request PIN)

“_suggested ?_
H\‘Hgg e (Visa: request SCA)

"~ -
T
—

Figure: Transaction Checks under PSDZ2 (for Payment Authorisation)

The numbers in orange in the figure above correspond to the steps described below:

1. Assuming the payment authorisation transaction has passed all other GPS checks and has
not been declined, then GPS checks for the following conditions:

e The GPS Product is not enabled for PSD2

* The Wallet Provider (e.g., Apple Pay) manages the PSD2 checks (i.e., does SCA on
their end)




PSD2 Transaction Checks

If either condition applies, then GPS does not need to do PSD2 checks. GPS can
approve the transaction (provided that there is no other reason to decline).

2 If none of above conditions apply, GPS continues with the PSD2 SCA checks:

¢ |fthe cardholder's device does the SCA checks, then the transaction can be
approved.

* [f the cardholder's device does not do the SCA checks, then GPS checks whether
SCA has been done:

e |f SCA has been done, then GPS resets the SCA counters (either e-
commerce or contactless) and can approve the transaction

» |f SCA has not been done, then GPS continues with some additional checks
(as described in PSD2 Rules and Exemption Checks; a summary is provided
below).

3. GPS checks whether the PSD2 rules apply (see Step 1: Check if PSD2 Rules Apply).

» |f PSD2 rules do not apply, then the transaction can be approved (provided that
there is no other reason to decline).

» If PSD2 rules apply, then increment the SCA counters.
GPS continues with the next check.

4. GPS checks whether any PSD2 exemptions apply (see Step 2: PSD2 Exemption Checks
and Step 3: PSD2 Acquirer Exemption Checks).

* If an exemption applies, the transaction can be approved (provided that there is no
other reason to decline).

* If no exemption applies, the transaction is soft declined. See Soft Declines.
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PSD2 Rules and Exemption Checks

The figure below provides a summary of the key checks that GPS performs on an incoming
payment authorisation transaction, to determine whether the PSD2 rules apply and if there are any

exemptions from the PSD2 rules.

Note: These checks are done as part of the full PSD2 Transaction Checks.

Start:
Exemption checking

t
.

Step 1 - .
/’ Do PSD2 ruIE.‘\)_N Exempt: PSD2 rules do
‘\\\ apply? - not apply to transaction
Yes
Step 2 PN
c,/’ Any GPS
.. exemption ?
MNo
Step 3: 1.
Decline with requires —MNo—— exemption which GPS >—Yes xempr: .
SCA . permits ? ~ exemption applies

(soft decline) P

T

.

Figure: PSD 2 Checks Performed by GPS - Summary View

Note: For a more detailed process flow which breaks down steps 1-3 above, see PSD2 Rules
and Exemption Checks.

There are three main exemption checks which are applied to the transaction:

e Step 1: Check if PSD2 Rules Apply

e Step 2: Check for PSD2 Exemptions

» Step 3: Check for PSD2 Acquirer Exemptions

-10 -
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Step 1: Check if PSD2 Rules Apply

PSD2 checks are required for this transaction if all the following are true:

* This an authorisation request (MTID 0100)
e PSD2 compliance is enabled for the GPS Card product
* The transaction is not set up as an MDES/VDEP payment token or
the transaction is set up as an MDES/VDEP payment token, but checks are done by GPS
* The transaction has not already been declined

If all the above are true, then GPS tests whether the PSD2 rules apply as shown in the figure
below:

Step 1: Exempt
Check if PSD2 PSD2 rules do not apply
Rules Apply

A

No Yes Yes Yes

~ —~ Isthis i E
Start test: Do PSD2 Is Acquirer - N Cellar Step 2: Do any
< . —Yes—_ an Account Verification >—ng— IsitaCredit? - NoO Telephone Ulees 2 PSD2 Exemptions
rules apply? . in UK or EEA ? - — :
~_transaction? - Order? Apply?

The PSD2 rules do not apply to the following types of transactions:

e The Acquirer is outside of the UK or EEA'

* Account Verification transaction

* Credit transaction

* Mail and Telephone Order (MOTO) transaction

If any of these conditions apply to the transaction, then it is treated as out of scope of the PSD2
regulations.

If none apply, then GPS performs Step 2: Check for PSD2 Exemptions.

11f the card issuer/BIN is outside of the UK/EEA they would typically disable their GPS card product for PSD2 checks.

-11 -
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Step 2: Check for PSD2 Exemptions

In this step GPS checks for the following PSD2 transaction exemptions:

Start test: Do PSD2
Step 2: exemptions apply?
b4

Check if PSD2
Exemptions Appl S -. )
P PRIy -~ Contactless and -~ E-commerce }
y -~ Recurring or -
< ExemptMCC? >—No—_ under GPS contactless >MNo< Under GPS e- ~No~< ) -
. - . . instalment? -

limits? “.commerce limits 2

Exempt YTS yes Yes Yes
PSD2 rules apply, but g3 .
PSD2 exemption applies,

Figure: PSD2 Check Step 2 : Determine if any PSD2 Exemptions Apply

The following exemption checks are made:

Step 3:

i Be 2 Do PSD2 Acquirer

Exemptions Apply?

(No GPS exemptions detected )

¢ Exempt Merchant Category Codes (MCC)1 - for example, Commuter Transport and Parking
which are exempt from PSD2. For details, see Which Merchant Category Codes are Exempt

from SCA?

¢ Transaction is Contactless and the transaction value is under the GPS Contactless limits

¢ Transaction is e-commerce and the transaction value is under the GPS e-commerce limits

« Transaction is a Recurring Payment or instalment payment®

If none of these exemptions apply, then GPS performs Step 3: Check for PSD2 Acquirer

Exemptions.

1GPS will be enhancing this to ensure it only applies to an unattended terminal.

2GPS will be enhancing this to optionally check that the original payment was SCA.

-12-
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Step 3: Check for PSD2 Acquirer Exemptions

In this step GPS checks for any PSD2 Acquirer Exemptions. Acquirer exemptions include low
value transactions, transaction risk analysis and recurring transactions, which enable the
acquirer to process as many transactions as possible without Strong Customer Authentication.

Start test: Do PSD2 acquirer
exemptions apply?

b4
1
Step 3: Is Acquirer
Check if Acquirer Transaction Risk res :
Exemptions Apply Analysis Exemption Y
set? g §
. ; GPS Product setting:-
~ PSD2TI tion Risk
Limit present, Txn > Limit. Ignore exemption . ransaction I? ——Blank: Honour exemption
Analysis Max exemption -
= value '
_— IsAcquirer
< Low-Value exemption - Yes o . .
.4 Limit present, Transaction <= limit:

. Set? - _
Honour exemption

Limit present, GPS Product Setting: Limit present, Exempt
Transaction > Limit: PSD2 Acquirer Low Value UELETURSN Tnlissme & PSD2 rules apply but
Ignore exemption Max exemption value Honour exemption PSD2 exemption applies,

Any gtHe'r' - | Blank: honour exemption
Acquirer Yes
exemption 2

NotExempt No I

The numbers in orange in the figure above correspond to the steps described below.

The following acquirer exemption checks are made:

1. Isthe Acquirer Transaction Risk Analysis Exemption specified in the transaction?

If no, then the next check is carried out (see step 2 below).

If yes, then GPS checks your product's Acquirer Transaction Risk Analysis Exemption
transaction limit:

 If this limitis blank (GPS has not set a limit) for your product, then the transaction is
exempt

 If the transaction value is below or equal to the limit, then the transaction is exempt
 If the transaction value is above the limit, then the exemption is ignored and the
next check is carried out (see step 2 below).

2. Isthe Acquirer Low-Value Exemption set for your product?

If no, then the next check is carried out (see step 3 below).

If yes, then GPS checks your product's Acquirer Low-Value Exemption transaction limit:

-13-
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« If this limit is blank (GPS has not set a limit) for your product, then the transaction is
exempt

« If the transaction value is below or equal to the limit, then the transaction is exempt

 If the transaction value is above the limit, then the exemption is ignored and the next
check is carried out (see step 3 below).

3. Are there any other acquirer exemptions? (see PSD2 Acquirer Exemptions)

* If no, then the transaction is not exempt

* If yes, then the transaction is exempt

What happens after exemption checking is complete?

For a transaction that was not strongly authenticated, then after exemption checking is complete:
* If no exemptions apply, then GPS soft declines the transaction. See Soft Declines.
* |f any exemptions apply, then GPS can approve the transaction (provided there are no other
reasons to decline).

For details of the full end-to-end transaction checking process, see PSD2 Transaction Checks.

-14 -
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PSD2 Rules and Exemption Checks

The figure below describes the full GPS PSD2 exemption checks. Click on each step for details

(goes back to the three steps described previously).

Exempt

Step L: PSD2 rules do not apply
Check if PSD2
Rules Appl
pply Nln Yes Yes Yes
/_,/ \‘\-.\ //"-'\-\_\ /J\ ,/'J\‘\
~ . — Isthi ~ >~ N ~Mailor
g Is Acquirer - — s ~~— P /,/ ailor .
Start exem ption test . _—Yes—_ zerovalue Account “—No—< IsitaCredit <_  Telephone p-
in UKorEEA? - . e - ., . P
~ o ~ Verification ?_— S P ~. Order?
B ,«”" T N \\I,/’
N
o
StEp 2:. {PSD2 rules apply) Ny
Check if PSD2 o~
Exemptions Apply N - ™. N -
g e Contactlessand ™ E-commerce \\\ 4 _
-~ . p = Recurring or
< Exempt MCC ? A No— under GPS contactless “—No— Under GPS e- N 1l a2 p
“\\ /"‘ ) limits ? ,/" ‘\\ commerce limits ?// installment P ’
“\I,-" ~ /-" " e . -
. > / .
S~ e ],
- /
"
Yes i Yes
Exempt | YES Yes |
PSD2 rules apply but PsD2 p3 :
exemption applies
No
o EXEMpLIONs detecte
Mo GPS i detected
~ : ‘\\\
~ ~
Step 3: /,/’/Is Acquirer
Check if Acquirer No. ~ TransactionRisk Ye
- ~._ Analysis Exemption y
Exemptions Apply ~ Analy PHen o
. Set? o N
\\\ :'/
= ,/({PS Product set‘tin\g‘\.\

" psD2Transaction Risk
‘\AI"IE"VSIS Max exem ption /'
value

Blank: Honour exem ption

~—Limit present, transaction » Limit. lgnore exemption =

—— /

— S
_— Is Acquirer “‘H\\

Low-Value exemption ::“—"- Yes: *
S Set? /,,/" pY Limit present, Transaction <= limit:
— /// ~ Honour exem ption
~ .
o .
Limit present, /" GPS Product Setting: "\\ Limit present, Exempt
Transaction > Limit: /\ PSD2 AcquirerLow Value > Transaction <= limit: PSD2 rules apply but PSD2
Ignore exemption “\\Max exemption value Honour exemption exemption applies
~ P
~ -
\\\ P o
No ~
I—Blank: honour exemption
Any other
acquirer Yes

exemption 2.

Mot Exempt N

Figure: PSD 2 Checks Performed by GPS - Detailed View

-15-
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|ldentifying the SCA Status

This section provides details of how to check the SCA status of a transaction.

ldentifying the SCA Status In EHI

You can use messages received from the External Host Interface (EHI) to identify the SCA status of
a transaction.

Note: If you do not have access to EHI, please contact your Account Manager, who can advise
you on bespoke reports that may be available.

Identifying if a transaction is Point of Sale (POS) or e-commerce
(remote)

Use the EHI field . Positions 1, 2 and 3 provide information about the type of
transaction.

For more information, see the EHI Guide > GPS POS Data.

Identifying if GPS considered the transaction SCA

The EHI field positions relevant to SCA include: 18,19,20,21,22,23,25 and 26.

If the transaction is flagged as non-SCA, then the exemption that permitted the non-SCA
transaction is specified in the EHI field indicator.

For more information, see the EHI Guide > GPS POS Data.

Note: If 3D Secure occurred and GPS considered the 3D Secure transaction as SCA, then the
transaction will be automatically flagged as having passed the SCA Knowledge and
Possession tests.

-16 -
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ldentifying the SCA Status In Smart Client

You can identify the SCA status of a transaction in Smart Client as follows:

1. Log into Smart Client and select Card Activity > View Transactions.

2. Right-click the transaction you want to view and select View Transaction Details.
See the example below (some details have been removed for data protection).

& l Transaction Details - Authorisation

Message Type : 0100 - Authorization Request

Token

Date Expiry (YYMM) 2402

POS Entry Mode (DE022)

071 - PAN auto-entry via contactless M/Chip - Teminal h

BN Ref (DE063)

Transaction Date

202203-2414:12:57.583

Advice Reason Code

Response Status (DE039) 51 - Insufficient funds

STAN (DE011)

Processing Code

Debits (goods and services) - 000000

POS Data (DE061)

Track2 Data (DE035)

Private Data (DE112)

Addiional Amounts (DE054)

Card Acceptor Identification Code (DE042)

Card Acceptor Name Location (DE043)

Addiional Response Data (DE044)

PIN Data (DE052)

Till Time 14:12:57

AVS Street

Card Acceptor Teminal Identification (DE041)

AVS Postcode

Response Source

Response Reason

Device Token

Ll
Transaction ID : Session:|OM-Intemational6_BL_New - GPS-BL-4
Transaction Amount (DE004) 9.77 - GBP
Settlement Amount (DE0DS)
Biling Amount (DE0DS) 9.77 - GBP
Amounts, Transaction Fee (PDS0146) >
Merchant Category Code (MCC) 54399 - Miscellaneous Food Stores - Convenience Stores .

Retrival Reference Number (DE037)

Acquirer Reference Data (DE031)

AlD (DED32)

FID (DE033)

Authorisation Code

New PIN (DE125)

GPS ARC

DEDS3

Script Received

Request Time  2022-03-24 14:12:57.520

Response Time  2022-03-24 14:12:57.737

ICC Data (DE0S5 - 0100)

Difference(in milli ds) 217

Additional Data (DE048)

Note Declined by EHI

B View PAN

Y Show Card Details

lal
€ Close )

Figure: Transaction Details Screen in Smart Client

3. Toview the GPS POS data, click GPS POS Data (near bottom-right of the screen). See

the example below.

-17 -
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& l GPS POS Data - o

GPS POS Data
0178000800000Nx000DNNNNUON

Decoded Values in the GPS POS Data
Name Value Description

SCA Knowledge test Not performed or not applicable
SCA Possession test Not performed or not applicable
SCA Biometric test Not performed or not applicable

GPS detected SCA exemption Not Exempt or Unknown

Unknown

cC|l2 | &2 | &

Card/Device Form Factor

3 Clear €3 Close

L .

Figure: GPS POS Data in Smart Client showing some of the SCA information

-18 -
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PSD2 Product Settings

GPS PSD2 settings for your card product are set up at a Product Master level. See the example
below.

@ P5D2 Compliance

Contactless Ecommerce
PSD2 Txn Count Limit 500 99999
PSD2 Accum Value Limit  300.00 999107.92
PSD2 Single Val Limit 100.00 999107.92

PSD2 Txn Risk Analysis Max exemption value:

PSD2 Acquirer Low-Value Max exemption value:

When Authorisation Amount is Higher than Authentication Amount by
Less than orequalto 20% @ Do Nothing () Soft Decline () Hard Decline
More than 20% © Do Nothing () Soft Decline () Hard Decline

Cumency mismatch © Do Nothing () Soft Decline () Hard Decline
Figure: PSDZ2 Settings on the Product Master screen in Smart Client

Note: This screen is an internal GPS screen available to GPS administrators only. For
further information, please contact your Account Manager.

Refer to the table below for details. These exemption checks are based on SCA Exemptions
(EBA Articles 11, 15, 16).

Setting Description

PSD2 Compliance Indicates whether PSD2 complance checks are enabled for this
card product.

PSD2 Txn Count Limit The cummulative transaction count upper limit that is exempt from
PSD2 (e.g., 5). If the number of cummulative transactions is
above this limit then GPS considers the transaction as within

scope of PSD2. (See SCA Exemptions: Articles 11 and 15.)
Separate limits can be configured for Contactless and E-

commerce transactions.

-19-
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Setting Description

PSD2 Accum Value Limit

The accumulated transaction upper limit that is exempt from
PSD2 (e.g., 100.00 EUR). If the accumulated transaction amount
is above this limit then GPS considers the transaction as within

scope of PSD2. (See SCA Exemptions: Articles 11 and 15.)
Separate limits can be configured for Contactless and E-

commerce transactions. The amount limits are in the primary

billing currency of the card product.

PSD2 Single Value Limit

The transaction amount upper limit for a single transaction that is
exempt from PSD2 (e.g., 30.00 EUR). If the transaction amount is
above this value then GPS considers the transaction as within

scope of PSD2. (See SCA Exemptions: Articles 11 and 15.)
Separate limits can be configured for Contactless and E-

commerce transactions. The amount limits are in the primary
billing currency of the card product.

PSD2 Txn Risk Analysis Max
exemption value

Maximum permitted transaction value (in primary billing currency
of the product) up to which an Acquirer claimed Transaction Risk
Analysis exemption will be honoured. See Step 3: Check for PSD2

Acquirer Exemptions.

PSD2 Acquirer Low-Value Max
exemption value

Maximum permitted transaction value (in primary billing currency
of the product) up to which an Acquirer claimed Low Value
exemption will be honoured. See Step 3: Check for PSD2 Acquirer

Exemptions.
Note: GPS recommends you set this to zero (this will ensure that

only GPS does the low value exemption test).

When Authorisation Amount is
higher than Authentication

Amount by:

Less than or equal to 20%
More than 20%

Currency Mismatch

This setting is used when checking the transaction amount value
and currency provided during a 3D secure Authentication session
with the transaction amount value and currency that has been
authorised. If there is a mismatch, then GPS can:
¢ Soft Decline - we return a soft decline code which indicates
to the merchant to try again using SCA
e Hard Decline - we return a hard decline code which
indicates to the merchant not to try again

¢ Do Nothing - GPS does not decline the transaction

Note: This check is used to comply with the PSD2 SCA dynamic
linking requirements (see PSD2 Dynamic SCA Linking).

-20 -




Impact of the PSD2 Rules

Impact of the PSD2 Rules

For card products that are enabled for PSD2 checking, the table below describes the impact on

transactions if the PSD2 rules apply.

Note: The rows highlighted below indicate the types of transactions where you should

expect to see declines.

Cardholder
Verification
Method

Card Data Input

Method

Impact on card approvals and declines if the PSD2 rules
apply

PAN Key Entry (with Any
cardholder present at
merchant) *

Nearly all transactions will be declined, as few exemptions
apply.

Mail Order / Telephone | Any or none
order / Recurring

PSD2 rules do not apply: transactions should be approved
(provided there are no other reasons to decline).

Magnetic Stripe * Any Nearly all transactions will be declined, as few exemptions
apply.
EMV contactless No Transactions will only be approved if an exemption applies.
verification For example: low value contactless exemption. To reset the
low value contactless counters, an EMV contact + PIN
transaction is required.
EMV contact ** None or Nearly all transactions will be declined, as few exemptions
signature apply.
EMV contact PIN Will always pass SCA checks, therefore will not be declined

due to PSD2 rules.

e-commerce (including | None
Credential-on-file)

Transactions will be approved, but only up to the configured
e-commerce limits. A 3D-secure transaction is required to
reset the counters.

Notes

* PAN Key Entry and Magnetic Stripe methods do not pass the possession test, which normally

means the transaction cannot be SCA.

** EMV contact with ‘None’ or ‘signature’ cardholder verification methods does not pass the
Knowledge test, which normally means the transaction cannot be SCA.
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Dealing with a Decline

What happens when there is a soft decline depends on the reason for the decline. For example:

Reason for decline Actions you can take

PAN Key Entry (with
cardholder present at
merchant)

Raise with your Card Scheme or the Merchant to double-check whether the
cardholder was actually present. If not, then the acquirer should update how
they flag the transaction. The cardholder would then need to try again.

Advise the cardholder/merchant to repeat the transaction using Chip and PIN.

Magnetic Stripe

Advise the cardholder/merchant to repeat the transaction using Chip and PIN
or Contactless.

EMYV contact with none or
signature cardholder
verification

Advise the cardholder/merchant to repeat the transaction using Chip and PIN
or Contactless.

EMV contactless with no
cardholder verification

Advise the cardholder/merchant to repeat the transaction using Chip and PIN.
Alternatively, if the Program Manager has verified that the real cardholder is

still in possession of the card and this transaction is within the Contactless
single value limit, then they can use the Clear Accumulator (Ws_

ResetAccumulator) web service call to reset the Contactless counters for the
card.

E-commerce where the
Merchant did not do 3D
Secure

If the Program Manager has verified that the real cardholder is attempting the
transaction, and this transaction is within the e-commerce single value limit,
then they can use the Clear Accumulator (Ws_ResetAccumulator) web service

call to reset the e-commerce counters for the card. The cardholder would then
need to try again.

For more information on soft declines, see Soft Declines.
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PSD2 Acquirer Exemptions

This section provides details of how acquirers are able to flag transactions as exempt from SCA
checks or delegate authority for SCA to their merchant.

Types of Acquirer Exemptions

Acquirers can use the following exemptions in order to process transactions without Strong
Customer Authentication (SCA):

¢ Low value transactions

Transaction risk analysis

¢ Recurring transactions

Delegated authentication

Other exemptions

Using these exemptions can help acquirers to bypass SCA checks, reducing the number of
abandoned customer purchases and improving conversion. Acquirers will try to balance
between security and customer ease of use, based on a risk assessment and using the
available exemptions. This requires a continuous analysis of transaction and fraud data as well
as a continuous improvement of risk management.

For details of which acquirer exemptions are verified and which are accepted, see Step 3:
Check for PSD2 Acquirer Exemptions.

Note: You can find out whether any acquirer SCA exemptions apply using the
field, position 23: Acquirer Exempt from SCA indicator. See the EH| Guide > GPS _
POS Data.

Low Value Transactions

Low value transactions are payments with a value of less than 30 EUR*. The total cumulative
value of all transactions since the last Strong Customer Authentication must not exceed EUR
100* and no more than five transactions in total may have taken place since the last SCA.

Note: The card issuer needs to track the number of total transactions and the cumulative
value of a card, since the acquirer will not have this data. Acquirers will be unaware of
transactions on other acquirers with the same card, so will not be in a position to check for
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the cumumulative total limit since the last SCA. For this reason, GPS recommends that you set
your GPS card product PSDZ2 Acquirer Low-Value Max exemption value to 0.00. See PSD2
Product Settings.

* Values may vary per country, as set by the local Financial Regulator.

Transaction Risk Analysis

In transaction risk analysis, the exemption rule depends on the acquirer's fraud rate, in combination
with the transaction value. For transactions of more than 500 EUR*, the Transaction Risk Analysis
no longer applies. For transaction values between 250 and 500 EUR*, the acquirer must prove a
fraud rate of no more than 0.01 percent in order to be allowed to process a transaction without
Strong Customer Authentication. For lower transaction values, slightly higher fraud rates are
tolerated (up to a maximum of 0.13%).

Note: GPS suggests you consider set a limit for this exemption, if you want to avoid honouring
this exemption for very large amounts. See the PSD2 Txn Risk Analysis Max exemption value
field in PSD2 Product Settings.

* Values may vary per country, as set by the local Financial Regulator.

Recurring Transactions

Recurring transactions are multiple transactions processed at predetermined intervals,
representing an agreement between a customer and a merchant to take payments over a period of
time. Typically, SCA is performed on the first transaction, while subsquent transactions are treated
as cardholder not present and not subject to SCA: the merchant uses card details stored on file and
processes the subsequent transactions through their acquirer as a recurring transaction.

Tip: Only transactions in which the amount and the payment recipient match the first
transaction are recognised as recurring transactions.

Delegated Authentication

In delegated authentication, the merchant carries out strong customer authentication. This provides
for an improved customer experience, where a PSD2 and SCA compliant one-click checkout is
possible.

Other Exemptions

Below are additional exemptions that may be flagged by the acquirer:
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Secure Corporate Payment - the transaction is part of a secure corporate payment
transaction (e.g., using a qualifying commercial card where the transaction was initiated
in a secure corporate environment).

Merchant Initiated Transaction - the transaction has been initiated by the merchant
without interacting with the cardholder (e.g., London Underground transport billing after
the journey is complete).

Authentication Outage Exemption - where the merchant or acquirer was unable to
complete authentication due to an outage (e.g, was unable to connect to the 3D Secure
directory server).

Trusted Merchant (identified by Acquirer) - the merchant is part of the acquirer's trusted
merchant scheme, which enables transactions to be completed without SCA.
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Soft Declines

Where a transaction does not meet the PSD2 SCA rules, GPS soft declines and sends back the
instruction to the merchant to authenticate the cardholder using SCA.

Soft Decline - Card Not Present (e-Commerce)

For a card not present e-commerce transaction, the merchant should retry using 3D Secure.

The figure below summarises the transaction process, including what happpens when GPS soft-
declines.

1 cCardholder completes the online payment form and submits payment.
2 Merchant receives a soft decline response with "requires SCA" .
2} Merchant initiates a 3D Secure session and cardholder authenticates online.

Merchant sends a new transaction with the same amount, currency and payment data
and adds the authentication result.

5 Issuer checks the authentication result and approves, and returns the response to the
merchant.

m
m
o
m
m

The merchant website indicates the transaction is approved

Soft Decline Card Present (Contactless)

For a card present contactless transaction, the POS terminal either:

¢ asks the cardholder to insert their card and enter their PIN. The terminal then sends a new
transaction that has been PIN verified

-0r-
¢ asks the cardholder to enter their PIN. The terminal then sends a new transaction, for the

same amount and with same chip data, but this time including the online PIN.

Note: To support the soft decline flow, the POS terminal must be able to read the card chip and
accept a PIN.

The figure below summarises the transaction process, including what happpens when GPS soft-
declines.
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[y

5]

4]

Terminal sends a new transaction with the same amount, currency and EMV data and
adds the online PIN.

F-9

Cardholder taps terminal for contactless payment.
Terminal receives a soft decline response with "needs SCA" or "PIN required" .
Terminal screen asks cardholder to enter their PIN.

Contactless card or 5 Issuer checks online PIN and approves, and returns the response to the terminal.

tokenised device payment o o
&  Terminal indicates transaction is approved

Figure: Soft Decline - Card Present Transaction

Soft Declines and GPS Response Codes

For details of GPS response codes for soft declines, see the table below.

Visa
. GPS internal
Scenario Mastercard response code sent response
response code
sent
Card present, terminal C1 65 requires SCA 70 PIN
supports PIN With single tap response = Yes ((i.e., required

repeat transaction with online PIN)

Card present, terminal Co 65 requires SCA 1A SCA

does not support PIN required

Card not present (e.g. e- | CO 65 requires SCA 1A SCA

commerce) required
Notes

* For Mastercard, the single tap response = yes (i.e. repeat transaction with online PIN) is
sent if the terminal indicates it supports this and it was a contactless transaction.

¢ The single tap response can also be sent for internal response CO, if the terminal
indicates it supports repeating the transaction with online PIN.
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Frequently Asked Questions

GPS Handling of PSD2 SCA Requirements

Q. Are GPS systems configured not to request SCA for out of scope of SCA transactions?

Yes, GPS Systems are configured to not request for SCA for out of scope of SCA transactions
(where the PSD2 rules do not apply). See Step 1: Check if PSD2 Rules Apply.

You can identify GPS flagged Out-of-scope SCA transactions using the indicator in
EHI field

Q. Do GPS systems decline transactions based on the SCA status?

Yes, if PSD2 checking is enabled for the GPS Card Product, then GPS will soft decline all
transactions where PSD2 rules apply and where the transaction is non-SCA and no exemption
applies. See PSD2 Transaction Flow.

Note: If PSD2 rules apply and there is no applicable exemption, then we will soft decline
(decline asking the merchant to repeat the transaction using SCA this time). This should
therefore result in a second transaction which is SCA and can therefore be approved.

Q. How can | identify the SCA status of a transaction?

You can use messages received from the External Host Interface (EHI) to identify the SCA status of
a transaction. You can also use Smart Client. See Identifying the SCA Status.

PSD2 Exemptions

Q. What is the authorisation exemption for low-value transactions?

The following exemptions apply:

e E-commerce transactions of up to EUR 30.00, and cumulatively not exceeding EUR 100.00
or 5 transactions.

» Contactless transactions of up to EUR 50.00, and cumulatively not exceeding EUR 150.00 or
5 transactions.

Note: The exemption limits may vary, depending on the values set by your country's Financial
Regulator.

Q.What type of transactions are out of scope for SCA?

The following tranactions are not included in the PSD2 rules for SCA:
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¢ Mail and Telephone Order (MOTO)

* One-Leg-Out transactions - occurs when one of the payment service providers (either the
payer or payee) is outside the European Union (EU). If the Acquirer is from outside the
EU and the payer is from the EU, the Acquirer does not need to comply with PSD2
regulations.

* Anonymous transactions - such as for prepaid gift cards where the cardholder's identify is
not known

e Credit transaction - such as credit vouchers and Original Credit Transactions (OCT)
* Refunds

The following merchant initiated transactions are also exempt (where the cardholder is not
present):

* Installment/prepayment

* Recurring

* Unscheduled credential on-file
* Incremental

* Delayed charges

* No-show

* Reauthorisation

¢ Resubmission

Q. Which Merchant Category Codes are Exempt from SCA?

Refer to the table below for exemptions:

MCC Description
4111 Local and suburban commuter passenger transport, including ferries.
4112 Passenger railways.
4131 Bus lines.
4784 Tolls and bridge fees.
7523 Car parking and parking meters.

-29 -



GPS PSD2 and SCA Guide

Contact Us

Please contact us if you have queries relating to this document. Our contact details are provided
below.

Global Processing Services Ltd.
Support Email: ops24@globalprocessing.com
Support Phone: +442037409682

GPS Offices

UK Central Office Singapore Australia Dubai, UAE
6th FI Victori EO 10,G d Fl
oor, victoria Republic Plaza Stone & Chalk ; arouna Hoor,
House Building 1
9 Raffles Place Level 4, 11 York Street

Bloomsbury Square ) Dubai Internet City
London Singapore Wynyard Green

Dubai, United Arab
WC1B 4DA 048619 Sydney, NSW, 2000 Emirates

Technical Publications

If you want to contact our technical publications team directly, for queries or feedback related to this
guide, you can email us at: docs@globalprocessing.com.
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Glossary
3

3D Secure

3D Secure (3-domain structure), also known as a payer authentication, is an authentication process
involving the issuer’s authentication service provider (e.g., Cardinal Commerce) to pre-authenticate
the cardholder. This process happens before the Authorisation is sent by the merchant Acquirer,
and the critical details from the 3D-secure response are included in the Authorisation message to
enable the issuer to prove that 3D-secure authentication was obtained.

A

Acquirer
The merchant acquirer or bank that offers the merchant a trading account, to enable the merchant to
take payments in store or online from cardholders.

Anonymous Transactions
Transactions such as for prepaid gift cards where the cardholder's identify is not known

Authentication
This includes checks to verify the cardholder's identity, such as PIN, CVV2 and CAVV, as well as 3D

Secure authentication.

Authorisation
Stage where a merchant requests approval for a card payment by sending a request to the card
issuer to check that the card is valid, and that the requested authorisation amount is available on the
card. At this stage the funds are not deducted from the card.

B

Bank Identification Number (BIN)

The Bank Identification Number (BIN) is the first six numbers on a payment card, which identifies
the institution that issues the card. Visa and Mastercard are changing to an eight digit BIN from April
2022.

Biometric Authentication
Biometrics are body measurements and calculations related to human characteristics that are

unique to each person (such as face, eyes, voice and fingerprints). Biometrics authentication is
used as a form of identification and access control. In practice, this mainly happens on a payment
token/DPAN such as a mobile phone, and the cardholder does biometric by the phone checking
their fingerprint, before using the phone to do a contactless transaction with it.
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C

Card Scheme
Card network, such as MasterCard or Visa, responsible for managing transactions over the network and
for arbitration of any disputes.

Cardholder

Consumer or account holder who is provided with a card to enable them to make purchases.

Cardinal Commerce
Cardinal Commerce provide an Access Control Server (ACS) that enables support for the 3D Secure

cardholder authentication scheme. Cardinal is now owned by Visa. See: https://www.-
cardinalcommerce.com

Chip and PIN
Chip and PIN is a verification method used by payment cards which comply with the EMV standard. The
cardholder enters a personal identification number (PIN), typically of 4 to 6 digits in length. This number
must correspond to the information stored on the chip. This improves the security of the card, since only
the cardholder should know the PIN.

E

European Banking Authority (EBA)
The EBA is an independent EU Authority which works to ensure effective and consistent prudential reg-
ulation and supervision across the European banking sector.

External Host Interface (EHI)
The External Host Interface provides a facility to enable exchange of data between GPS and external
systems via our web services. All transaction data processed by GPS is transferred to the External Host
side via EHI in real time. For certain types of transactions, such as Authorisations, the External Host can
participate in payment transaction authorisation.

F

Financial PAN (FPAN)
The PAN of the card (normally 16 digits), which Mastercard/Visa converts when authorisations come
through to them from Acquirers on the DPAN. For more information, see the Tokenisation Service Guide.

Fraud Rate
The fraud rate is the percentages of transactions received by the acquirer which are identified as fraud-
ulent. For example, if 10,000 transactions per day are received, and 10 of these are identified as fraud-
ulent, the fraud rate would be 0.01.

H

Hard Decline
A transaction decline which indicates that the card was declined by the issuing bank or card processor
due to the card not being valid (e.g., lost, stolen or expired). It indicates to the merchant that they should
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not retry the transaction on the card.

Issuer
The card issuer, typically a financial organisation authorised to issue cards. The issuer has a direct

relationship with the relevant Card Scheme.

M

Mail and Telephone Order (MOTO)

Transaction where payment instruction is taken over the telephone or via a mail order. Since the
cardholder is not present, these are classed as "Cardholder Not Present" transactions.

Merchant
The shop or store providing a product or service that the cardholder is purchasing. A merchant must
have a merchant account, provided by their acquirer, in order to trade. Physical stores use a ter-
minal or card reader to request authorisation for transactions. Online sites provide an online shop-
ping basket and use a payment service provider to process their payments.

Merchant Category Code (MCC)
Merchant category codes (MCCs) are four-digit numbers that describe a merchant's primary busi-
ness activities. MCCs are used by credit card issuers to identify the type of business in which a mer-
chant is engaged.

O

One-Leg-Out transactions
Occurs when one of the payment service providers (either the payer or payee) is outside the
European Union (EU). If the Acquirer is from outside the EU and the payer is from the EU, the
Acquirer does not need to comply with PSD2 regulations

Online PIN

With online PIN, the PIN is encrypted and verified online by the card issuer. This is in contrast to off-
line PIN, where the PIN is verified offline by the EMV chip card.

Original Credit Transactions (OCT)

Transaction that can be used to send funds to a card-based account, resulting in a credit of funds to
the cardholder's account.

E

Payment Services Directive 2 (PSD2)

PSD2 is an EU Directive which sets requirements for firms that provide payment services. It intro-
duces a number of requirements around how firms treat their customers and handle their com-
plaints, and the data they must report to the FCA.
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Point of Sale (POS) Terminal

A hardware device for processing card payments at retail stores. The device has embedded software
that is used to read the card’s magnetic strip data.

Primary Account Number (PAN)

The card’s 16-digit permanent account number (PAN) that is typically embossed on a physical card.

Product Setup Form (PSF)

The Product Setup Form is a spreadsheet that provides details of your GPS account setup. The details
are used to configure your GPS account.

Program Manager
A GPS customer who manages a card program. The Program Manager can create branded cards, load

funds and provide other card or banking services to their end customers.

R

Recurring Transaction
Recurring transactions are multiple transactions processed at predetermined intervals, representing an

agreement between a customer and a merchant to take payments over a period of time. Typically, SCA
is performed on the first transaction, while subsquent transactions are treated as cardholder not present
and not subject to SCA.

S

Smart Client

Smart Client is GPS's user interface for managing your account on the GPS Apex system. ltis also
called Smart Processor GPS. Smart Client is installed as a desktop application and requires a VPN con-
nection to GPS systems in order to be able to access your account.

Soft Decline

A Soft Decline is a decline response to the terminal or online merchant, indicating that the transaction
failed due to being non-SCA. The transaction should be re-attempted with SCA. This may include (for
card present transactions) requesting that the terminal authenticates the cardholder using PIN.

Strong Customer Authentication (SCA)

Type of cardholder authentication process where the cardholder is authenticated using a combination of
at least two of the following tests: Possession (something the cardholder has), Knowledge (something
the cardholder knows) and something they are (such as a fingerprint, face recognition or voice recog-
nition).

U

Usage Group

Group that controls where a card can be used. For example: POS or ATM. For more information, see the
Web Services Guide.
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W

Wallet Provider
These are providers such as Apple, Android (Google), Samsung etc. who supply the payment apps
(also known as Mobile Wallet token requestors).
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Document History

This section provides details of what has changed since the previous document release.

Version Reason

22/03/2022 First version
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