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About this document

This guide describes the Thredd Smart Client portal which is part of the Thredd Platform.

Target Audience

This guide is aimed at users such as Payment Card Administrators, Customer Service Specialists, and Card Fraud Risk Managers.

What's Changed?

To find out what's changed since the previous release, see the Document History section.

Related Documents

Refer to the table below for other documents which should be used in conjunction with this guide.

Document

Web Services Guide

Cards AP| Website

External Host Interface
(EHI) Guide

3D Secure Guide (Apata)

Fees Guide

Payments Dispute
Management Guide

Tokenisation Service
Guide

Description

How to use the SOAP Web Services API to integrate your applications to Thredd.

How to use the REST-based Cards API to integrate your applications to Thredd.

How to use the Thredd External Host Interface (EHI), and specifications on how to process and respond to
messages received from EHI.

How to use the Thredd 3D Secure Realtime Data eXchange (RDX) service and how to implement a 3D
Secure project with biometric/In-app authentication.

How to set up and manage card fees for your card products on the Thredd system.

Describes the payments dispute management process and how Thredd supports chargeback management.

About the Mastercard and Visa token services and how Thredd supports tokenisation.

Tip: For the latest technical documentation, see the Documentation Portal.

How to Use this Guide

If you are new to Smart Client and want to understand how you can use it to view and manage your customers’ transactions and card usage,

begin by reading the following topics: Overview of Smart Client, and Getting Started with Smart Client.

© Thredd 2024

Smart Client Guide


https://docs.thredd.com/Web_Services_Guide.htm
https://cardsapidocs.thredd.com/
https://docs.thredd.com/EHI_Guide.htm
https://docs.thredd.com/EHI_Guide.htm
https://docs.thredd.com/3D_Secure_Apata.htm
https://docs.thredd.com/Fees_Guide.htm
https://docs.thredd.com/Chargeback_Guide.htm
https://docs.thredd.com/Chargeback_Guide.htm
https://docs.thredd.com/Tokenisation_Guide.htm
https://docs.thredd.com/Tokenisation_Guide.htm
https://docs.thredd.com/

1 Overview of Smart Client

This topic introduces Smart Client, describes its key features and components, and explains how you can use it to manage your card
programmes.

Smart Client is the user interface for managing your account on the Thredd Platform. Using the Smart Client portal, you can configure and
control your payment programmes in real-time. Smart Client provides a feature-rich dashboard that allows you to view and manage the full
lifecycle of your customers’ transactions and card usage.

Using Smart Client, you can:

Display details about card activity, transaction type, and customer interaction

Drill down into the details of a specific transaction, for example, to view the:
¢ Precise Point-of-Sale where a transaction took place.
¢ Chip settings at the time of transaction
¢ Data stored on the chip of an individual card.
¢ Cardholder verification results

¢ Terminal capability

Allow Customer Service Agents to amend details and take appropriate actions, including:
¢ Restoring blocked PINs and sending in-app notifications direct to customers
¢ Providing customers with a clear explanation of transaction status
¢ Viewing a real-time dashboard on limits and usage

¢ Accessing an instant easy-to-understand breakdown of card usage to share with customers.

Manage the entire chargeback lifecycle, including initiating a request and producing chargeback reports.

Use the Case Filing process for dispute management to raise pre-arbitration or arbitration requests to Mastercard.
¢ View information about MDES- and VDEP-enabled cards

* Retrieve cards that have been archived.

1.1 About the Card Payment Process

To understand what information Smart Client shows and how you can use it to manage your customers’ transactions and how a card can be

used, you need to know about the card payment process. This topic describes the main concepts, components, and processes.

The following diagram shows the key components in the payment flow:
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Figure 1: Parties involved in the payment process.

When a cardholder uses a card to make a purchase, the authorisation request is sent from the merchant terminal to the merchant acquirer, and
then to the relevant card scheme (payment network). The authorisation request is passed to Thredd for authorisation where it is processed

according to the card usage rules determined by the Program Manager (card issuer). The payment process is explained in more detail below.

1.1.1 Cards

Cards can be either physical or virtual. Physical cards are printed by a manufacturer and sent to the cardholder. Virtual cards are linked to a card
image which is displayed to the cardholder. Thredd supports the following types of cards:

¢ Prepaid cards and gift cards — the card is loaded with a prepaid amount available for the cardholder to spend. The card is not permitted to
go into a negative balance, and you can provide a facility to enable cardholders to load additional funds to the card if required.

e Multi-currency (FX) cards — the card is linked to a multi-currency wallet and enables the cardholder to pay in any desired currency.
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¢ Credit cards — on the Thredd platform, there is no distinction between a prepaid and a credit card. If you offer cardholders a credit facility,
you will need to have a separate arrangement with them relating to overdraft charges and loading the card with an available funds limit in
accordance with the overdraft facility. The Thredd card must hold a sufficient balance to enable a card payment.

Thredd provides web services (APIs) to create cards.

1.1.2 Card Usage Groups

Card usage groups are used to control what the cardholder can do with the card, as well as the various card usage fees that are charged to the
cardholder.

1.1.3 Tokens

Tokens enable you to use the Thredd platform without needing to store or supply the full 16-digit card primary account number (PAN). Smart

Client tokenises card numbers so that sensitive information is not shown. Thredd generates two types of tokens:
¢ 9-digit unique random token, linked to the PAN.
¢ 16-digit, formed from the 3-digit identifier, plus the 9-digit token, plus the last 4 digits of the PAN.

Both Mastercard and Visa offer a tokenisation service to card issuers. Mastercard offer the Digital Enablement Service (MDES), and Visa the
Visa Token Service (VTS) which Thredd refers to as the Visa Digital Enablement Program (VDEP). Thredd supports both tokenisation services.

1.1.4 Acquirer

This is the merchant acquirer or bank that offers the merchant a trading account, to enable them to take payments in store or online from

cardholders. For example, Worldpay.

1.1.5 Card Scheme

This is the card network, such as MasterCard or Visa, responsible for managing transactions over the network and for arbitration of any disputes.

1.1.6 Thredd Platform

The Thredd Platform is a robust, scalable issuer processing platform that is certified by Mastercard and Visa. The Thredd Platform supports Chip
and PIN (EMV), magstripe, virtual and contactless card processing across prepaid, debit and credit rails. Smart Client is the user interface for
the Thredd Pplatform.

1.1.7 External Host Interface (EHI)

The External Host Interface (EHI) offers a way to exchange transactional data between the Thredd processing system and the Program
Manager’s externally hosted systems. All transaction data processed by Thredd is transferred to the external host system via EHI in real time.

1.1.8 Card Transactions

The main transactions that take place on a card are:

¢ Authorisations. These transactions occur at the stage where a merchant requests approval for a card payment by sending a request to the
card issuer to check the card is valid, and the requested authorisation amount is available on the card. Funds are not deducted from the
card at this stage.

¢ Presentments. This is the stage in a transaction where the funds authorised on a card are captured (deducted from the cardholder’s
account). Also referred to as the First presentment.
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1.1.9 Program Manager (Issuer)

A Thredd customer who manages a card programme. The Program Manager can create branded cards, load funds, and provide other card or

banking services to their end customers. Each Program Manager is assigned their own unique issuer code on the system.
The card issuer is typically a financial organisation authorised to issue cards. The issuer has a direct relationship with the relevant card scheme

(payment network).

© Thredd 2024 Smart Client Guide



2 Getting Started with Smart Client

This topic provides a high-level overview of the steps to help you get up and running with Smart Client, with pointers to where to find further
information.

Step 1 - Install and launch Smart Client

Smart Client is installed as a desktop application and requires a VPN connection to Thredd systems.
¢ Forinformation about system requirements and installation, see Installing Smart Client.

¢ Forinformation about launching the application, how to navigate the main screens, and about roles and permissions, see Launching
Smart Client.

Step 2 - Search for a card or transaction

Smart Client provides powerful search functions and filters to help you find specific cards and transactions.
e Forinformation about searching for a specific card, see Searching for a Card.

e Forinformation about searching for transactions, see Searching for a Transaction.

Step 3 - View card and transaction details

Smart Client provides detailed information about each card and transaction and the ability to drill down deeper. For example, you can view
information about a card’s status, limits, fees, and spending history, or all the transactions made using the card.

¢ Forinformation about viewing card details, see Viewing Card Details.

e Forinformation about viewing transaction details, see Viewing Transaction Details.

Step 4 - Manage cards

Depending on your role, you can perform various actions on a specific transaction or token, such as removing an authorisation or adjusting a
balance. You can also manage chargebacks and MDES/VDEP-enabled cards.

¢ Forinformation about managing cards, see Managing Cards.
¢ Forinformation about viewing, creating, and managing chargebacks, see Managing Chargebacks.

¢ Forinformation about dealing with MDES/VDEP-enabled cards, see Managing MDES/VDEP cards.
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3 Installing Smart Client

This topic explains how to install the Thredd Smart Client application on a computer, and how to access and download the prerequisites you

need.

Note: Ensure you have a working VPN connection with Thredd in place. For more information, contact your Thredd Implementation Manager.

3.1 System Requirements

To install the Thredd Smart Client application, you require a computer running Windows 7 or later.
Before you download and install Smart Client, you need to install the prerequisite software:

¢ Microsoft .Net Framework 5 (x64)

¢ Microsoft .Net Framework 4.8 (x64)

¢ Microsoft Visual Studio 2019 (version 16.11.31)

To install the prerequisite software, use Microsoft Edge to click on the link below that is relevant to your environment.

Environment Url

PRDO https://psc7rrlo4.globalprocessing.net/smartclient/publish.htm
PRD1 https://awsp1sc7rrio9.globalprocessing.net/SmartClient/publish.htm
PRD2 https://awsp2sc7rrio9.globalprocessing.net/SmartClient/publish.htm

To install the User Acceptance Testing (UAT) version of Smart Client:

1. Follow this link using Microsoft Edge: https://sc-uat.globalprocessing.net/SmartClient/publish.htm

Note: Thredd recommends you use Microsoft Edge.

*hredd

The following prerequisites are required:

« Microsoft .NET Framework 4.6.1 (x86 and x64)
« Microsoft NET Framework 4.6.1 Client Profile (x86 and x64)
« Microsoft Visual Studio 2008 Report Viewer

Download prerequisites

If these components are already installed,
you can launch the application now.

Launch application

400147

ClickxOnce and .MET Framework Resources

Figure 2: Smart Client application installation screen

2. Click Download prerequisites and save the archive to your local drive.
3. Extract the archive and run/open the file ReportViewer.exe (Ensure the file is not blocked by antivirus or any other software.)

4. Once the prerequisites are installed, click Launch and follow the online instructions to access Thredd Smart Client.
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4 Launching Smart Client

This topic explains how to launch the Thredd Smart Client application. Smart Client must be installed, and a working VPN connection with
Thredd in place. Also explained is how to navigate the main Smart Client screens.

4.1 Starting Smart Client

To start Smart Client:

1. Double click the Card Processor desktop icon:

'.,@ Card Processor UAT

Figure 3: The Card Processor desktop icon

2. The Restricted Access System message is displayed. Click OK to continue.

Restricted Access System X

This system is restricted to authorised users. Individuals who
attempt unauthorised access will be prosecuted. If you are
unauthorised, terminate access now.

Click OK to indicate your acceptance of this information.

Figure 4: The Restricted Access System message.

3. Atthe Login screen, enter the username and password you received from Thredd.

< EENT

|Izsemame
Password
Auth Code Thredd SECURE
lgnore until notified
by Thredd
&; Forgotten Password?
Loai
b2 Forgotten Llsemame?
- -

Figure 5: The Login screen

Tip: Leave Auth Code blank.
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4. After entering your login credentials, click Login or press the Return key to display the Smart Client main screen.

=

Card Processor UAT 4.0.0.147 (Release Date: 17082023)

Configure  Card Activity Banking Stock Control Management Reports  Fraud / AML Reports  Program Task Help  Exit

thredd

4 thredd 4 User : Node : THREDD Login On : Tuesday, 12-5ep-2023 13:59:31  Variable bin : Off

Figure 6: The main Smart Client (Card Processor) screen

4.2 About the Smart Client Display

The Smart Client portal provides the following main menus and functions:
e Configure — Use this to change your password.
e Card Activity — View and manage cards and transactions.
e Help — View information about the installed Smart Client version and check for the latest updates
¢ EXxit — Exit the Smart Client application.

Note: what you can see and do in Smart Client depends on your role and permissions. If you cannot see a menu option, this may be because
you do not have the appropriate permissions. For more information, see About roles and permissions.

© Thredd 2024 Smart Client Guide
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4.3 About Roles and Permissions

Different levels of access can be configured on the Smart Client portal, depending on role. For example, some of the users may only be able to

view information about cards and transactions using the portal, while others can view information and make changes.

The table below shows default roles and permissions but note that these may differ to the ones configured in your organisation.

Permissions Customer Customer Manager
Support 1 Support 2
Configure Change my password v v v
Card Activity View Cards v v v
View Transactions View Transaction Details v v v
Change Card Status v v v
Activate a Card v v v
Tracker History v v v
PIN Services v v v
View Multi-Fx Cards v v v
Balance Adjustment v v
Balance Transfer v v
Card Unload v v
Edit Card Details v v
Remove Authorisation v
View Chargebacks v
Extend Expiry v
Create Chargeback v
Not available for all
institutions; subject to Issuer
Approval

If you cannot see a menu option, this may be because you do not have the appropriate permissions. To update roles or permissions, contact
your Smart Client administrator or raise an authorised change request with Thredd.

4.4 Next Steps

¢ Forinformation about how to search for a particular card or token, see Searching for a Card.

e Forinformation about how to find a particular transaction and drill down into the details, see Searching for a Transaction.
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5 Searching for a Card

This topic explains how to find a specific card or token in Smart Client.

Smart Client provides powerful search functions and filters to help you find specific cards and transactions. This is useful if you are trying to

locate a card or transaction using only partial information from a cardholder. For example, the customer may not know their card number, but you
can search based on their first name, last name, and post code.

5.1 Complete a Basic Card Search

To display details about a specific card or token:

1.

Select Card Activity > View Cards to display the View Cards screen.

2. Use the drop-down search options and filters located along the top of this screen to find cards.

#l View Cards -~ 2

_}\ND e E ’ Max_ Rows

OR

IAND ] 100
AVAILABLE BALAMCE
ADDRESS ;s
POSTCODE [5>Clear
CUSTOMER REFEREMCE
Scheme [ Include Unused PAN stock @ Search

| Product
DOB AVAILABLE BALANCE ~ ADDRESS  POSTCODE  FNA.. LNAME DOB CARDHOL..  CARD STATUS
Cardholder First Name
Cardholder Last Name |
Cardpurchaser First Name I
Cardpurchaser Last Name i
CARD STATUS
@ Close
_J

Figure 7: The View Cards screen

5.2 Add multiple parameters to a Card Search

To add multiple parameters to a card search, for example, Cardholder First Name, Cardholder Last Name, and Postcode:

1.
2.

Select Card Activity > View Cards to display the View Cards screen.
Use the drop-down search options and filters located along the top of this screen to build your search criteria.

Click the green down arrow to add each parameter to your search.

¥ |

Click Search to display the results as a list below.
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#l View Cards

Cardholder Last Name ~ | LIKE ~

AND ~

', Max. Rows

I8 Cardholder First Name LIKE Joe
B AND Cardholder Last Name LIKE Bloggs

100

|(9C|ear

[ Include Unused PAN stock [# Search |

AVAILABLE BALANCE ~ ADDRESS

Figure 8: Adding multiple parameters to the search criteria

5. To configure the maximum number of rows displayed, enter a value in Max. Rows. The default is to show 100 rows at a time.

6. To clear all selected filters, click Clear.

© Thredd 2024
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5.3 Searching for a specific token number

To search for a specific token number:

1.

Select Card Activity > View Cards to display the View Cards screen.
Click Token (this is the default)
Click LIKE and choose = (equals sign) from the drop-down menu.

In the search bar, type the token number you want to search for. You must specify a complete token number; you cannot search for a
partial token number.

Click Search. Smart Client displays the card assigned this token number.

#l View Cards < f

Token = v §441002978566079 AND v ES Max. Rows
100
|cyclear

) Include Unused PAN stock

Token CARD NAME AVAILABLE BALANCE ~ ADDRESS  POSTCODE  FNA.. LNAME DOB CARDHOL.. CARD STATUS

6441002978566079  DOE GPS/MRS JANE 482.00 i Jane  Doe GPS 1990-01-01  Jane DoeG... 54 - Expired card

Figure 9: Searching for a token number

5.4 Searching based on a card holder’s name, and address

To search for cards with a cardholder name like 'Jane Doe":

1.

Select Card Activity > View Cards to display the View Cards screen.

2. Click Token and choose Cardholder First Name from the drop-down.
3. Click LIKE and choose LIKE from the drop-down (or to find a specific name, choose = (equals sign) from the drop-down.
4. Inthe search bar, type the name you want to search for — in this example, Jane.
5. Click the green arrow to add this to your search:
E7
6. Repeat this process to add Cardholder Last Name to the search.
7. Click Search. Smart Client displays a list of all cards matching these parameters.
© Thredd 2024 Smart Client Guide
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#I View Cards -~ 8

Cardholder Last Name: ~ | LIKE w AND w | Max_ Rows
B Cardholder First Name LIKE Jane 100
B AND Cardholder Last Name LIKE Doe GPS
|gj;C|ear

[} include Unused PAN stock
Token CARD NAME AVAILABLE BALANCE  ADDRESS POSTCODE  FNA.. LNAME DOB CARDHOL.. CARD STATUS
6441002978566079  DOE GPS/MRS JANE 432.00 1 Jane  Doe GPS 1990-01-01 ... Jane Doe G... 54 - Expired card
6441000714516952  DOE GPS/MRS JANE 600.00 1 Jane  Doe GPS 1990-01-01 ... Jane Doe G... 54 - Expired card
6441002978573414  DOE GPS/MRS JANE 700,00 1 Jane  Doe GPS 1990-01-01 ... Jane Doe G... 54 - Expired card

@ Close
y

Figure 10: Searching based on a cardholder's name, and address

9.5 Viewing additional Card information

To see more information about a card:
1. Select Card Activity > View Cards to display the View Cards screen.

2. Highlight the required card in the list, and right-click to display the following options:

#I View Cards < f

Cardhalder Last Name ~ LIKE w AND ~ ES Max_ Rows

B Cardholder First Name LIKE Jane 100
@ AND Cardholder Last Name LIKE Doe GPS
|<j-‘CIear

[] Include Unused PAN stock A Search

Token CARD NAME AVAILABLE BALANCE ~ ADDRESS POSTCODE  FNA.. LNAME DOB CARDHOL.. CARD STATUS
5441002978566079 | DOE GPS/MRS JANE | 282,00 [ e Jane | DoeGPS | 19900101 ... | Jane Doe G... | 54 - Expired card
£441000714516352  DOE GPS/MRS JANE 600.00 ClEnge Card drie Jane  Doe GPS 1990-01-01 ... Jane Doe G.. 54 - Expired card
£441002978573414  DOE GPS/MRS JANE 700.00 Show results for this card only Jane  Doe GPS 1980-0101 .. Jane Doe G... 54 - Expired card

View Attributes

Send a Script Command

Figure 11: Available options when you select a card in the View Cards screen

3. Choose Change Card Status to display the Status Change screen and view and / or change the card status.
Note: For more information, see Managing Cards.

4. Choose Show results for this card only to display the View Transactions screen and view all transactions associated with this card,
Note: For more information, see Viewing Transaction Details.

5. Choose View Attributes to display the Card Master screen and view more details about the card, such as the card purchaser and holder’s

details,

Note: For more information, see Viewing Card Details.
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6 Searching for a Transaction

This topic explains how to find a specific transaction or list of transactions in Smart Client, and how to search and filter on information.

Smart Client provides powerful and flexible search functions and filters to help you find specific transactions. This is useful when trying to locate
a transaction using only partial information from a card holder, such as the approximate date and time that a transaction took place. These
options allow you to search:

¢ For specific types of transactions, such as declined transactions
¢ For a specific 6-digit BIN
e Based on specific card details, such as token number or card holder’'s name, or on transaction details such as location

¢ Across a range of dates and times

6.1 Finding Transactions

To search for transactions:
1. Select Card Activity > View Transactions to display the View Transactions screen.

2. Use the options displayed along the top of the screen to narrow your search (for example, to display only declined transactions) or select
All to display all transactions. The different search options are shown below and explained in the table:

T

@ Auth Not Cleared @ Declined [ load/Unload [ Chargeback [ Offine [ ] Refund/Fin Rev [ Advices  BIN Al ~ Token v LKE ~ Dae [09022024 -~ |

B Auth Cleared ® Reversed [ | Presentment (] Balance Adjust [ Expiry [ Payment [ Unknown [ All | O To 09-02-2024 D 235359 |||

Figure 12: Available Search options on the View Transactions screen

3. After making your selections, click Search to display transactions matching your criteria.

The following section explains how to use each of these options to find transactions. See the examples for typical scenarios and for hints and
tips to help you take advantage of Smart Client’s powerful search functions.

6.2 Searching for transaction types

You can search for specific types of transactions by selecting the following options:

Transaction type Description

Auth Not Cleared An authorisation that has not cleared (Thredd has not yet received a presentment that can be matched to
the authorisation on the token). If Thredd does not receive a presentment that can be linked to the
authorisation, Thredd reverses the authorisation automatically after the hanging auth filter period has
expired (as specified by the client for the product). For standard authorisations this is typically 7 days. Itis
usually longer (up to 30 days) for merchants using pre-authorisations, including (but not limited to) Car
Hire and Hotels.

Auth Cleared An authorisation which has cleared (Thredd has received a presentment that could be matched to the
authorisation).

Declined A transaction that has been declined. To find the decline reason, scroll right to the notes field of the
transaction to see the reason for the decline. For a list of the most common decline reasons, see
Appendix A: Common Decline Reasons.

Reversed An authorisation that was reversed. To find the reversal reason, right click the reversal and choose More
details > View transaction details. See the Response Status (DE039). There are various reasons for a
reversal, including: Customer Cancellation, Wrong Format, Manual Reversal, Issuer Time-Out. For a full
list of reasons, refer to the Mastercard Customer Interface Specification or Visa Base manual.

Load/Unload Load and unload Web Service (funds paid in, for example, via a load channel such as a retailer e.g.,
PayPoint in the UK, Ireland, or Romania, or unloaded by the Program Manager).

© Thredd 2024 Smart Client Guide 16



Transaction type Description

Presentment A transaction for authorisations that require settlement. First presentment occurs when the merchant
sends a request to take either part, or all the amount previously authorised on the card.

Chargeback Presentments that have gone through the chargeback process. For more information, see Managing
Chargebacks.

Balance Adjust An adjustment to the balance or the blocked amount. This can be a Credit or a Debit.

Offline Offline transactions occur when a presentment is received without a matching authorisation. This can

happen in situations where an authorisation is not possible (for example, a transaction on a plane where
there is no internet connection).

Expiry Transaction Expiry, response 54 ‘Expired Card’ (Process - Debits Unload).
Refund/ Fin Rev Presentment returning funds to the Card Holder/ Financial Reversal - Process (Credits for Refund).
Payment Payment originating from non-card network entity, paying funds into or out of the customer account (for

example, Faster Payments and BACS).

Advices A system generated message about the transaction. This message is for information only (typically from
Visa or Mastercard) and has no effect on the transaction. For example, it may note a slow response time.

Unknown Card not found: Unknown Card. In large volumes this can indicate a BIN attack. For information, see
FAQs

Note: There are 2 other transaction types that display in the View Transactions screen, but cannot be searched for. These are:
- Financial Request (Declined displays red, settled displays green)
- Financial Reversal Advice (Displays in pink)

6.3 Searching for a BIN

You can search for a single BIN at a time. To search for a specific BIN:
1. Select Card Activity > View Transactions to display the View Transactions screen.

2. From the View Transactions screen, use the BIN drop-down box to search for transactions with a specific 6-digit BIN.

# l View Transactions

® Auth Not Cleared 8 Declined [ Load/Unload [ Chargeback [ Offine () Refund/Fin Rev [ Advices BIN [An ~|| Token v LKE - Dae ’-“9"'3‘5‘3"“
@ Auth Cleared ® Reversed [ | Presentment () Balance Adiust [ Expiry [ Payment () Unknown [ Al 55999576 O To 09-02-2024 (225955 %] 4 Search
39999944 | N
93999943
93999909
935999
99999814
995998
999997

Figure 13: BIN drop-down box

6.4 Searching using other details

To search for transactions using other details:
1. Select Card Activity > View Transactions to display the View Transactions screen.
2. From the View Transactions screen, expand the drop-down box labelled Token (the default).

3. Select the required search parameter using other card and transaction details.

Note: You can filter your search further using the drop-down box to the right and specifying a search value. You can search on PANs,
Public tokens (including 9 digit and 16-digit tokens). When you enter a PAN number and select search, Smart Client automatically
converts it to the 16-digit token. Select from the following list:
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kJ)

@ Auth Not Cleared [ Declined [ Load/Unload [ Chargeback (] Offine [ Refund/Fin Rev [ Advices BIN Al v [Token V] UKE - Date (13032023 [ D0000.00:2] & Aeply Se
@ AuthCleared [ Reversed [ Presentment [ Balance Adust () Bxpiy () Payment () Unknown (] Al Joken O To 13032028 - [D23595313] #iSearch

Search by transaction type. For 'Transaction Search using the Card Acceptar
example, Debits for goods and Location Name Location, DE43.
services, or for ATM withdrawals, ]

or for cash disbursements using

Maestro cards.

Find a specific decline reason. For
example, DR: Declined due to Prrcss Search by System Trace Audit

Lost Card (Capture)(Qriginal auth

resp status 41, changed to 05). Number (DET1 STAN).

Search by the unique Thredd
applied Transaction 1D (TXN 1D);
for example, 263548569

Fow Count: 0 Acpt (Not Clear) - 0 Declined - 0 Lload/Unload -0 Chargeback -0  Ofine -0 Expiry -0 Payment -0 Auth Advice - 0
B

Figure 14: Search options available from the drop-down box beneath Token

6.5 Searching based on date and time

Use the date and time filters to search for transactions that occurred on a specific date and time. By default, today’s date is shown.

You can also narrow your search to a specific time or range (for example, if a customer reports that a transaction happened around
lunchtime). The time is in Thredd UK server time, not the country of transaction time.

To search transactions based on the date and time:
1. Select Card Activity > View Transactions to display the View Transactions screen.

2. From the View Transactions screen, select the required date range.

Date |12-09-2023 |0 00:00:00 -]
8 To 12032023 - | 23:59:58

Figure 15: Available Search options for date and time.

3. Click Search to display the relevant transactions.

6.6 Show all transactions for a specific day

To see all transactions that occurred on a specific day:
1. Select Card Activity > View Transactions to display the View Transactions screen.

2. SelectAll.

3. In Date, specify the date (by default, today’s date is shown). To search across a date range, select To and specify the date. The range you

can search across depends on the type of search — it may be one day or up to 180.

Tip: To narrow your search further to a specific time or range, specify the time, for example:

Date [1208-2023 - | 00:00:00 |
8 To 12082023 - | 23:58:58 |

Figure 16: Available Search options for date and time.

6.7 Setting default search options

You can tailor your default search parameters so that your current selections are used in future.

To set your current search parameters as the default:
1. Select Card Activity > View Transactions to display the View Transactions screen.

2. From the View Transactions screen, click the arrow to the right of Search.
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3. Choose Set Ticked as Default.

Date [1209-2023 ~ [ o0.00.00 ]| € Apply Stvle
‘O Te 12092023 (0235553 1| il Search E]
Print
Export
Set Ticked as Default |
Show Advanced Search Options

Clear

Cancel

Figure 17: The menu option for setting the ticked items as default.

6.8 Next Steps

For information about interpreting the results displayed in the View Transactions screen and the colour-coding used, see Viewing Transaction
Details.

After finding the transaction(s) you want to examine, you can explore further details, for example, to discover why a transaction was declined.
For more information about how to drill down deeper into transaction details, see Examining a transaction in detail.
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7/ Viewing Transaction Details

This topic describes how to display a list of transactions using the View Transactions screen, and how to drill down deeper into the transaction
details.

To display the View Transactions screen:
1. From the main Smart Client menu, select Card Activity > View Transactions.

The View Transactions screen appears.

Note: For information about how to search for transactions, see Searching for a Transaction.

7.1 Understanding the Display

The View Transactions screen provides a wealth of information about each transaction and the ability to drill down into the details (described

later). This section explains what information is displayed and the colour-coding used to highlight the different types of transaction.

The results of your search appear in colour-coded rows. The colours are explained in the key at the bottom of the screen. When an option at the

top of the screen is selected, only those types of transactions are displayed, for example, Auth Not Cleared, Declined.

Use the scroll bar at the bottom of the screen to view all the fields.

Tip: You can sort the list (for example, by date or transaction type) by clicking on the column headers and using the up and down arrows to
sort in ascending or descending order.

r
# View Transactions T e ®

® Auth Not Cleared 8 Declined [ | Load/Unload (] Chargeback [ Offine () Refund/Fin Rev ] Advices BIN Al ~ Product v LKE ~ Date 13022024 ~|(J00:00:00}2!| € Apply Style
@ AuthCleared @ Reversed [ Presertment [ Balance Adust () Bpiy [ Payment [ Unknown ([ Al () To 13022024 (0225959 /4]| #h Search v
DATE Location Transaction  Status TCcy TxAmt BilAmt ActBal BlkAmt AviBal FFee RFee FxPdg MCCPdg Process |

20240213 11:13:26.960 asdagroceries  london  dza Authorisation Accepted GBP 200 200 6038  -7.00 5969 000 000 000 0.00 Debits (goods and services) |
20240213 08:06:19.190 asdagroceries  london  ind  Authorisation Accepted GBP 100 400 58255 57.98 42457 000 000 000 0.00 Debits (goods and services)
2024-02-13 08:06:11.747 asda groceries london jpn  Authorisation Accepted GBP 1.00 -1.00 582.55 -156.98 425.57 0.00 0.00 0.00 0.00 Debits (goods and services)
20240213 08:06:04.293 asdagroceries  london  fin  Authorisation Accepted GBP 100 400 58255 15598 42657 000 000 000 0.00 Debits (goods and services)
2024-02-13 08:05:55.957 asda groceries london in Authorisation Accepted GBP 1.00 -1.00 625.74 -190.45 435.29 0.00 0.00 0.00 0.00 Debits (goods and services)
20240213 08:06:48.250 asdagroceries  london fk  Authorisation Accepted GBP 100 400 62574  -189.45 43629 000 000 000 0.00 Debits (goods and services)
20240213 08:05:40.457 asdagroceries  london jp  Authorisation Accepted GBP 100 400 62574 18845 43729 000 000 000 0.00 Debits (goods and services)
2024-02-13 07:46:27.310 amazon visa merchant london .. Authorisation Accepted GBP 1.00 1.00 625.74 -187.45 438.29 0.00 0.00 0.00 0.00 Credits (for refund)

2024-02-13 07:36:57.270 asda groceries london gbr  Authorisation Accepted GBP 0.00 0.00 582.55 -154.98 427.57 0.00 0.00 0.00 0.00 Credits (for refund)

20240213 07:35:49.430 asdagroceries  london  ind  Authorisation Accepted GBP 1.00 100 58255 16498  427.57 000 000 000 000 Credits (for refund)

20240213 07:35:42.807 asdagroceries  london  ind  Authorisation Accepted GBP 0.00 000 58255 15498 42757 000 000  0.00 000 Credits (for refund)

20240213 07:34:11.797 asdagroceries  london in  Authorisation Accepted GBP 1.00 100 62674 18745 43829 000 000 000 0.00 Credits (for refund)
202402-1307:32:48.190 asdagroceries  london in  Authorisation Accepted GBP 1.00 100 62674 48745 43329 000 000  0.00 0.00 Credits (for refund)

2024-02-13 07:32:17.090 asda groceries london fin Authorisation Accepted GBP 1.00 1.00 582.55 -154.98 427.57 0.00 0.00 0.00 0.00 Credits (for refund)

Row Count: 106 Acpt (Not Clear) - 66 [==T=EFY] Load/Unload -0 [Chameback =0/ |Ofine -0 Expiry -0 Payment -0 Advices - 0
AsptiCleas—H Presentment - 0 Bal Adjust - 0 |Refund/Fin Rev =00 Fees-0 =~ ] Advices {Cloar)—0 € Close |

Figure 18: The View Transactions screen

The following information is shown for each transaction:

Note: the information displayed depends on the type of transaction, for example, more information is shown about authorisations than about

presentments.

Column Description

Token Unique Thredd 9-digit token assigned to this card.

Scheme The scheme name configured by Thredd Implementations during set up.

Product Specific card network’s product.

Date Date and time the transaction occurred. The time relates to Thredd time, for example, GMT.
Location Location provided by the merchant.
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Column

Transaction

Description

Type of transaction, such as authorisation, balance adjustment, presentment, and auth reversal.

Status Transaction status, such as Settled.

T Ccy Transaction currency.

Tx Amt Transaction amount (in the transaction currency).

Bill Amt Bill amount (in the currency of the card).

Act Bal Actual balance after the transaction.

Blk Amt Blocked amount (pending payments) after the transaction.

Avl Bal Available balance after the transaction.

F Fee Fixed fees levied against the transaction.

R Fee Rate-based fee. Fees levied against the transaction based on a percentage charge.

Fx Pdg Financial padding (to allow for currency fluctuations)

MCC Pdg Financial padding applied to transactions in specific MCCs (typically used for hotels and rental cars where cardholders
might be charged a little more than authorised for).

Process Transaction processing code, for example, recurring fees, balance inquiry.

Orig Stan 6-digit system trace audit number (STAN) used to link the authorisation and the presentment.

Customer ref

Notes

An alphanumeric identifier unique to the cardholder which is different to the Thredd token. This is defined in the client's
web service calls.

Information about the transaction, such as why a decline has happened.

Tip: The Notes field is a useful source of information about a transaction, particularly for declines, as it can point
you to what has happened. For example, in the case of a decline, an incorrect PIN or the transaction exceeding
the maximum permitted limit. Scroll right on the View Transactions screen to display it.

7.2 Examining a Transaction in Detail

This section explains how to drill down deeper into the details of a specific transaction.
To display more details about a particular transaction:
1. Highlight the transaction in the View Transactions screen, then right-click.

2. Select More Details from the drop-down menu.
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i.J View Transactions Tee

@ Auth Not Cleared @ Declined [ | Load/Unload [ ] Chargeback () Offine () Refund/Fin Rev (] Advices BIN Al - Product v UKE ~ Dae (09022024 - [(000:00:00 21| @ Aoply Style
: @i Seach v

© Auth Cleared ® Reversed || Presentment () Balance Adjust ("] Expiry [_J Payment () Unknown (] All O To 0902-2024 - (0235959

Transaction  Status TCcy TxAmt BillAmt ActBal BlkAmt AviBal FFee RFee FxPdg MCC Pdg Process Orig Stan  Customer Ref Note
Authorisation Accepted GBP 0.00 000 63055 6298  567.57 000 000  0.00 0.00 Balance inquiry service 526133 Pso2 Counter... |
Authorisation Accepted GBP 0.00 0.00 Show All results for the Card 0.00 Balance inquiry service 105665 PSD2 Counter ...
Auth Reversal 1.00 | More details » View Transaction Details

s - - Actions v Show Limits

Copy to Clipboard View Attributes
Copy Whole Row to Clipboard Status History
Refresh Card Details, inc Fees

Show Fees Settings

Cancel

Auth on A as ¥
Auth on A 0.00 0.0 s (g 4

Auth Reversal | Accepted 5 0.00 )

Auth on

Row Count: 200 Acpt (Not Clear) - 155 Declined - 19 Load/Unload - 0 Chargeback -0  Ofine -0 Expiry -0  Payment - 0 Advices - 0 8 "
Close
Acpt-{Cleas-0 Presentment - 0 Bal Adjust - 0 Refund/Fin Rev -0 Fees- 0 Payment Declined - 0 Advices {Clear) -0

Figure 19: Further options available in the View Transactions screen

Tip: Use the Copy to Clipboard and Copy Whole Row to Clipboard options to copy information about the transaction. This is useful,
for example, to copy a token number across screens.

3. Choose View Transaction Details to display the Transaction Details screen. The Transaction Details screen shows detailed information

about the transaction, including the transaction date, status, card acceptor name location, transaction amount and fees. The example

below shows details for an authorisation:

# I Transaction Details - Authonsation

Transaction Details  Additional details

Message Type : 0100 - Authorization Request Transaction 1D : 6160438630
Taken Transaction Amount (DEQD4) 0.00- GBP
Date Expiry (YYMM) 250 Settlement Amount (DEDOS)
POS Entry Mode (DED22) 021 - PAN auto-entry via integrated circuit card {ICC) - Te Biling Amount (DEDDE) 0.00- GBP
BN Ref (DEDG3) 009MCC 164238 > Mmounts, Transaction Fee (PDS0146) >
Transaction Date 2024-02-09 12:01:10.133 Merchant Category Code (MCC) 6011 - Automated Cash Disburse
Advice Reason Code = Retrival Reference Number (DE037) 402457673308
Response Status (DE039) 00 - Al Good > Aequirer Reference Data (DE031) >
STAN (DED11) 405466 Acquirer 1D in ARN (DE31)
Processing Code Balance inquiry service - 300000 BEOEL 555555
POS Data (DEDET) 02600000000000008265W1 AN > FID (DE033)
Authorisation Code 4
Additional Amounts (DEQ54) > Network MasterCard
Card Acceptor ldentification Code (DEQD42) DED53 -
BANK ABC 000001
Script Received Mo Script
Card Acceptor Name Location (DE043)
OXFORD STREET LONDON GER
Additional Response Data (DEQ44) =
Request Time 2024-02-09 12:01:09.977 Response Time 2024-02-05 12:01:10.267
Til Time 12:01:08 ICC Data (DE055 - 0100) Differenceiin milissconds) 290
D01100000011100100110101 10000071 0000000100001 10000000000010010101000001 >
AVS Street AVS Postcode > Additional Data (DE048)
>
Card Acceptor Terminal Identification (DEQ41)
TERMATM1 Thredd POS
Fees Detail Note
Auth Amount ;| 0.00
Total o| 0.00
Responze Source
Available Amount | 567.57 === Approve!

Response Reason

= Show Card Details € Close

Figure 20: Transaction Details screen

Note: The details shown depend on the type of transaction, for example, fields relating to presentments, such as Settlement Amount
(DEO0O05), are blank for authorisations. The available options are explained in more details in the following section.

About the Transaction Details screen

The following section explains the main transaction information shown:
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Tip: DE0O00—DE999 refers to the Data Element number (for example, DE004 = Transaction Amount). For a full list of Data Elements and

their definitions, see the Mastercard Customer Interface Specification or Visa Base manual.

Click the arrow available next to some fields to display more information, for example, POS data (DE061).

Field

Message Type

Token

Date Expiry

POS entry mode
(DE022)

Transaction Date

Advice Reason Code

Visa Response Code
(DE63)

Response status
(DE039)

STAN (DEO11)

Processing code

POS data (DE061)

Additional Amounts
(DE054)

Card Acceptor
Identification Code
(DE042)

Card Acceptor Name
Location (DE043)

Additional Response
Data (DE044)

Till Time

Card Acceptor

Terminal Identification

(DE041)

© Thredd 2024

Description

The type of transaction, such as an authorisation or presentment.

The unique token number associated with the transaction.

The expiry date provided at the time of the transaction (useful to check in case the cardholder has entered an
incorrect expiry date).

How the transaction was created, for example, contactless at a machine, ecommerce, online, ATM. ICC
indicates the card was physically inserted into a machine and the PIN entered.

The date of the transaction. Format YYYY-MM-DD HH:MM:SS:MS.

Mastercard Authorisation Advice Reason Code. Explains why Mastercard Stand-In processing (STIP) occurred

or why an advice was created.

Note: This field will only be present for transactions received by Thredd from Mastercard.

Visa’'s Response Data, exactly as provided from Visa to Thredd.

Note: This field will only be present for transactions received by Thredd from Visa.

The status sent back to the merchant, for example, 05 - do not honour. Click the arrow next to this field to see
more information.

System Trace Audit Number. This links the authorisation and presentment (note this number is not unique).

Indicates the type of transaction, for example, a debit.

Useful information about the machine on which the transaction took place. Click the arrow next to this field to
see more information, for example, if the card is in card capture status.

Contains additional amount information for the transaction, if relevant. For example, for purchase with

cashback transactions, the additional amounts field will be present with the cashback amount.

Code relating to the specific Point of Sale (POS) terminal.

Merchant’s details.

Visa’s Additional Response Data, exactly as provided from Visa to Thredd. This will only be present for
transactions received by Thredd from Visa Base1, if DE44 was present.

It provides information on Visa’s validation checks of data in the message. This will only be set for Visa online

authorisation transactions.

Time provided by the merchant (can be incorrect but matches what is on the receipt).

Uniquely identifies the terminal which accepted the card. Always present if the card data was read by a
terminal.
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Field

Response Source

Response Reason

Transaction ID

Transaction Amount
(DEO004)

Settlement Amount
(DEOO05)

Billing Amount
(DE006)

Amounts, Transaction

Fee (PDS0146)

Merchant Category
Code (MCC)

Retrieval Reference
Number (DE037)

Acquirer Reference
Data (DE031)

Acquirer ID in ARN
(DE31)

Acquirer ID

FID (DE033)

Authorisation Code

Network

DEO053

Request Time

Response Time

© Thredd 2024

Description

Indicates which system sent the 0110 or 0210 response to the terminal. Normally present only for some
Authorisation advices and Authorisation reversals.

Indicates the reason why the Response Source sent a response to the terminal. Normally present only for
some Authorisation advices and Authorisation reversals.

Identifier for tracing a specific transaction and narrowing a search. This a unique identifier generated by Thredd
to help identify and search for transaction in the Thredd platform.

Transaction amount and currency.

Settlement amount and currency.

Amount applied to the account in the currency of the card.

The fee charged (for example, by the acquirer) for transaction activity in the transaction currency code. This
field is only applicable to presentments.

Code that describes a merchant's primary business activities.

A unique reference to the transaction assigned by the acquirer. All messages related to the same transaction
(reversals, presentments, chargebacks) should have the same RRN; however, this may not be enforced.

Acquirer Reference Number/Data. ISO 8583 field 31.

The acquirer reference number exists for clearing messages only (Financial advices/notifications, and
Chargeback advices/notifications (and reversals of)).

Acquirer ID found in the Acquirer Reference Number (ARN).

Acquiring Bank ID as assigned by the network. Note that the format differs depending on whether this is an
Authorisation or a Financial type message.

For Authorisation messages:
e 2 digits length of Acquirer ID (01 to 09)
e Acquirer ID

For Financial messages:

e 6 digit Acquirer ID (possibly with leading zeros)

Identifies the acquiring institution forwarding a Request or Advice message.

Authorisation code generated by Thredd for approved and declined authorisation requests.

The network that processed the transaction.

The Security-Related Control Information provides specific information about PIN block encoding and PIN data
encryption in processing PINs entered at the point of interaction.

The time when Thredd receives this authorisation, in the local time zone of the Thredd servers.

The time when Thredd sends the response (the difference between the request and response times is shown

Smart Client Guide

24



Field

ICC Data (DE055 -
0100)

Difference (in
milliseconds)

Additional data
(DE048)

DE034

Fees Detail Note

Description

below in milliseconds), in the local time zone of the Thredd servers. Note that the response time in milliseconds
is the time for the entire transaction to complete across all parties.

Data from the card’s chip. Click the arrow next to this field to see more information, for example, you can check
whether the online and offline PINs were verified when making a transaction.

The difference, in milliseconds, between the request time and the response time of the transaction.

Information about 3D Secure (payer authentication) for online transactions. Click the arrow next to this field to
see more information. For more information, see Viewing 3D Secure details.

The Primary Account Number (PAN), Extended, identifies a customer account or relationship. This is only used
when the PAN begins with a 59 BIN.

Shows any fees applied to this transaction.

7.2.1 Viewing all transactions for the card

To display a list of all the transactions for the specified token:

1. Highlight the transaction in the View Transactions screen, then right-click and choose Show All results for the Card.

,
T ————

© Auth Not Cleared @ Declined [ ] Load/Unload  [_] Chargeback () Offine () Refund/Fin Rev (] Advices BIN Al + Product v/ UKE | Date (03022024 - [OJo00.00:00}2]]
@ Auth Cleared @ Reversed [ | Presentment [ Balance Adjust (] Expiry () Payment [ Unknown (] Al GPS O To 09022024  |(023:59:59

2| @ Search v

e ] S P A

GPS PROD... 2024-02-09 12:03:13.693 oxford street gbr A
GPS PROD... 2024-02-09 12:01:10.133 oxford street london abr Authorisation Accepted GBP 0.00 0.00

5031031710678898

8 Mastercard CTS

5031031710678898 Mastercard CTS
5031031710678898 Mastercard CTS
Mastercard CTS

FFee RFee Fx

Transaction Status

. Show All results for the Card :

More details
Actions

TCcy TxAmt BilAmt ActBal BlkAmt AvlBal

Copy to Clipboard
Copy Whole Row to Clipboard
Refresh

-mml

-62.98 567.57  0.00
-62.98 567.57  0.00  0.00
567.57  0.00

. 2024-02-09 11:57:04.397 oxford street Authorisation

Row Count: 200

Acpt (Not Clear) - 152 Load/UnLoad - 0 Chargeback -0  Offine -0 Expiry -0  Payment - 0 Advices - 0 QCI
ose
Presentment - 0 Bal Adjust - 0 Refund/Fin Rev -0 Fees -0 'Payment Declined - 0 Advices {Clear)~0

Figure 21: Show All results for the Card menu option

Tip: You can also double-click on a transaction to display all the results.

2. Review all the activity for the specified card in the View Transaction screen.
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View Transaction - 8481147269026461 - GPS VIRTUAL SCHEME TEST

(] Auth Not Clearsd (] Declined [[] Load/Unload [ Chargeback () offine (] Refund/Fin Rev (] Advices BIN Al Token = Date
(] Auth Cleared [ Reversed  [| Presentment [C] Balance Adjust  [_] Expiry [ Payment [ Unknown @ All 8481147269026461 To (09-02-2024 14:11:46
Showing top 10,000 i Please use the View ion screen with a data range ified to show pi
DATE | Location | Transaction | Status TCocy TxAmt | BillAmt ActBal = BlkAmt AviBal | FFee RFee Fx P

A

#4 Search v

70 | oxford sireet london gbr Authorisation Declined GBP 100.00 -100.00 1010.00 -185.95 824.05 0.00 0.
5 9,647 | oxford street__london __gbr___| Authorisation _[Decined | G8P | __10000] _t00.00] 1010.00] 18595 82¢05] 000] 000 0
GPS VIRTUAL SC... GPSVIRTU... 2024-02-09 08:32:22.780 oxford street london agbr Authorisation Accepted GBP 100.00 -100.00 1010.00 -185.95 824.05 0.00 0.00 0.
8481147269026461 GPS VIRTUAL SC... GPSVIRTU... 2024-02-09 08:32:10.800 oxford street london agbr Authorisation Accepted GBP 50.00 -50.00 1010.00 -§5.95 924.05 0.00 0.00 0.
B8481147269026461 GPS VIRTUAL SC... GPSVIRTU... 2024-02-09 08:32:04.467 oxford street london abr Authorisation Accepted GBP 10.00 -10.00 1010.00 -35.95 974.05 0.00 0.00 0.
B8481147269026461 GPS VIRTUAL SC... GPSVIRTU... 2024-02-09 08:31:47.753 oxford street london abr Authorisation Accepted GBP 0.00 0.00 1010.00 -25.95 984.05 0.00 0.00 0.
B8481147269026461 GPS VIRTUAL SC... GPS VIRTU... 2024-02-09 05:23:26.730 asda groceries london gbr  Authorisation Acoepled uso 10.00 -7.50 1010.00 -25.95 984.05 0.00 0.00 0.
GPS VIRTUAL SC... GPSVIRTU.. 2024-02-09 05:23:00.273 asda qrneerles london gb Authorisation EUR 10.00 1010.00 -18.45 991.55 0.00 0.00 0.
G431147269026461 ] GPS VIRTUAL SCH._ 2024.02.09 05:3300 553 m—mm
B8481147269026461 GPS VIRTUAL SC... GPS VIRTU... 2024-02-09 05:22:52.760 load Settled GBP 1000.00 1000.00 1010.00 -10.00 1000.00 0.00 0.00
5431147269026461 ] GPS VIRTUAL SCH._ 2024.02.09 05:21:28.087 m—mmmmm
GPS VIRTUAL 5C... GPSVIRTU... 2024-02-09 05:21:06.917 asda groceries london gbr  Authorisation Accepted GBP 10.00 -10.00 10.00 -10.00 0.00 0.00 0.00 0.
B481147269026461 GPS VIRTUAL SC... GPS VIRTU... 2023-12-29 11:06:27.307 load Load Settled GBP 10.00 10.00 10.00 0.00 10.00 0.00 0.00 0.

Row Count: 13 Acpt (Not Clear) - 7 Load/UnlLoad - 2 Chargeback -0  Offne -0 Expiry -0  Payment - 0 Advices - 0 6
Close
Srelie |Presentment -0 Bal Adjust - 0 |Refund/Fin Rev -0 Fees -0 |Payment Declined - 0 Advicos {Cloar) 0

Figure 22: View all activity for the selected card

7.2.2 Viewing 3D Secure details

3D Secure is a set of online protocols created by the different card networks to improve the level of security in card-not-present (CNP)
transactions. Branded with different names, including 3D Secure, Mastercard ID Check, Verified by Visa, and 3DS, 3D Secure provides
additional protection when making ecommerce transactions. By default, authentication is biometric (‘in client app’ authentication), with fallback
authentication set to 'OTPSMS', where a one-time passcode (OTP) is sent to the cardholder via SMS. For more information, see the 3D Secure

Guide RDX and Biometric or In-App Authentication Guide.

Viewing Mastercard 3D Secure transactions

To see information about a Mastercard 3D Secure transaction:
1. Inthe View Transactions screen, right click the transaction and select More Details > View Transaction Details.

2. Inthe Transaction Details screen, inspect the Additional Data (DE048) field (bottom right).

Request Time 2023-05-01 0%5:25:50.083 Response Time 2023-05-01 05:25:51.447
ICC Data (DE0S5 - 0100) Difference(in miliseconds) 1384
>
Additional Data (DEQ48)
015T420701032108203 -]
Thredd POS
Fees Detail Naote
Auth Amount ;| 14.00
Total ;| 14.00
Available Amount ;| 14.00 === Approve!

' Show Card Details €9 Close

J

Figure 23: Additional Data (DE048) field on the Transaction Details screen

3. Click the arrow EI to expand the information displayed. For example:

© Thredd 2024 Smart Client Guide

26



o T

Incoming DEQ438
019T420701032105203

Decode
Decoded Values in the DE048
Total Length : 015
TCC : T (Phone, Mail, or Electronic Commerce Order)

|_ _ PD542 - Electronic Commerce Indicators : 0103210

|_ _[Electronic Commerce Security Lewvel Indicator : 212
|_ _ Channel : 2

|_ _ Cardholder certificate not used : 1
|_ _ UCAF data collection is supported by the merchant, and UCAF data must be present (DE 43, subelement

43) - 2
| | FDS543 - Uniwversal Cardholder ARuthentication Field : jDjy8/EIraS=CEBAVEjPpBOkRRZA=

|_ _ EDS32 - CWC 2 : %%

Decode g Clear 6 Close
J

Figure 24: Decoded values in the DE048 field on the Transaction Details screen

Note:
- PDS42 contains Electronic Commerce Indicators (ECI) results.

- For non-3D Secure transactions such as eCommerce merchants who are not enrolled or have disabled the checks, these display as
‘UCAF data collection is not supported by the Merchant’.

- PDS43 contains the Accountholder Authentication Value (AAV). The results are provided by the 3D Secure Provider to the
Merchant/Acquirer and are submitted within the Authorisation request.

Tip: External Host Interface (EHI) data also provides 3D Secure Authentication results containing AAV data, for example:
<cavv>jDjy8/KIra5GCBAVEjPpBOkAAAA=</cavv>. For more information, see the External Host Interface (EHI) Guide.

Viewing Visa 3D Secure transactions

To see information about a Visa 3D Secure transaction:
1. Inthe View Transactions screen, right click the transaction and select More Details > View Transaction Details.

2. Inthe Transaction Details screen, inspect the Additional Response Data (DE044) field (left side of the screen).

Addiional Response Data (DED44) [0F U 2 134

Figure 25: Additional Response Data (DE044) field on the Transaction Details screen

3. Click the arrow EI to expand the information displayed. For example:

Transaction Detail *

o Field 44.11 - COWVV2 results code - U (Issuer does not
participate in CWV2 service Or participates but hasnot
provided Visa with encryption keys, or both)

[Field 44.15 - CAVV result Code - 2 |

Figure 26: Transaction Detail message displayed when the Additional Response Data (DE044) field is expanded.

Note: Field 44.15 — Thredd Received Cardholder Authentication Verification Value (CAVV)
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Tip: EHI data also provides 3D Secure Authentication results containing AAV data, for example:
<cavv>AAABBBQ5KVcglogDBDkpEFQKZyo==</cavv>. For more information, see the External Host Interface (EHI) Guide.
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8 Viewing Card Details

This topic explains how to view more information about cards and how to drill down into the details.

8.1 Display the Card Master

You can access card details either through the View Cards screen or the Transaction Details screen.
1. Display the Card Master using:
a. Either Card Activity > View Cards > View Attributes

b. Or Card Activity > View Transactions > More details > View Transaction Details >Show Card Details > Show Card Attributes

8.2 View Card Details using the Card Information

1. Select Card Activity > View Cards. Search for a card (for information, see: Searching for a Card).

2. From the View Cards screen, highlight the card in the list, right-click and choose View Attributes to display the Card Master screen.

#l Card Master Ll .

Cards Fees  Payment Tokens
FileName QA-TestProduct
Token X Date Charged Up Actual Balance 1129.50
Card Purchaser Card Holder Fle Generated On  2023-02-24 15.0113.183
First Name Joe First Name: Joe
Status 00 - All Good
LastName Bloggs LastName Bloggs
Centre Name
Address1 Office 13, Teffords Yard Address1 Office 13, Teffords Yard
Address2 £-8 The Highway. Wapping Address2 6-8 The Highway, Wapping E;rd Acceptor
Address3 Address3 Card Disallow
List
PostCode E1W 2B5 PostCode E1W 28BS
Group Web CRUNCH Standard WS Fee GBP =
Courtry United Kingdom Courtry United Kingdom i
Card FX Gi
City London L =
Mobile Mao: Calendar Group
EmaillD joe bloggs @google com Card Linkage EPY MonPerso LSD CL >
Date Of Birth 1550:01-01
i - Group Usage Crunich Optimal Physical Card Usage >
{ Byte 5 - Byte 1)
Expiry Date 2028-02-29 12:00:00 Adv Permizsion 00000000 00000000 00000000 DOC - Group MCC Crunch MCC Group =
Scheme QA-Test Product MC Product QA Test Product MC AUTHIMPRY Group Limi Crunch Optimal Generic Velocity GBP S
Currency GEP Customer Ref
Group Auth
Passcode ™ 123456 Activation Date  2023-02-23 14:42:04.550
Thredd Bxpiry 2026-01-17 14:42:03 417 IsLiveDate 2023-02-23 11:40:19.773 Limited Network
Primary lﬂ’ Fetch 3D Secure Credentials Rec Fee Crunch Optimal Standard Rec Fee GBP >
g Close
J

Figure 27: The Card Master screen

8.3 View the Card Details from a Transaction

To view card details:
1. Select Card Activity > View Transactions . Search for a transaction (for information, see Searching for a Transaction):
2. Highlight the transaction, right-click and choose More details > View Transaction Details.

3. Click the Show Card Details button (bottom of screen). The Card General Details screen shows information about the card associated

with this transaction.
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# l Card General Details

Basic Card Information
Token Cumrent Actual Balance 1129.50
Title Mr Cumrent Blocked Amourt  -23.00
First Mame Joe Avilable Balance 1106.50
Last Name Bloggs Cumency GBP
Address Details
Address 1 Cffice 13, Telfords Yard Date of Birth 1550-010
Adress 2 6-8 The Highway, Wapping Load Date 230272023 14:42:04
City London Scheme QA-Test Product MC
Country 826 Date Charged Up 23/02/2023 14:42:04
Post Code ETW 2B5 Created On 23/02/2023 14:42:04
Card Holder Tel:
Cther Card Details
lsLive lsLive Date 23/02/2023 11:40:19
Thredd Expiry 1740172026 14:42:03 Activation Date 237022023 14:42:04
Loaded By 14 day Cool Off Expiry Date 29/02/2028 00:00:00
Adv . Pass
[ 00000000 00000000 00000000 BO000000 00100001 o 123456
{ Byte 5 — Byte 1)
Card Status - 00 - All Good 4 show Card Attributes €3 Close
- J

Figure 28: The Card General Details screen

4. Click the Show Card Attributes button (bottom of screen) to display the Card Master screen with details about the cardholder and card
purchaser for the selected token.

#l Card Master - 8

Cards Fees  Payment Tokens
FileName QA-TestProduct
L >> Date Charged Up
Rniey Fle Generated On ~ 2023-02-24 15:01:13.183
First Name Joe First Name Joe
Status 00 - All Good
LastMName Blogas LastName Blogas
Centre Name
Addressi Office 13, Teffords Yard Address1 Office 13, Teffords Yard
Address2 £-8 The Highway, Wapping Address2 6-8 The Highway, Wapping E’:{d Acceptor
Address3 Address3 Card Disallow
List
PostCode E1W 2BS PostCode E1W 28BS ,
Group Web CRUNCH Standard WS Fee GEP =
Country United Kingdom Courtry United Kingdom e
Card FX Gi >
City London = L
Mobile No: Calendar Group
EmaillD joe.bloggs @google.com Card Linkage EPY NonPerso USD CL >
Date Of Birth 1950:01-01 ~
= Group Usage Crunch Optimal Physical Card Usage >
( Byte 5 -> Byte 1)
Expiry Date 2028-02-25 12:00:00 Adv Permizsion 00000000 00000000 00000000 DOC = Group MCC Crunch MCC Group >
Scheme QA-Test Product MC Product QA Test Product MC AUTHIMPRV T Crunch Optimal Generic Velocty GBP >
Currency GEP Customer Ref
Group Auth
Passcode * 123456 Activation Date  2023-02-23 14:42:04.550
Thredd Bxpiry 20260117 14:42:03.417 lsLiveDate 2023-02-23 11:40:19.773 Limied etuwork
Primary I'ﬂ‘ Fetch 3D Secure Credentials Rec Fee Crunch Optimal Standard Rec Fee GBP >
@ Close
J
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Figure 29: The Card Master screen

Tip: You can also display the Card Master screen by right clicking on a transaction and choosing More Details > View Attributes.

5. Click Close when you have finished reviewing the Card Details on the Card Master screen.

8.4 About the Card Details

The following table explains the main card information and useful fields in the Card Master screen:

Field Description

Card Purchaser Name and address of card purchaser. This may differ to the cardholder if the card was purchased by a company
but is used by an employee.

Note: If an alternative address has been submitted via Thredd Web Services — for example, by including ‘dIv’
(Delivery Address) values such as the TAG <d1lvaddr1> for Ws_CreateCard Web Service — this information
appears here. For more details, see the Web Services Guide.

Card Holder Name and address of the person in possession of the card. The cardholder address reflects the Address
Verification Service (AVS) checks that are performed.

Note: Records can be amended using Thredd Web Services (Ws_Update_Cardholder_Details). For more
details, see the Web Services Guide.

Actual Balance Current card balance.

File Generated On Date the token was created.

Status Card status code and description, for example, 00 - All Good. For more information, see Appendix B: Card Status
Codes.

Activation Date Date the card was activated (if blank, the card is not activated yet)

Thredd Expiry Card expiry date held on the Thredd platform

Note: The fields in the right-hand pane relate to the rules governing card acceptance. These are known as Usage Rules which you can set to
control card acceptance. For example, you can prevent a card from being used on gambling sites by disallowing specific Merchant Category
Codes (MCC). For information about the usage rules and card acceptance methods, see Appendix C: Usage Groups.

Viewing 3D Secure Enrolment Details

To view the 3D Secure Enrolment Details:
1. Display the Card Master.

2. Inthe Card Master screen, click the Fetch 3DS Credentials button (bottom middle of screen) to display the 3the 3DS Credentials
screen. This screen contains a list of the 3D Secure authentication methods that the card is enrolled in (e.g., OTP SMS, KBA or
biometric).
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.} l 3DS Credenhals

3DS Credentials for the token

3DS Version RDX

Authentication Type Credential Value
Mat Entrolled

QTP EMAIL Mat Entrolled

BIOMETRIC test AUTHIMPRY

QUT OF BAND Mot Entrolled

KBA Mat Entrolled

@ Close
L _

Figure 30: The 3D Credentials screen

Note: For more information on 3D Secure, see the 3D Secure Guide.

8.5 Viewing the Card Limits Graph

You can get an 'at a glance' view of the daily and cumulative limits in place for a card or an account, as per the product configuration, using the
Limit Graph. This graph also shows the frequency of the card’s use, cumulative cash withdrawal, load, payments in, payments out, and POS
(Point of Sale) spend amounts for the specified period. For more information about the limits set on a card, see Viewing card limits.

Tip: The Limit Graph is useful to understand when spend limits are being reached or how much is still available to use.

To view the Limit Graph screen:

1. From the View Transactions screen, highlight a transaction in the list, right-click and choose More details.

#l View Transactions THE K

@ Auth Not Cleared @ Declined [ ] Load/Unload (] Chargeback [ ] Offine [ ] Refund/finRev [ Advices  BIN Al ~ Product v LUKE v Date [13022024 - [D)000
8 Auth Cleared ® Reversed [_| Presentment () Balance Adjust ] Expiry () Payment () Unknown (] Al GPS [0 To 13-02-2024 ‘[:I
Token Scheme Product DATE | Location . Transaction  Status TCcy TxAmt BillAmt ActBal BlkAmt AviBal FFee RFee Fx
5031031701980116 Mastercard CTS  GPS PROD.. 2024-02-13 11:13:26.960 asdagroceries  london  dza Authorisation Accepted GBP 2.00 200 603.96 700 59696 000  0.00
2124.0243 039 190 | asda grocerics lonaon _ p - c255| 13130 azest| o0 a0l |
5031031710678898 Mastercard CTS ~ GPS PROD... 2024-02-13 08:06:11.747 asdagroceries  london 28 renfis furjthe Canl : SAS103171667 o 00
5031031710678898 Mastercard CTS ~ GPS PROD... 2024-02-13 08:06:04.293 asda groceries london | More details 4 View Transaction Details 00
5031051877116456  Visa CTS GPS PROD... 2024-02-13 08:05:55.957 asda groceries london Actions > Show Limits oo
5031051877116456  Visa CTS GPS PROD... 2024-02-13 08:05:48.250 asda groceries london - -
Copy to Clipboard View Attributes
5031051877116456  Visa CTS GPS PROD... 2024-02-13 08:05:40.457 asda groceries london i 00
5031051877116456  Visa CTS GPS PROD... 2024-02-13 07:46:27.310 amazon visa merchant lond Copy Whole Row to Clipboard Szius Hetory 00
5031051877416456 isaCTS GRS PROD 202402 1307:44-40430 amazonviss-merchant—londen-| Refresh Card Details, inc Fees 00
5031031710678898 Mastercard CTS ~ GPS PROD... 2024-02-13 07:36:57.270 asda groceries london Cancel Show Fees Settings 00
5031031710678898 Mastercard CTS ~ GPS PROD... 2024-02-1307:35:49.430 asda groceries  london = 00
5031031710678898 Mastercard CTS ~ GPS PROD... 2024-02-1307:35:42.807 asdagroceries  london  ind  Authorisation Accepted GBP 0.00 000 58255 -15498  427.57 000  0.00
5031051877116456  Visa CTS GPS PROD... 2024-02-13 07:34:11.797 asda groceries london in  Authorisation Accepted GBP 1.00 1.00 62674 -187.45 43929 0.00 0.0
5031051877116456  Visa CTS GPS PROD... 2024-02-13 07:32:48.190 asda groceries london in  Authorisation Aeoemcd GBP 1.00 1.00 62674 -187.45 43929 0.00 0.0
5031031710678898 Mastercard CTS  GPS PROD... 2024-02-13 07:32:17.090 asda groceries Authorisation -154.98
S 05107 VTS |oFS P 0240213 065213257 lns proaresandngn L aumorason-__[oeenea | Cor | 1001 000l sral a5l 1925|000l om| |
Row Count: 106 Acpt (Not Clear) - 66 Declined - 27 Load/Unload - 0 Chargeback -0  Offine -0 Expiry -0  Payment - 0 Advices -0 9 ;
Close
Aeatllea—tl Presentment - 0. Bal Adust - 0 |Refund/Fin Rev -0 Fees-0 'Payment Declined - 0 Advices{Cloar)—0
3

Figure 31: The Show Limits menu option

2. Choose Show Limits to display the Limit Graph.

The following example shows the data by day, every 31 days, and 365 days. The cumulative time periods are configurable.
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)

Cash
Load
Pay_in
Pay_out

Pos

Daily Limits for 13 Sep 2023 fortoken :

Cumulative Limits 11ill 13 Sep 2023 for token :
0.00 of 500.00

Cash (4 d
B (4 days)
0.00 of 0.01

Load (1d
Dot EE]
0.00 of 0.00

P d
G0 ay_in (0 days)
0.00 of 0.00 Pay out (0 days)

0of 0

480.00 of 5000.00 Pos (4 days)

Tof 20

0.00 of 2000.00
Oof 12

0.00 of 0.01
Dof 1

0.00 of 0.00
Oof O

0.00 of 0.00
Oof O

780.12 of 20000.00
3of 80

Cumulative Limits 2till 13 Sep 2023 fortoken

Cash (0 days)

Load (1 days)

Pay_in (0 days)

Pay_out (0 days)

Pos (365 days)

0.00 of 0.00
0of 0

0.00 of 0.01
Dof 1

0.00 of 0.00
Oof 0

0.00 of 0.00
Oof 0

780.12 of 1300000.00
3of 9599

Figure 32: The Card Limits Graph

The limits are based on the Group Limit settings in the Card Master screen. See Display the Card Master for instructions on how to

navigate to the Card Master screen.

From the Card Master screen, click the arrow next to Group Limit in the Card Master screen to see the limits configured. For example:

< T

The following limits are denominated in the

Group Limit billing curmency of the card to which they apply.
To omit a limit enter 0.
- ‘ Max Per Min Per Daily Daily Ac A A Ac A Acc
FEE=E Tran Tran Limit Frequency  Limit!  Frequencyl Period1 Limit2  Frequency2 Period2
CASH 500.00 000 50000 300 200000 12.00 400 0.00 0.00 0.00
2 LOAD  |Load SRC 0.01 0.00 0.01 1.00 0.01 1.00 100 0.01 1.00 1.00
3 PAY_IN 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
4 PAY OUT 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
5 POS 5000.00 000 500000 2000| 20000.00 80.00 400/ 1800000 |  9899.00 365.00

Show History

6 Close

Figure 33: The Group Limit Settings screen showing an example of typical limits

8.6 Viewing Card Status History

Using the Card Status History screen, you can see a history of the activities completed on the card, such as balance adjustments and loads.

To view a card’s status history:

1. From the View Transactions screen, highlight a transaction in the list, right-click and choose More details.

2. Choose Status History. The Card Status History screen appears.

© Thredd 2024

Smart Client Guide

33



# l Card Status History -~ "

Card details
Token Purchaser f Name Joe
Card Load 120.00 GBP Purchaser = Name Bloggs

Purchase Time - Date 14:54:54 — 23/02/2023 Purchaser Address Office 13, Telfords Yard, London
Purchase Location

Scheme QA-Test Product VISA

Purchaser Postcode E1W 2BS

Status History

Card Status History | Card Spending History | Show Limits |

Date | Transaction

Description

Note

2023-09-06 21:00:00.837 Authorisation
2023-08-31 21:00:02 240 Authorisation
2023-08-05 21:00:04.513  Authorisation
2023-08-05 21:00:04.217  Authorisation
2023-08-05 21:00:04.137  Authorization
2023-08-05 21:00:04.077 Authorization
2023-08-05 21:00:03.970  Authorisation
2023-07-31 21:00:01.243 Authorisation
2023-07-30 21:00:07.850 Authorisation
2023-07-30 21:00:01.763 Authorisation
2023-07-30 21:00:01.580 Authorisation
2023-07-27 21:00:01.580 Authorisation
2023-07-27 21:00:01.533  Authorisation
2023-07-27 21:00:01 470 Authorisation
2023-07-24 21:00:01.023  Authorisation
2023-07-20 21:00:01.330 Authorisation
2023-07-14 21:00:02 577  Authorisation

Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorization Removed
Authorization Removed
Authorization Removed
Authorization Removed
Authorization Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed
Authorisation Removed

AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOWVAL BillAmt - 1.00 ...
AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 ...

5 Export gcluse )

Figure 34: The Card Status History screen

There are three tabs: Card Status History, Card Spending History and Show Limits.

By default, the Card Status History tab appears, showing a history of card activity.

Tip: The Notes field displays useful information about activity - you can adjust the column widths to see it. You can also sort the list (for
example in date order) by clicking on the column headers and using the up and down arrows to sort in ascending or descending order.

The other tabs are described below.

8.6.1 Viewing spending history

To view the spending history of a card:

1. View the Card Status History screen. See Viewing Card Status History for instructions.

2. From the Card Status History screen, click the Card Spending History tab. A history of spending activity appears.
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.} l Card Status History Lol -

Card details
Token Purchaser f Name Joe
Card Load 120.00 GBP Purchaser s Mame Bloggs
Purchase Time - Date 14:54:54 — 23/02/2023 Purchaser Address Office 13, Telfords Yard, London

Purchase Location
Scheme QA-Test Product VISA

Card Status History ~ Card Spending History | Show Limits |

Purchaser Postcode E1W 2BS

Spending history for Card Token 100109274 7341097

Date ' BillAmt  RetailerName RetailerPostcode Type

2023-09-04 14:23.09.687 1.00 Offsite ATM GB Cardhelder present
2023-09-04 14:23:01.817 1.00 Passenger Railway - SCAEx VG Cardholder present
2023-09-04 14:22:53.427 1.00 Passenger Railway - SCAEx VG Cardholder present
2023-09-04 14:13:18.617 1.00 Offsite ATM GB Cardhelder present
2023-09-04 14:13:11.387 1.00 Passenager Railway - SCAEx VG Cardholder present
2023-09-04 14:12.57.420 1.00 Passenager Railway - SCAEx VG Cardholder present
2023-09-04 14:01:11.593 1.00 Offsite ATV GB Cardholder present
2023-09-04 14:01:02.303 1.00 Passenger Railway - SCAEx VG Cardholder present
2023-09-04 14:00:52.347 1.00 Passenger Railway - SCAEx WG Cardholder present
2023-09-04 13:57.25 487 1.00 Offsite ATM GB Cardhelder present
2023-09-04 13:56:56.390 1.00 Passenger Railway - SCAEx VG Cardholder present
2023-09-04 13:56:35.607 1.00 Passenger Railway - SCAEx VG Cardholder present
2023-09-01 10:54:28 307 1.00 Offsite ATM GB Cardholder present
2023-09-01 10:54:21.207 1.00 Passenaer Railway - SCAEx VG Cardheolder present
2023-09-07 10:53:38.330 1.00 Passenager Railway - SCAEx VG Cardholder present
2023-09-01 10:47.08.440 1.00 Offsite ATM GB Cardhelder present
2023-09-07 10:46:53.293 1.00 Passenger Railway - SCAEx VG Cardholder present

. Export.  €) Close )

Figure 35: The Card Spending History tab on the Card Status History screen

8.6.2 Viewing card limits

You can view the limits that are applied to a card, such as limits on cash withdrawals, the number of times a cardholder can use an ATM or load

their card.
To view card limits:
1. View the Card Status History screen. See Viewing Card Status History for instructions.

2. From the Card Status History screen, click the Show Limits tab. Daily and accumulated limits for the card are shown together with the
transactions and amounts contributing to these limits.
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# l Card Status History - "

Card details
Token Purchaser f Name Joe
Card Load 120.00 GBP Purchaser s Name Bloggs
Purchase Time - Date 14:54:54 — 2370272023 Purchaser Address Office 13, Telfords Yard. London
Purchase Locati
e Purchaser Postcode  E1W 2BS
Scheme QA-Test Product VISA
Card Status History | Card Spending History ~— Show Limits
Daily Limits for the Token - 1001092747341097 on 01 Sep 2023
CASH 1 day Limit 4000 GBP
OFfsfed TH GE 07 Sep 2023 -1 GEBP
Offafed T GE 07 Sep 2023 -1 GBF
OffafedTH GE 07 Sep 2023 -1 GEBF
Total 3 of 5 -3
POS 1 day Limit 8500 GBP
FPassenger Raiway - SCAEr 7 07 Sep 2123 -1 GEP
Accumulated limits for the Token : 1001092747341097 up to 01 Sep 2023
Activit A lated Limit A :
CASH 7 days Limit 8500 GBP
Offafed TH GE 07 Sep 2023 -1 GBFP
Offafed TH GE 07 Sep 2023 -1 GBF
OffafedTH GE 07 Sep 2023 -1 GEBF
Total 3 of 20 -3
POS 7 days Limit 25000 GBP
FPassenger Raiway - SCALx iz 07 Sep 2023 -1 GEP
FPassenger Raiway - SCALx L O7 Sep 2023 -1 GEP
3. Export. € close

i

Figure 36: The Show Limits tab on the Card Status History screen
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8.7 Viewing Card Fees and Fee Settings

You can see the fees associated with a card, which were configured during product set up. For example, you can see the domestic and non-
domestic fees that apply when the card is used at home and abroad. For more information on the setting up of fees, see the Thredd Fees Guide.

To view card fees and settings:
1. From the View Transactions screen, highlight a transaction in the list, right-click and choose More details.

2. Choose Card Details inc Fees to display the Card Master screen with two additional tabs.

Note: For more information about the details shown in the Card Master screen, see: Viewing Card Details.

3. Click the Fees tab to view the fees associated with the card.

#l Card Master Ll ¢

Cards Fees  Payment Tokens

Product LocalFee  Currency | Partial Allowed | FXFee%  FXFeefixed | Description IsVisa
QA Test VISA- Physical _ [l usD O 200 % 0.00 Debits (goods and services) [

QA Test VISA- Physical ... 2.49 O 200 % 249 Debits for ATM withdrawals. or for___ ]

Figure 37: The Fees tab on the Card Master screen

Note:
e Fees can only be altered using a Change Request. You cannot update fees using Smart Client. Contact your Thredd Account

Manager for more information.
¢ Local (domestic) fees, fixed fees, and fees based on a percentage are shown.

o Partial Allowed indicates whether a partial fee is permitted or not. For example, if the fee is £1 but the customer has only fifty
pence in their account, only a partial fee of 0.50 can be claimed.

8.8 Viewing Payment Tokens

You can see information about payment tokens, such as when a token was set up with MDES/VDEP, and the form factor which is the type of

device used for the wallet (for example, a mobile phone). For more information, see Managing MDES and VDEP cards.
To view payment tokens:
1. From the View Transactions screen, highlight a transaction in the list, right-click and choose More details.

2. Choose Card Details inc Fees to display the Card Master screen with two additional tabs.

3. Click the Payment Tokens tab. The results appear in colour-coded rows. The colours are explained in the key at the bottom of the screen.

#l Card Master Ll -4

Cards Fees Payment Tokens

Thredd Internal Form Factor Virtual PAN Tokenised 7 Tokenisation Date Expiry Date Thredd status External Status Devices
Mobile phone 33 6-08-3 00 - All Good Deleted

Mabile phone - 3 3 ] 00 - All Good

Mobie phone ~57 7183817 530 [0 MGood  [Awe |

Figure 38: The Payment Tokens tab on the Card Master screen
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4. Double click the required Payment Token to open the Payment Token screen.

#l Payment Token Ll 4

LINKED CARD PERSONALISATION/DIGITISATION PAYMENT TOKEN
Property Value Property Value Property Value
Linked Token Wallet Account Score |3 Creator token ref
Wallet Device Score |2 Thredd token ref 8028
Wallet risk table Token Expiry 2026-08-31
DEVICE INFO (at time of Personalisation/Digitisation Request)
Thredd decision Approve with Authentication Token PAN *EEXGEI1
Pro Value
perty Thredd decision at 20232-07-05 09:50:59.962 Token Type Secure Element PAN
Final decision Approve with Authentication ‘Wallet Provider Apple
D
Final decision by Issuer Auth System (primary site) No. times replaced 0
IP address . .
Terms & Conditions Old Expiry Date
Device Language
PAN Source Key Entry TOKEN STATUS
Location 32.160000 , 34.820000
ACTIVATION INFO Pro value
Type Mobile phone perty |
End of phone number |8231 Property Value L]
Tokenisation Date 2023-07-05 09:51:27.677
Firstname
Activation Expires 2023-07-05 09:21:00.000 GMT/UTC Status(in Thredd) 00 - All Good v
Lastname
\Wallet account hash Activation Method 5MS to mobile External Status Deleted
Activation Status Unknown Ext. Status set by Cardholder
Ext. status changed

B Update Status 0 Close

Figure 39: The Payment Token screen

Note: For more information, see Managing MDES/VDEP cards.

8.9 Viewing Fees Configuration

You can see information about the fees that apply to a card, including recurring fees, and authorisation fees, using the Fees Configuration
screen.

To view fees configuration:

1. From the View Transactions screen, highlight a transaction in the list, right-click and choose More details.

2. Choose Show Fees Settings. The Fees Configuration screen appears.

#I Fees Configuration ~ ®

Fees Configuration for the card 6 Close
Auth Fee (Group) Auth Fee (Group) History
" Dom Fee Non Non Dom  Dom
Proc L Dom Partial Non Dom  Decline Fx Fx
Group Code Description CCY Fee | All i Rate (in  Dom Rate {in Min MinFee Fee Fixed | Ra
%) Fee %) Fee
Expensa 2 25% F___
Expensza 2 25 F... 01 Debitz for ATM withdrawals, orf.._ 30.00 O 0.00 30.00 0.00 0.00 0.00 0.00 0.00 20
Reccurring Fee (Group) Reccuring Fee (Group) History
Recurring Fee Start Fee End . . Repeat
Fee Group Code Fee Date Date Fee Amt ‘ Partial Allowed Freguency Freq Period ‘ Repeat Period ‘
Webservice Fee {Group) Webservice Fee (Group) History
" Dom Fee  Non MNon Dom Dom Non
Group g:’]'; Description F“m'"'“ P“! .m , Rate(n  Dom Rate (in Min Dom SMS Fee
%) Fee %) Fee MinFee

Expensa Default 99 069 Monthly Service Fee 30.00 (] 0.0000 % 0.00 0.0000 % 0.00 0.00 0.00
Webservice Fee (Product) Webservice Fee (Product) History
L D Partial Dom Fee Non Non Dom Dom
Product Description Rate (in  Dom Rate (in Min Non Dom MinFee
Fee  Allowed
) Fee %) Fee

Figure 40: The Fees Configuration screen

Tip: Use the scroll bars to see more information on the right-hand side, such as the Note field.

The Fee Groups displayed in the Fees Configuration screen are:
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¢ Auth Fee (Group) — Displays fees configured on the card which are applied during the authorisation stage based on the processing code.
¢ Recurring Fee (Group) — Displays any rule-based fees which apply to the card such as a dormancy fee due to card inactivity.

¢ Webservice Fee (Group and Product) — Displays any fees triggered by Web Services.

8.10 Next Steps

For information about managing cards and transactions, such adjusting a balance, or activating a card, see Managing Cards. For more
information on fee setup, see the Thredd Fees Guide.
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9 Managing Cards

This topic explains how to perform various actions on specific transactions or tokens, such as removing an authorisation, adjusting a balance, or

changing the status of a card.

You use the Actions menu to manage transactions or tokens.

9.1 Viewing Card Actions

To display the Actions menu:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions. The options shown depend on the type of transaction, so the actions available on
authorisations will differ from those for presentments. For example:

# l View Transactions

@ Auth Not Cleared B Declined || Load/Unload [ Chargeback ] Offine  [) Refund/Fin Rev | | Advicas BIN All ~  Token ~  LIKE 00:00:00
B Auth Cleared ® Reversed [_| Presentment [T Balance Adjust [ Expiry [ Payment [ Unknown [ Al

A | i

# Search ~

| Status | TCoy TxAmt BilAmt ActBal | BlkAmt AviBal FFee RFee FxPdg MCCPdg |

shop with chippos _ cly  gbr i Show ARTESUlts farithe Card 0
shop with chip pos  city gbr A i Mare details L 4.0

Actions 2 |

Remove Autherization

B Y G ot} Tracker Balance Adjustment Ctrl+B

: p pos city gbr
2023-09-13 14:58:35.350 shop with chip pos i Copy to Clipboard s Debits (goods and services)

2023-09-13 14:68:22.197 shop with chip pos i Copy Whole Row to Clipboard Card UnLoad Debits (goods and services)
2023-09-13 14:56:32.577 shop with chip pos i Refresh Change Card Status Ctrl+S Debits (goods and services)
Activate Card (1
Extend Expiry Ctrl+E

2023-09-13 14:19:06.737 shop with chip pos  city cZe Authorisation Accepted CZK 9.00 -9.00 4000.00 - bits (goods and services)
Edit Card Details

Cancel

2023-09-13 14:17:55.110 shop with chip pos  city cze Authorisation Accepted CZK 9.00 -9.00 4000.00 ebits (goods and services)
2023-09-13 13:51:23.520 shop with chip pos gb Authorisation Accepted BGN 100.00 5588 499743 -1 PIN and CVC2 services ebits (goods and services) 570
2023-09-13 13:39:00.613 shop with chip pos gb Authorisation Accepted CHF 120.00 -120.00 4997.43 -1 Resend to EHI ebits (goods and services) 570
2023-09-13 13:29:46.747 shop with chip pos  city gbr  Authorisation Accepted EUR 230 230 109.56  -10956 rou rou rou ebits (goods and services) 02€
Row Count: 41 Acpt (Not Clear) - 19 Declined - 14 Load/UnLoad - 0 Chargeback -0  Ofne - 0 Expiry -0  Payment - 0 Advices - 0 Q I
Close
AcptClead 6 |Presentment -0 Bal Adiust - 0 |Refund/Fin Rev -0/ Fees -0 'Payment Declined - 0 Advices (ear) -0

Figure 41: Options available on an authorisation

Note: If you cannot see a menu option, this may be because you do not have the appropriate permissions. For more information, see
About Roles and Permissions.

9.2 Removing an Authorisation

You can remove an authorisation on a selected transaction. Removing an authorisation releases the blocked amount related to the authorisation

(the auth amount), making it available for the cardholder to spend again.

Note: Removing an authorisation does not prevent the associated presentment from posting on the account. Because of this, use caution as
the presentment can bring the account into a negative balance if insufficient funds remain to cover it. If a presentment is received for this
authorisation, then another authorisation is created to match the presentment. This authorisation is marked as ‘offline’ as there is no matching
un-cleared authorisation.
To remove an authorisation:
1. Highlight a transaction in the View Transactions screen, then right click.
Select Actions to display the available actions, then select Remove Authorisation.

2
3. Add a note, including the JIRA reference, for the audit trail so colleagues can see why an authorisation was removed.
4

Click Remove Now.
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# l Reason - Remove Authorisation

Mote |

Remove Now

Figure 42: Remove Authorisation screen

9.3 Adjusting a Balance

You can add or remove funds from a cardholder’s balance manually

Tip: You can also use the Thredd Web Services APIs to do this (Ws_BalanceAdjustment). For more information, see the Web Services
Guide.

To adjust a balance:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Balance Adjustment. The Balance Adjustment screen appears.

#l Balance Adjustment Ll

Actual Balance 435743 Blocked Amount -478.50
Available Balance 4513.53 Adjustmert Amourt |
Adjustment Type A Mote
Credit/Debit Debit ~
Cumency CHF
M Finish €3 Close

Figure 43: Balance Adjustment screen

3. From the Credit/Debit drop-down box, select Debit or Credit.

4. In Adjustment Type, select the reason for the balance adjustment.

#l Balance Adjustment - s

Actual Balance 453743 Blocked Amount -478.50

Available Balance 4518.53 Adjustment Amount

Adjustment Type e Mote

Post Expiry Reload
Credit/Debit Goodwil Credit

Credit Cther

Debit Combining cards
Cumency Debit Misc Fee

Debit General

Debit Card Replacement Fee
Card Balance Comection o R

Fee Adjustment Comection ‘-ﬁ Finish g Close

- Blocked Amount Comrection _J
Balance Comection

Figure 44: Balance Adjustment screen showing adjustment types

5. In Adjustment Amount, enter the amount the cardholder needs to be credited or debited.
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#l Balance Adjustment ~ s

Actual Balance 455743 Blocked Amount -478.50
Available Balance 451853 Adjustment Amount
Adjustment Type v MNaote
Credit/Debit Debit ~
Cumency CHF
E‘} Finish 6 Close

Figure 45: Balance Adjustment screen showing adjustment amount

Note: Ensure this amount is correct as it will cause issues with the balance if input incorrectly.

6. Inthe Note field, add the reason for the adjustment, including the Jira reference. This is required for audit purposes.

7. Click Finish.

9.4 Performing a Balance Transfer

You can transfer part of a balance or the whole balance from one card to another. For example, you may need to transfer a balance if a card is

reported stolen. You can also apply any associated fees using the Card Load Fee options.

To perform a balance transfer:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Balance Transfer. The Balance Transfer screen appears showing the actual
and available balance on the card, and any blocked amount.

# l Balance Transfer Lol 4

Actual Balance 4997.43 Blocked Amount -478.50
Available Balance 451853 CHF Transfer Bal to Card ==
Transfer Amount 4518.53 Cumency (Transfer to Card)

Customer Name

Mote

Card Load Fee
Payment Method Cash ~ Cashier Michelle Wright
Load Type POS standard ~ Fee Amount

[=d save 6 Close

Figure 46: Balance Transfer screen

Enter the amount you want to transfer in Transfer Amount.
In Transfer Bal to Card, click the arrow and specify the token you want to transfer the balance to.

If the type of transfer falls under a fee group applied to that token, the Card Load Fee shows the fee applied to the balance transfer.

S T

Click Save.
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9.5 Performing a Card Unload

You can unload a specified amount from an account using Card Unload. For example, you may need to do this if you are closing an account.

To perform a card unload:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Card Unload. The Card Unload screen appears.

-:.l Card Unload ~ o

Actual Balance 4557.43 Blocked Amount -473.50
Available Balance 4518.53 Unload Amount

Cumency CHF

Mote

E" Finish 9 Close

Figure 47: Card Unload screen

3. In Unload Amount, specify the amount you want to unload from the card. You cannot unload more than the available balance.
4. Add a note for audit purposes (optional but recommended).

5. Click Finish.

9.6 Changing the Status of a Card

You can change the status of a card using Change Card Status. For example, you may need to do this if a card is reported as lost or stolen.

Each card status has a different effect on how the card can be used. For a full list of card statuses, see Appendix B: Card Status Codes.

Tip: You can also use the Thredd Web Service APlIs to do this (Ws_StatusChange). For more information, see the Web Services Guide.
To change the status of a card:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Change Card Status. The Status Change screen appears.

3. From the Change Card Status To drop-down box, select a card status.

# l Status Change - s

Token
Current Status 00 - Al Good
Name PERSOMALISEDS
Date Charged Up 02/06/2023 14:10:51
Awailable Balance 4518.53
Change Card Status To 00 - Al Good bl
Description All Good
Action
MNote

E Update @ Close

v

Figure 48: Status Change screen
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Note: If you attempt to apply an incorrect or unsupported card status, the Action field displays the reason and the status that Smart

Client will apply.

4. Add a note for audit purposes.

5. Click Update to apply the status change.

Note:

Most statuses are reversible (except for 83 - Card Destroyed, and 43 - stolen)
All statuses other than 00 will prevent the card from being used over the Mastercard or VISA network
Do not use 01 - Refer to Card Issuer or 54 - Expired Card; these are for Thredd use only

Changing the status to 99 (card voided) or 98 (refund to customer) automatically generates a card balance adjustment down to

0.00. A negative balance must be manually adjusted to 0.00.

Where MDES or VDEP is in place and a cardholder is using, for example Apple Pay, G Pay, Fitbit Pay, Sony Pay, Mont Blanc
Pay or similar, the DPAN Token (Device PAN token) can have a different status to the FPAN (Funding Primary Account Number
—the PAN on the physical card).

9.7 Activating a Card

You can activate a card using the Activate Card option. Once a card has been activated it cannot be deactivated using this option.

Note: When converting a virtual card to physical, you can use this option to activate the physical card.

To activate a card:

1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Activate Card.

# l Reason - IsActive

Mote

ﬂ Save

Figure 49: Activate Card screen

3. In Note, provide a reason for the activation.

4. Click Save.

9.8 Extending the Expiry Date

You can extend the period that a card is valid for using the Extend Expiry option. For example, you may want to do this to extend the expiry date

on a gift card.

Note: This updates the expiry date held on the Thredd platform. Use caution because this may cause a mismatch between this date and the

expiry date embossed on the card.

To extend the expiry date:

1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Extend Expiry.
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.}l Extend Expiry Lol .

Extend Expiny
Token |

Cument Thredd Expiry  23-02-2024

New Thredd Expiry | 13-09-2023 B~ |

Mote

(=) save g Close

Figure 50: Extend Expiry screen

3. In New Thredd Expiry, click the arrow and specify the new expiry date.
4. In Note, provide a reason for the extension.

5. Click Save.

9.9 Editing Card Details

You can edit the cardholder details and change the rules governing card acceptance methods using the Edit Card Details option. For example,

you can prevent a card from being used on gambling sites by disallowing a specific Merchant Category Code (MCC).
To edit card details:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Edit Card Details. The Card Master screen appears.

#l Card Master -~ "

Cards  Fees  Payment Tokens

FileName QA-TestProduct
Ik =2 Date Charged Up 23-02-2023 ~ | Actual Balance 130.00
e e o Hldey Fle Generated O 2023-02-24 15:01:13.183
First Name Joe First Name Joe
Status 00 - All Good
LastMame Bloggs LastMame Bloggs
Centre Name
Address1 Office 13, Teffords Yard Address1 Office 13, Telfords Yard
Address2 6-8 The Highway, Wapping Address2 &-8 The Highway, Wapping Eiztrd Acceptor i
Address3 Address3 Card Dizallow 2
List
PostCode E1W 2BS PostCode E1W 28BS
Group Web R
Country United Kingdom v| Country United Kingdom B
Card FX G i
City London Sk
Mobile No: Calendar Group ~
EmaillD joe bloggs@gooagle.com Card Linkage v
Date Of Birth 1950-01-01
Group Usage Default Physical VISA ~ >
{ Byte 5 -> Byte 1)
Expiry Date 2028-02-2% 12:00:00 Adv Permission 00000000 00000000 00000000 OOC = Group MCC Default MCC Group v >
A WVISA ! WISA- Physical Al =
Scheme QA-Test Product VIS Product QA Test VISA- Physical AUTHIMPR i IXAMulti Load / Multi Spend - Physical V ~ >
Cumrency GBP Customer Ref
Group Auth Default Fees - USD v >
Passcode * 123456 Activation Date ~ 2023-02-23 14:54:54 310
Thredd Expiry  2024-02-23 14:54:53 570 IsLiveDate 2023-02-23 11:25:45.923 SR EES =
Primary Y Fetch 3D Secure Credentials RrErEE > g

ﬂ Save @ Delete ¢*Clear ecluse

Figure 51: Editable Card Master screen

Note: For more information about the information on this screen, see Viewing Card Details.
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Tip: Click the arrow adjacent to some fields to display more information, for example, Group Limit.

3. After making your changes, click Save.

Tip: For information about configuring fees, and payment tokens using the Fees and Payment Tokens tabs, see Viewing card fees,
and fee settings and Viewing payment tokens.

9.10 Unblocking a PIN

You can unblock a PIN and send the PIN via an SMS message to a cardholder using the PIN and CVC2 Services option.
The PIN stored on the card’s chip is called the offline PIN. The PIN stored on the Thredd system is the online PIN.
To unblock a PIN:

1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select PIN and CVC2 Services.

.:. l PIN and CVC2 services - "

Token

Card Status :  All Good
Online PIN tries remaining - 3 Offline PIN tries remaining - 3

CVC2 tries remaining - unlimited

Reset all & Send PIN Unblock €3 Close

Figure 52: PIN and CVC2 services screen

The following information is shown:
e Card Status —the card's status. For a full list of card statuses, see Appendix B: Card Status Codes.

¢ Online PIN tries remaining — the number of online PIN attempts left. The limit is three consecutive incorrect attempts. Online PIN checks
are counted when the PIN is checked against the PIN stored in the Thredd system, not the PIN of the chip.

e Offline PIN tries remaining — the number of offline PIN attempts left as received from the card on the last online transaction. The actual
value is held inside the chip and could be different to the last one sent to Thredd. The limit is three consecutive incorrect attempts. Offline
PIN checks are made between the POS terminal and the chip (chips store the PIN, eliminating the need to do an online PIN verification).

¢ CVC2 tries remaining — the number of Card Validation Code (CVC) attempts left.
Note: If the offline PIN is blocked, the card will decline at the POS terminal. In this circumstance, the decline may not show in Smart Client

(this can happen because the chip informs the POS terminal that the PIN limit has been exceeded). The Thredd system is updated only when

the card is used at an online EMV-capable terminal.

9.10.1 Sending a PIN Unblock

You can send the PIN via SMS to a cardholder using SMS Pin To Card Holder. This automatically generates a script that gets queued. As soon
as the card is used at an online EMV terminal, the script is sent to the card where it unblocks the PIN counter on the chip. During this procedure,

the card will decline the first transaction.

Tip: If multiple transactions decline due to an incorrect PIN, repeat the procedure to send another PIN unblock script and ask the
cardholder to use another POS (preferably an ATM). To check whether a card was used at an EMV-capable terminal, refer to the POS Data
(DEO061) field. See Examining a Transaction in Detail.
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9.10.2 Resetting all and sending a PIN unblock

The offline PIN and online PIN can become out-of-sync in the event a cardholder changes their PIN at an offline terminal then uses their card at
an online terminal that does not recognise the change.

To unblock the online PIN and reset all online and offline PIN and CVC2 tries back to zero (if these are not set to unlimited)
1. Highlight a transaction in the View Transactions screen, then right click.
2. Select Actions to display the available actions, then select PIN and CVC2 Services

3. Click Reset all and send PIN unblock.

9.11 Resending a Transaction to EHI

Note: This feature is available on request. For information, contact your Thredd Account Manager.

You can resend a transaction (an EHI Message) to your External Host Interface (EHI) using the Resend to EHI option. This immediately resends
the selected transaction (for example, an Authorisation or Presentment) to the EHI. For example, if an EHI timeout occurred for a minute due to
downtime, you may need to resend a transaction that happened during that time to EHI. For more information, see the External Host Interface
(EHI) Guide.

To resend a transaction to EHI:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Actions to display the available actions, then select Resend to EHI.

Resend EHI X

There should be a jira to do this. &re you sure to resend this
transaction?

Figure 53: Resend to EHI message.

3. Click OK to proceed. The transaction’s EHI message is resent to your host.

9.12 Viewing Card History

You can view a history of all the actions applied to a card using the Tracker option. This shows actions including:
e Date of activation
e Group changes
¢ Card status changes

¢ Other actions taken against the card, with details about the user who performed the action.

To view card history:
1. Highlight a transaction in the View Transactions screen, then right click.

2. Select Tracker to display the Tracker History screen.
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#l Tracker History Ll -4

Tracker History for the Token

Date |
2023-09-06 21-00-00

2023-09-06 21:00:00

AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 Location -
HK

Offsite ATM

AUTOMATIC AUTHORISATION REMOVAL BillAmt - 1.00 Location -
Offsite ATM HK

Authorisation Removed

Offsite ATM HK

2023-09-04 14:22:57

Reverse Authorisation for Auth on 2023-09-04 14:22-53 427
Transaction voided by customer

Passenger Railway - SCAEx

2023-09-04 14:22:53

Auth Reversed on 2023-09-04 14:22:57.347

Passenger Railway - SCAEx

2023-09-04 14:13:06

Reverse Authorisation for Auth on 2023-09-04 14:12:57 420
Transaction voided by customer

Passenger Railway - SCAEx

2023-09-04 14:12:57

Auth Reversed on 2023-09-04 14:13:06.320

Passenger Railway - SCAEx

2023-09-04 14:00:56

Reverse Authorisation for Auth on 2023-09-04 14:00:52_347
Transaction voided by customer

Passenger Railway - SCAEx

2023-09-04 14:00:52

Auth Reversed on 2023-09-04 14:00:56.390

Passenger Railway - SCAEx

2023-09-04 13:56:50

Reverse Authorisation for Auth on 2023-09-04 13:56:35.607
Transaction voided by customer

Passenger Railway - SCAEx

2023-09-04 13:56:35

Auth Reversed on 2023-09-04 13:56:50.270

Passenger Railway - SCAEx

2023-09-01 10:53:59

Reverse Authorisation for Auth on 2023-09-01 10:53:38.330
Transaction voided by customer

Passenger Railway - SCAEx

2023-09-01 10:53:38

Auth Reversed on 2023-09-01 10:53:59.373

Passenger Railway - SCAEx

2023-09-01 10:47-00

Reverse Authorisation for Auth on 2023-09-01 10:46:53.293
Transaction voided by customer

Passenger Railway - SCAEx

2023-09-01 10:46:53

Auth Reversed on 2023-09-01 10:47:00.220

88 88 8888|8888

Passenger Railway - SCAEx

MNew Note

Email Thredd Admin - B

Email Customer Services : @

(= save @ Close

0 General

() Specific to the cument transaction

Figure 54: Tracker History screen showing a history of all the actions applied to a token

Tip: Use the scroll bar to see all the information.

9.12.1 Adding a note to a transaction

You can add a note to a transaction which will be visible in the Tracker History screen in Smart Client.

Note: The note is informational only and is not sent via the External Host Interface or shared with your own systems.

To add a note to the transaction:

1.

Highlight a transaction in the View Transactions screen, then right click.

2. Select Tracker to display the Tracker History screen.

3.

Input the message into New Note (bottom-left of the screen).

2023-09-11 01:35:16

124643886

Balance Update by Ws_BalanceUpdate WSID = 12464886

2023-09-11 00:45:28

12459263

Balance Update by Ws_BalanceUpdate WSID = 12459263

New Note

Email Thredd Admin - &

Email Customer Services - B

(= save @ Close

() General

O Specific to the curent transaction

Figure 55: Adding a new note to a transaction in the Tracker History screen.

4. To apply the note to this particular transaction, select Specific to the current transaction.

5. Click Save. The note is appended to the transaction.
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10 Managing Chargebacks

Smart Client enables you to view Visa and Mastercard chargebacks.

For Mastercard transactions only, you can raise chargeback requests to Mastercard and manage your charged back transactions. This service
uses the Mastercom API and requires that you first sign up for the service and enable the API data feed via your issuer. You must complete the
following prerequisites before the Smart Client Chargeback service can be enabled:

¢ Contact your issuer to request they enable Thredd to use the Mastercom API data feed for your BIN codes.

¢ Costs for the service must be agreed with your Thredd Account Manager and added as an addendum to your Thredd contract.

Using Smart Client, you can:
¢ View details of existing chargebacks across your programme or for a specific card. See Viewing Chargebacks
¢ View details of the transaction linked to a chargeback. See Viewing Linked Transaction Details.

¢ View details of the Presentment transaction linked to a chargeback. See Viewing Presentment Details.

Note: Functionality described below is provided for Mastercard only.

¢ Retrieve information about a disputed transaction from the acquirer (prior to raising a chargeback). See Creating a Retrieval Request.
e Raise a chargeback for a single transaction. See Creating a Chargeback.

¢ Raise multiple chargebacks in one transaction, using a chargeback bulk upload spreadsheet. See Creating Bulk Chargebacks.

e Attach a file to a chargeback. See Uploading Chargeback Documentation.

¢ Retrieve documentation previously uploaded for a chargeback case. See Downloading Chargeback Documentation.

¢ Withdraw a chargeback. See Reversing a Chargeback.

¢ Re-raise a rejected chargeback. See Re-raising a Chargeback.

e Create a Fee Collection request. See Managing Fee Collections.

¢ Send a SAFE report to Mastercom for a fraudulent transaction. See Creating a Mastercom SAFE Report.

Note: You may require access to be set up on your account to view some of these options. Contact Thredd Support for details.

10.1 Creating a Chargeback

Note: Currently supported for Mastercard cards only.

This option enables you to raise a chargeback to Mastercom for a disputed transaction. You can do this with or without attaching documentation.

1. From the Smart Client menu, select Card Activity > View Transactions to view the Transactions screen.

2. From the View Transactions screen, right-click the transaction being disputed by the cardholder and select Actions > Create
Chargeback.

Note: The transaction must be in the Presentment state to create the chargeback (i.e., the transaction has been previously authorised,
and the funds have been debited from the cardholder’s account).

# l View Transactions

) Muth Not Cleared [ Declined (] Load/Unload ] Chargeback ) Offine (] Refund/Fin Rev || Advices BIN Al « Token « LKE ~ Date 8 Apply Stye
[ Auth Cleared [C) Reversed & Presentment || Balance Adiust ] Expiry [ Payment [ Unknown (] Al O To 18032023 (12259554 @ Search v

DATE Location Transaction Status T Ccy TxAmt BilAmt ActBal BlkAmt AviBal FFee RFee FxPdg MCC Pdg Process Orig
| | | [ TCoy | \ | \ (Ffes RPee | | \

Show All results for the Card
More details

Actions Balance Adjustment Ctrl+B
Tracker Balance Transfer
Copy to Clipboard Card Unload
Copy Whole Row to Clipboard Change Card Status Ctrl+5
Refresh Activate Card
Cancel Create Chargeback |
Create Fee Collection Message
Extend Expiry Crl+E
Edit Card Detail
Row Count: 11 Acpt (Not Clear) - 0 Declined - 0 Load/Unload -0 [CHl it i-ard Detalls \yment - 0 Advices - 0
PIN and CVC2 services 9 Close
Acpt-{Clsar -0 [Presentment - 11 Bal — Advicas-{Claar) -0
Resend to EHI y
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#Creating3

Figure 56: Create Chargeback menu option

3. From the Chargebacks screen, enter the details of the chargeback. Refer to the table in the section Handling error codes.

#l View Transactions Te e

[ Auth Not Cleared [ Declined [ Load/Unload  [_| Chargeback ) Offine [ Refund/Fin Rev [_| Advices BIN Al  Token « LIKE ~ Dae [13092023 - |000:00:00 =| € Apply Sivle
[[) Auth Cleared [ Reversed [ Presentment [ | Balance Adjust | Expiry [_] Payment [ Unknown (] All [J T 18052023 (1235555 14| @ Search v
DATE | Location | Transaction | Status | TCcy TxAmt | BilAmt | ActBal | Blk Amt AVIBilFFeelI!FeeolHPm|HOCPq;| poess | orig
cpf - bank trensfer charge. posted date.. [P © Full Chargeack () Patial ChargeBack
[ e B L N
hop with chi Amount of chargeback 20.00
== Reason for Chargeback 4515 - Cardholder Denies o
Ishop with chippos Weiy VB Select Text Fornat
== Bosumertaton ndster S - : fon i not required -
Shepwihchppes Seby AL P Feeweids 902 D Bed S
Supporting Text DE 72
Mote
[7) Edit Exclusion Indicator [JJ Credit to Card
Row Count: 11 Acpt (Not Clear) - 0  Decline View Chargebacks (@R Create Chargeback = @GCancel W—— € Close
AcptiCleart-0 | Revers) lined -0 B
>

Figure 57: Create Chargeback screen

4. To create the chargeback request, click Create Chargeback.
If all the details provided are correct, then a success response is returned from Mastercom.

If the details provided are not correct, then an error response is returned from Mastercom.

Note:
1. If the reason for raising the chargeback is fraud related, Mastercard require you to first raise a SAFE report to report the fraud
before raising the chargeback. See Creating a Mastercom SAFE Report.

2. In some specific circumstances, it may be possible to extend the chargeback validity period for a specific transaction, even if it
has expired. For details, check with your issuer.

3. Some Program Managers and issuers prefer to refund the cardholder immediately on raising a chargeback, since the
chargeback process can take several weeks or months to complete. Note that raising a chargeback does not necessarily mean
that the acquirer or Mastercard will approve the chargeback. You may prefer to wait for confirmation before crediting the
cardholder.

Handling error codes

An error code starting with ‘1’ indicates errors from Mastercom; an error code starting with ‘5’ indicates the error has occurred during Thredd
processing of the chargeback request. You can try fixing the details and resending the chargeback request or contact Thredd support.

Chargeback Option Description

Full Chargeback Check this option if you want to dispute the full amount of the transaction. For example, for goods not
received or a fraudulent transaction.

Partial Chargeback Check this option to dispute a part amount of the transaction. For example, cardholder disputes the billing
amount.
Chargeback Currency Select the chargeback currency. Depending on the card region, options include the local card billing

currency (e.g., GBP) or the international scheme currency used by the card scheme (e.g., USD).

The Amount of chargeback field is updated based on the selected currency.

Amount of Chargeback Enter the chargeback amount. Up to two decimal places are allowed. If the Full Chargeback option is
checked, this field is disabled, and the full amount taken during the Presentment transaction stage is
displayed.

Reason for Chargeback Select one of the reasons for the chargeback from the drop-down list. For a full list of the latest
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Chargeback Option

Select text format

Documentation Indicator

Days Allowed

Days Remaining

Supporting Text DE 72

Note

Edit Exclusion Indicator

Credit to Card

Description

chargeback reasons, see the Mastercard Chargeback Guide.

Note: If the reason is fraud related, you must create a SAFE Report before issuing the chargeback. (1)

The available text format options depend on the Reason for chargeback previously selected. Some
chargeback reasons do not provide a default text format. If you are unsure as to which format to select,

check with your Account Manager.

Depending on the selection, this reason is also populated in the Supporting Text DE 72 field.

Select how documentation to support this chargeback will be supplied:
e Supporting documentation is not required

e Supporting documentation will follow

Refer to the Mastercard Guide for details of the types of Chargeback Reason Codes that require
supporting documentation.

Read-only field indicating the number of days allowed to process the chargeback. This varies between

region and chargeback reason code. Typical values are 90 days, 120 days, and 540 days.

Read-only field indicating the number of days remaining to process the chargeback. If this number is
negative, it indicates the period in which to submit the chargeback has been exceeded. If you submit the
chargeback, Mastercom will reject it.

Add a description, to be displayed in the DE 72 field of the chargeback message sent to Mastercom. This
field can also be populated with a standard message as selected in the Select Text Format field.

Free text field to enable you to add an internal note about the chargeback request. This note is not passed

on to Mastercom.

Check this option to indicate to Mastercom they should ignore the Days Allowed/Days Remaining
indicator. This enables you to still raise a chargeback, even if the Mastercard default eligibility period has
expired. (2)

Note: This functionality is not yet released. Check with your Thredd Account Manager for details.

If you check this option, the chargeback amount will be credited back to the card. (3)

10.2 Viewing Chargebacks

Note: Supported for both Mastercard and Visa cards.

1. From the Smart Client menu, select Card Activity > Chargebacks.

2. Inthe Chargebacks screen, you can view raised chargeback details for a specific card or for all cards:

1. To query chargebacks for a specific card, in the Token field enter the public token number of the card you want to query.

2. To list chargebacks within a specified date range and status, select the Status and date range and click List.
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.} I Chargebacks < o

Token Status  Show Al ~ B  Lst Chargeback Status From  13-06-2021 [~ To 18-09-2023 - [F] List
:lbhn Issuer Reference  UserName  CB StatusDate CBProcess  CBProcess Descr ' CB Process Status ~ Curren: Amoun
20271-01-18 __. | Request for ChargeBack - Chargeback Request Raised (Intem___
0000260175 Perftest002 2021-01-11 _ 2021-01-11 __ Request for ChargeBack - Chargeback Request Raised (Intern . GBP
0000260173 Perftest002 2021-01-10 ... 2021-01-10 ... Reguest for ChargeBack - Chargeback Reguest Raised (Intem... GBP
260171 Perflest002  2021-01-09 ... 2021-01-09 ... Request for ChargeBack - Chargeback Request Raised (Intem...  GBP
0000259124 Mastercom  2020-11-30 _ 2020-11-30 __ Request for ChargeBack { »F_ Cl Credited usD
0000259123 Mastercom  2020-11-30 . 2020-11-30 . R for ChargeBack ( Com)- F... Chargeback Credited usD
4@ Select Scheme  Mastercom Bulk Chargeback €3 Close
o

Figure 58: Chargebacks screen

3. To view details of the chargeback, use the scrollbar at the bottom-left corner of the screen to scroll through the chargeback transaction
table.

4. To perform further actions related to the chargeback, right-click the transaction row. The options displayed depend on the type of card and

chargeback status. See the examples below:

# I Chargebacks ~ &

Token Status  Show Al ~ @ st Chargeback Status From  13-06-2021 [~ To 18-09-2023 | [F] List
Presentments

00026018 pst00 D210 021-01-18 - n argeback Request Haised HP

Show All Transactions for this Card
[ File Actions || uplcadfileto chargeback |

0000260175 Perflest002 2021-01-11 .. 2021-01-11 Credit Chargeback to Card Download file from chargeback m... GBP
Create Report
ChargeBack History -

0000260173 Perflest002 2021-01-10 ... 2021-01-10 Chargeback Reguest Raised (Intem... GBP
View Presentment Details

Figure 59: Further actions available on a chargeback

Tip: To display details for the specific the card issuer scheme used by your programme, click the Select Scheme button (bottom-left of
screen), click Clear All and then check the relevant Card Processing Scheme. This option is only relevant if your programme supports

multiple card schemes. Card schemes are also known as payment networks.

10.3 Viewing Chargeback Transactions

This section provides details of options you can use to view and manage the transaction and card that is linked to a chargeback.

10.3.1 Showing all Transactions for a Card

You can display all transactions for a card linked to a chargeback.
To show all transactions for a card linked to a chargeback:
1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

2. From the Chargebacks screen, right-click the required transaction and select Show All Transactions for this Card.
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# l Chargebacks

Token Status  Show Al ~ @ LstChargeback Status From 13-06-2021 [+ To 18-09-2023 - [ List

| Curren: Amoun

| CB Process Status
Chargeback Request Raised (Intern___

| CB Process Descr
|

Token | IssuerReference  UserName  CB Status Date CBProcess

Perftest002 |(2021-07-18 ___ | 2027-07-18 o L
= Show All Transactions for this Card
Credit Chargeback to Card

Chargeback Request Raised (Intem...  GBP

0000260175 Perflest002  2021-01-11 . 2021-01-11 . Create Report
ChargeBack History
0000260173 Perflest002  2021-01-10 ... 2021-01-10.  ViewPresantment Details Chargeback Request Raised (Intern... GBP

Figure 60: Show All Transactions for this Card option

3. The View Transactions screen appears, with the card’s public token preselected and displaying a list of transactions linked to the card.

10.3.2 Crediting a Chargeback to a Card

This option enables you to manually credit the charged back amount to the cardholder’s account. It is typically used once you have confirmation

from the card scheme (payment network) that the chargeback was successful. Note that this is done by clients; not Thredd.

To credit the chargeback amount back to the card:

1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.
2. From the Chargebacks screen, right-click the required transaction and select Credit Chargeback to Card.

3. A pop-up message is displayed, asking you to confirm. Click Yes. The chargeback amount is credited back to the cardholder’s account.

Note: When creating a chargeback, you can also tick the credit to card option to automatically credit the card. See Creating a Chargeback.

10.3.3 Viewing Linked Transaction Details

This option enables you to view details of the transaction being charged back.
To view further details about the transaction on which you have raised the chargeback:
From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

1.
2. From the Chargebacks screen, right-click the required transaction and select Create Report. The Transaction Details screen is

displayed.
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# l Transaction Details - Presentment

Transaction Details  Additional details

Token

Date Expiry (YYMM) 18/09/2023 10:56:26
POS Entry Mode (DE022) 05

Visa Codes (DEG3)

Transaction Date 2023-09-18 10:41:42 697

PQS Cond Code (DED25)

Response Status (DE03S)  Cleared

STAN (DEO1T1)

Processing Code Debitz {goods and services) - 000000

POS Data (DEDGD)

Additional Amounts (DED54) 00408260000000000000

Card Acceptor ldentification Code (DED42)
SHOF 1

Card Acceptor Name Location (DED43)
Shop with Chip POS 00000  GBR

Additional Response Data (DEQ44)

Till Time 230913000000

Card Acceptor Teminal Identification (DEQ41)
3456TAAT

Response Source

Response FReason

Transaction 1D :

Transaction Amount (DEDD4) 125.00- GBP

Settlement Amount (DEDDS) 125.00- GBP

Billing Amourt (DEODE) 125.00 - GBP

Amounts. Transaction Fee (PDS0146)

Merchant Category Code (MCC) 5734 - Computer Software Stores

Retrival Reference Number (DEQD37)

Acquirer Reference Data (DE031)  24000003261000000000011

Acaquirer [Din ARN (DE31) 400000 -
Acquirer [D 000001
FID (DEQ33)

Authorisation Code 178140
Thredd ARC

DEDS3

Script Received Na Secript

ICC Data (DEDSS - 0100)
SCO1009A032309183F33030000009F 1 A0208265F 1E0830203030302030309F 3704BC0

Additional Data (DE048)
01650010

Thredd POS
Fees Detail Note

Auth Amount :| 125.00
Total ;| 125.00

Available Amount ;| 0.00 === Settled!

Related Auth [ Show Card Details gcluse

>

Figure 61: Transaction Details screen

Note: Options displayed on this screen may vary, depending on your version of Smart Client and the fields enabled for your account.

3. Use the buttons at the bottom right of the screen to view further details.

10.3.4 Viewing Presentment Details

You can use this option to view details of the presentment linked to the chargeback.

To view details of the presentment transaction linked to the chargeback:

1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

2. Inthe Chargebacks screen, right-click the required transaction and select View Presentment Details. The View Transactions -

Presentments screen is displayed, showing details of the linked presentment transaction.

Note: If there is a second presentment, to view details right-click the chargeback and select View Sec Presentment Details.

10.3.5 Viewing Chargeback History

To view the Chargeback history of a chargeback transaction:

1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

2. From the Chargebacks screen, right-click the required transaction and select Chargeback History. The Chargeback History screen is

displayed.
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#' Chargeback History c o

Charge back History for the Token

FilelD - 906200291 000000030200000 7. Reason- 48573 - Cardholder =
DisputeComelation|D - cid214219360%q R

0000259124

@@ Select Scherme  Mastercom Bulk Chargeback € Close

Figure 62: Chargeback History screen

10.3.6 Creating a Retrieval Request

A retrieval request occurs after a cardholder communicates with their issuer to question or dispute a transaction. You can use Smart Client to
create a retrieval request from the acquirer for documentation related to a disputed transaction. The acquirer fulfils a retrieval request by sending
documentation through Mastercom.

After receiving the retrieval request documentation from the acquirer, you can proceed with the chargeback if required.
Note: Retrieval requests are optional. You can proceed to create a chargeback even if you have not created a retrieval request.

To raise a retrieval request:
1. From the Smart Client menu, select Card Activity > View Transactions to view the Transactions screen.

2. Inthe Transactions screen, right-click the required transaction and select Create Retrieval Request. The Create Retrieval Request
screen is displayed.

# l View Transactions

] Auth Not Cleared [C) Declined (] Load/UnLoad [ Chargeback [ Offine (| Refund/Fin Rev [ Advices BIN All ~  Token ~ LIKE -~ Date [1309-2023 -
] Auth Cleared [_) Reversed [ Presentment [_| Balance Adjust [ | Expiy [_] Payment [ Unknown [ Al (] To 18-05-2023 (235955 -4+ | (hSearch *

DATE | LesreT Create Retieval Request
Retrieval Reguest Reason Code: -

Document Required v

Instructions For Healthcare

nsuhmit e Cancel

Row Court: 11 Acpt (Not Clear) - 0 Load/UnLoad - 0 Chargeback -0  Offne -0 Expiry -0  Payment - 0 Advices -0 @ 7
Close
Sl |Presentment - 11 Bal Adjust - 0 [Refund/Fin Rev -0/ Fees-0 |Payment Declined -0 At et ot et

Figure 63: Create Retrieval Request screen

3. In Retrieval Request Reason Code, select an appropriate reason for the retrieval request. For details, see the table in the section
Retrieval Request Reason Codes.

4. In Document Required, select the format required. The available options are:
a. Hard copy of the original document
b. Copy orimage of the original document

c. Substitute draft
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5. Click Submit.

Note: A confirmation message is displayed, indicating if the retrieval request was successfully registered with Mastercom. In this case
a Request ID and Claim ID are returned, which you can use to track the status of the request. If the retrieval request failed, a message
box is displayed, providing details of the error. For example, a request has already been submitted. Please resolve the error and try
again or contact Thredd support.

6. To close the message box, click OK.

Tracking the Status of the Request

Once the request has been successfully registered, you can track the status of the request as follows:
¢ You can view the new retrieval request raised in the Chargeback screen.

¢ Once the acquirer responds to the retrieval requests, to download the documentation, right-click the retrieval request in the Chargeback
screen and select File Actions > Get Documentation. For details, see Downloading Chargeback Documentation.

Retrieval Request Reason Codes

The following table contains a list of the available Retrieval Request reason codes.

Retrieval Request Reason Codes Description

6305 Cardholder does not agree with amount billed.

6321 Cardholder does not recognize transaction.

6322 Request Transaction Certificate for a chip transaction.

6323 Cardholder needs information for personal records.

6341 Fraud investigation.

6342 Potential chargeback or compliance documentation is required.
6343 IIAS Audit (for healthcare transactions only).

6390 Identifies a syntax error return.

10.3.7 Reversing a Chargeback

You can use this option reverse a chargeback that has previously been successfully raised and approved by Mastercard. This can be used if you
do not want to proceed with the chargeback.

To reverse a chargeback:
1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.
2. From the Chargebacks screen, right-click the required transaction and select Reverse Chargeback.

3. A pop-up message is displayed, asking you to confirm. Click Yes. A confirmation message is displayed, indicating if the chargeback was
successfully reversed or if the chargeback reversal failed.

4. To close the message box, click OK. A chargeback reversal message is sent to Mastercom.

10.3.8 Re-raising a Chargeback

You can use this option re-raise a chargeback request that has been rejected. You should try and fix the issue before re-raising the chargeback.

There is no limit to the number of re-raise chargeback requests.

To re-raise a chargeback:
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1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

2. From the Chargebacks screen, right-click the rejected chargeback transaction and select Re-Raise Chargeback. The following screen is

displayed:

[T ——

S Se i « B UmChageseck SsMom TANE M - 1 MOSARY - [Tt
Taien IssuerRrterence | UscrMame | OB Strfus Dobe  CEPIOGEss | CHProcess Doscr B Process Stalus Curren Amoun
Reraise Chargeback XL et Hained (Infam
(®) Full ChargeBack () Partial ChargeBack
DONOGEN 175 Chargeback Currency GEBP b et Flasirasd {lmimen OAP
Chargeback Amount 10,00
D006 173 b for Chargaback 157 - Tost Ml | IuestRaized (intem...  GOP
260171 o=t juest Ralsed (e, GBP
Documentaticn Indicator Supporting documentaticn is not required b
DODOZSE 124 Diays Allowed 15 Days Remaining -142 dited uso
Supporting Text DE72 | |
1 Note: MC Reject Reasen - 0510 FILE TRAILER REJECTED [Fiad e
BECALUSE ALL DETAILS IN FILE REJECTED.
[ Credt 10 Card [ Edit Exchmion Indicator
= sove  ®Cancel
M Select Scheme M Rk Mgk & chres

Figure 64: Reraise Chargeback screen

3. Provide all the details as per the instructions in the Creating a Chargeback section and click Save.

The re-raised chargeback requestion is sent to Mastercom. A confirmation message is displayed, indicating if the re-raised chargeback

was successful or if the request failed.

10.4 Uploading and Downloading Supporting Documents

10.4.1 Uploading Chargeback Documentation

You can use this option to upload documentation to support a chargeback. The documents will be sent to Mastercom and made available to the

acquirer.

Note: If you subsequently upload another file, this will overwrite any previous file uploaded to Mastercom.

To upload supporting documentation for the chargeback:

1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

2. From the Chargebacks screen, right-click the required transaction and select File Actions > Upload file to chargeback. The following

screen is displayed:

.:. l Upload File To Chargeback < a

“ Fie uploaded oncs cannot be dekted
* Fie upload wil be succeasful only once for chamgeback  Fleasze zip the files and upload in case of multiple fles

File: | | Browse

M=o -

Uplaad @ Close

Figure 65: Upload File to Chargeback screen
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Note: You can only upload documentation once (single upload only). Therefore, ensure you have all the documents you need before
using this option. If you have multiple files to upload, please add these to a zipped file and upload a single zip file. Examples of files you
can include are items such as scanned. documents, images, and transaction receipts. Make sure that all documents scanned are clear
and legible, and not truncated, or these may be rejected by Mastercard.

3. To select a file to upload, click Browse.
4. In Memo, provide further details of the file being uploaded.

5. To upload your supporting case documentation to Mastercom, click Upload. The uploaded file is sent to Mastercom.

Note:
¢ Once the file is uploaded, it cannot be deleted. However, you can replace this file with another one using the upload option.

e The uploaded file is end-to-end encrypted; Thredd does not have access to the details in the file.

10.4.2 Downloading Chargeback Documentation

You can use this option to view any case documentation which you previously submitted to Mastercom.
To download documentation linked to the chargeback:
1. From the Smart Client menu, select Card Activity > Chargebacks to view the Chargebacks screen.

2. From the Chargebacks screen, right-click the required transaction and select File Actions > Download file from chargeback. The
following screen is displayed:

l:l l Download File From Chargeback - 8

Are you sure you want to proceed with download?

Please click 'Download' to proceed or 'Cancel' to exit.

Download Cancel

Figure 66: Download File From Chargeback screen

3. To continue with the download, click Download. The file is downloaded to your computer.

Note: the downloaded file is end-to-end encrypted; Thredd does not have access to the details in the file.

10.5 Viewing and Managing Fee Collections

10.5.1 Create a Fee Collection Message

Smart Client supports the sending and receiving of fee collections related to disputes.
1. From the Smart Client menu, select Card Activity > View Transactions to view the Transactions screen.

2. Inthe Transactions screen, right-click the required transaction and select Create fee collection message. The Mastercom Fee

Collection screen is displayed.
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View Transactions

=

() Auth Not Cleared [ ] Deciined [ ] Load/UnLoad
() Auth Cleared

(] Chargeback
[C] Reversed & Presentment [_| Balance Adjust

] Offine (] Refund/Fin Rev [ Advices
) Expiry  [CJ Payment

BIN Al
) Unknown (] Al

~  LIKE

Teea

| bse © oo 30
[ To 18052023 - [(J23:5553}%]| i Search |v

DATE i | Transaction | Status TCey TxAmt  BillAmt ActBal Bk Amt

Fee Collection Type
Fee Collection Amount
Fee Callection Cumency

Fee Collection Reason

700 - Fee Collection

b

AviBal | FFee RFee FxPdg MCCPdg |

u_m70(:mn O Debit

GBP ~

7614 - Settlement of fulfillment fees cther than MasterCom

Process | Orig

Es

||| H
]

Note

View Fee Collection Create Fee Collection ®cancel

Row Count: 11 Acpt (Not Clear) - 0 Load/Unload -0  Charoeback -0  Ofine 0 Expiry -0 Payment - 0 Advice - 0 Qa
Close
Acpt Clear-0 [Presentment - 11/ Bal Adjust - 0 |Refund/Fin Rev -0 Fees -0 [Payment Declined - 0 e

Figure 67: Mastercom Fee Collection screen

About Fee Collections fields

The following table contains information about each of the fee collection fields.

Fee Collection Information Description

Fee Collection Type Select the type of fee collection. Options include:
¢ 700 - Fee Collection
e 780 - Fee Collection Return
¢ 781 - Fee Collection Return Resubmission

e 782 - Fee Collection Arbitration Return

Fee Collection Amount Enter the fee collection amount. Up to two decimal places are allowed. Tick one of the following

options to indicate who to credit the fee to:
¢ Credit sender - fee will be credited to your account

* Credit receiver - fee will be credited to the receiver.

Fee Collection Currency Select the currency of the fee.

Fee Collection Reason Select the reason for the fee collection (DE 25 Message Reason Code values that apply to the fee

collection).

Note Free text field to enable you to add a short message about the fee.

10.5.2 Creating a Mastercom Fee Collection message

Mastercom supports the ability of issuers to send and receive fee collections related to disputes.

Note: For more information about fee collection messages and the fee collection cycle, refer to the Mastercard Global Clearing Management
System Reference Manual. (Note: you need a Mastercom account to access this link).

To create a fee collection:
1. From the Smart Client menu, select Card Activity > View Transactions to view the Transactions screen.

2. Inthe Transactions screen, right-click the required transaction and select Create Mastercom fee collection message. The Mastercom
Fee Collection screen is displayed.
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# l Mastercom Fee Collection < s

_Cn;lae Mastercom Fee Collection Message

Fee Collection Type 700 - Fee Collection fad

Fee Collection Amourt 0.00 () Credit Sender () Credit Receiver

Fee Collection Cumrency w

Fee Collection Reason ~
Mezsage Text i

Fee Date 18-09-2023 B |

Country w

Clear Submit Cancel

v

Figure 68: Mastercom Fee Collection screen

3. Provide all the details as per the instructions in the table below and click Submit.

Note: A confirmation message is displayed, indicating if the Fee collection request was successfully registered with Mastercom. In this
case a Fee ID and Claim ID are returned, which you can use to track the status of the request. If the fee collection request failed, a
message box is displayed, providing details of the error. For example, a request has already been submitted. Please resolve the error
and try again or contact Thredd support.

4. To close the message box, click OK.

5. The created fee collection message is displayed in the Chargeback screen.

0000007526 Perftest002 2021-01-14 ... 2021-01-14 ... Request for M fee collection Fee Collection Request Raised NOK

Note: You can view details of any chargeback fees raised in the Fee Collection screen. See Viewing Fee Collections.

About Mastercom Fee Collection fields

The following table contains information about each of the fee collection fields.

Fee Collection Information Description

Fee Collection Type Select the type of fee collection. Options include:
e 700 - Fee Collection
e 780 - Fee Collection Return
¢ 781 - Fee Collection Return Resubmission

« 782 - Fee Collection Arbitration Return

Fee Collection Amount Enter the fee collection amount. Up to two decimal places are allowed. Tick one of the following
options to indicate who to credit the fee to:

¢ Credit sender - fee will be credited to your account

* Credit receiver - fee will be credited to the receiver.

Fee Collection Currency Select the currency of the fee.
Fee Collection Reason Select the reason for the fee collection (DE 25 Message Reason Code values that apply to the fee
collection).
Message Text Free text field to enable you to add a short message about the fee.
Fee Date Select the date on which the fee collection is requested.
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Fee Collection Information

Country

Description

Select the country where the fee collection applies.

10.5.3 Viewing Fee Collections

This option enables you to view details of all Mastercom fee collection requests.

1. From the Smart Client menu, select Card Activity > Fee Collection to display the Fee Collection screen.

#l Fee Collection Ll

Token | Status  Show Al - Search Date From  [01-11-2021 | To [18-09-2023 | [ List
Presentments

| Token UserName | FC Process Date | FC Process Descr FC Process Status | SettCurrency | SettAmount  Re:”
- .
| Perftest002  2021-01-14 11:51:45.483 Request for M fee collection Fee Collection Request Raised usD 4.00 761
| Perftest002  2021-01-14 11:47:49.953 Request for M fee collection Fee Collection Request Raised usD 15.00 761 _
| Perftest002  2021-01-14 11:47:44.427 Request for M fee collection Fee Collection Request Raised usD 15.00 761
| PerftestD02  2021-01-14 11:47:35.723 Request for fee collection Fee Collection Request Raised usD 15.00 761
| Perftest002  2021-01-14 11:47:27.567 Request for M fee collection Fee Collection Request Raised usD 15.00 761
| Perftest002  2021-01-14 11:33:01.783 Request for M fee collection Fee Collection Request Raised usD 3.00 760
| HareeshG  2021-01-13 07:42:07.620 Request for M fee collection Fee Collection Request Raised GBP 1.00 760
| Amalraj 2021-01-13 05:41:39.413 Request for M fee collection Fee Collection Request Raised EUR 5.00 761
| HareeshG  2021-01-06 12:34:09.237 Request for M fee collection Fee Collection Request Raised SHP 5.00 760

v

'<_‘| [T [ >

@ Select Scheme €9 close

>

Figure 69: Fee Collection screen

2. Tofilter the list of fee collection transactions, enter the transaction Token number, select the Status and / or select the Date range.

3. Click List.

10.6 Mastercom SAFE Reporting

10.6.1 Creating a Mastercom SAFE Report

Mastercard require all card issuers to report fraudulent transactions, and you should always do this before raising a chargeback in instances

where the reason code is related to a fraudulent transaction. You can report fraudulent transactions to Mastercard by creating a new fraud event

in Mastercom, using their SAFE reporting facility.

To create a SAFE report:

1. From the Smart Client menu, select Card Activity > View Transactions to view the Transactions screen.

2. From the Transactions screen, right-click the required transaction and select Create Mastercom SAFE report. The Create Mastercom

SAFE report screen is displayed.
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# l Create Mastercom SAFE report -~ "

Token

Date/Time

Account device type
Card validation code

Amount

Fraud Type Code

Sub Fraud Type Code

lssuerlD

20230913 10:26:33.517

2.801.24

Cardholder Manipulation w

24562 ~

[] Chargebacked [ | Account Closed

[ save @ Close

Figure 70: Create Mastercom SAFE report screen

3. Provide all the details as per the instructions in the table below and click Save.

Note: A confirmation message is displayed, indicating if the SAFE Report request was successfully registered with Mastercom. In this

case a Claim ID and

Fraud ID are returned, which you can use to track the status of the request. If the SAFE Report request failed, a

message box is displayed, providing details of the error. For example, an invalid claim ID. Please resolve the error and try again or
contact Thredd support.

4. To close the message box, click OK.

5. The created fee collection message is displayed in the SAFE Report Details Screen. See Viewing SAFE Report Details.

About Mastercom SAFE Report fields

SAFE Report Option

Token

Date/Time

Account device type

Card validation code

Amount

Fraud Type Code

Sub Fraud Type Code

© Thredd 2024

Description

Displays the unique token linked to the card PAN on which the transaction was made.

Displays the date-time stamp of the transaction.

Select an option.

Select an option.

Displays the transaction amount.

Select a fraud type option.

Account Takeover Fraud

Bust-out Collusive Merchant
Card Mot Present Fraud
Counterfeit Card Fraud
Fraudulent Application

Lost Fraud

Muttiple: Imprint Fraud
MNever Received lssue
Stolen Fraud

Select a sub-fraud type code. Options include:
e Convenience or Balance Transfer check transaction
¢ PIN not used in transaction
¢ PIN used in transaction

¢ Unknown
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SAFE Report Option Description

Issuer ID Displays the card issuer ID.

Charged Back Tick this option if the transaction is Charged Back.

Account Closed Tick this option if the account has been closed.

10.6.2 Viewing SAFE Report Details

This option enables you to view details of all SAFE reports submitted to Mastercom.

1. From the Smart Client menu, select, Management Reports > Safe Report Details to display the Safe Report Details screen.

# l Safe Report Details Ll -4

© Pending Transactions ‘ () History Transactions Report Send On ‘ Select Scheme
Token | ' FraudTypeCode SubFraudTypeCode  AccountClosed CF | | ReportedDate | Claimid | Ac
2020-11-11 14:41:43 693 | Account Takeover Fraud « (Convernience or Balance Transfer check transa... | O [} 17963 v | 2020-12-23 06:01:59.383 | 200054954503
2020-11-11 14:41:43.693  |Account Takeover Fraud v |[Convenience or Balance Transfer check transa... v [l (| 17963 w [ 2020-12-23 06:11:08.417 | 200055025933
2020-11-11 14:41:43 683 | Account Takeover Fraud + || Convernieny Cc”.: 'H; - ;orga\a;celTransfer(hecktransazion | (] 17963 v | 2020-12-23 09:43:18.060 | 200055095739
2020-11-11 14:41:43.683 | Account Takeover Fraud v Convenienltﬁm. A ] O 17963 v | 2020-12-23 09:43:32.313 | 200055096918
2020-11-11 14:41:43 673 |Account Takeover Fraud w (Convenience or Balance Transfer check transa... | O O 17963 v | 2020-12-23 11:55:16.877 | 200055101263
2020-11-11 14:41:43 673 | Account Takeover Fraud « (Convernience or Balance Transfer check transa... | [l (| 17963 v | 2020-12-23 11:56:42.540 | 200055101296
2020-11-11 14:41:43.643 |Card Mot Present Fraud w |[PIN not used in transaction v O O 17563 w | 2020-12-2312:00:17.370 200055169483
e Close

Figure 71: Safe Report Details screen

2. Toview only pending transactions, select the Pending Transactions option.

Alternatively, to filter the list of historical transactions, select the History Transactions option and select the Date range.

3. Click Search.
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11 Case Filing

As of 17 July 2020, Mastercard changed the Chargeback process to a rules-based system which is designed to make dispute resolution fairer

and more responsive for all parties.

As a result of these changes, arbitration is no longer part of the Chargeback process. Instead, if a chargeback is rejected and the customer
wants to dispute the case further, they can raise this as a case filing to Mastercard.

Note: The fees associated with the case filing process are also different to that for chargebacks. For more information about the fee structure,
contact Mastercard.

11.1 What is Case Filing?

Mastercard case filing is a feature through which an issuer or an acquirer can raise a concern with Mastercard.

To dispute a transaction after completion of the chargeback cycle, you can create either a pre-arbitration or arbitration case. Pre-arbitration case
filing differs from arbitration case filing only in terms of the fees charged by Mastercard. For information about fees, contact Mastercard.

In terms of reporting, case filings and chargebacks are two different transaction types. No transaction is created at card level for the new
arbitration / pre-arbitration case filings; thus, no data is sent to EHI.

Note: Thredd do not currently support compliance case filings (pre-compliance and compliance). Thredd supports only pre-arbitration and
arbitration case filings.

11.2 Creating a Case

If you want to dispute a transaction after completion of the chargeback cycle, you can create either a pre-arbitration or arbitration case. To raise
a case with Mastercard, you can either use Smart Client or you can file arbitration cases directly with Mastercard using the Mastercom UlI.

Note: To access case filing functionality, you require the appropriate user permissions which you must request from Thredd. Contact your

Account Manager for more information.

The following section explains how to use Smart Client to raise a case with Mastercard, and view cases.

11.2.1 Creating a Case in Smart Client

This section describes how to raise a case with Mastercard.

To create a Case in Smart Client:
1. From the Smart Client menu, select Card Activity > View Transactions to view the Transactions screen.
2. From the View Transactions screen, right click on the second presentment transaction.

3. Select Actions > Create Case Filing.
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e — o]

() Auth Mot Cleared [ Declined  [[) Load/Unload  [C] Chargeback
[[] Reversed [ Presentment [_| Balance Adjust

() Auth Cleared

Meore details

[ Offine (] Refund/Fin Rev (| Advices BIN Al ~

Token « LKE ~ | Date [11092020 - [J00:00:002]) 0 Avly Style

[ Expiry [ Payment [ Unknown (] Al

[JTo 18052023 - [0 235955 1% §h Search ¥

| Actions

Balance Adjustment

Tracker Card UnLoad
Row Count: 25 Acpt (Not Clez Copy to Clipboard Change Card Status
Aept-Clear— Activate Card

Refresh
Cancel

Copy Whole Row to Clipboard

Create Case Filing
Create Fee Collection Message

Extend Expiry

Edit Card Details

PIN and CVC2 services

Resend to EHI

Create Mastercom SAFE Report

Create Retrieval Request

Ctri+E

Figure 72: Create Case Filing menu option

4. The Create Case Filing screen appears showing the second presentment details:

# l View Transactions Create Case m

Case Type

[ Auth Not Cleared [ Decline A . S

© Pre Arbitration () Arbitration

[T Auth Cleared [ Revers:

Filing ICA

Token *

Chargeback Reason Code
Merchant

Dispute Amount  *
Response Due Date
Memao *

Message Text

Include reason for change?

New Reason Code
Reason For Change

Acquirer Reference Number

[ | Filed Against ICA

[issuer | 192020 - |(J00:00:00 2| E Aeoly Styie

192022 (0225959 12| § Search ¥

+ | 4808 - Authorization Related Chargeback

IUNKNO | e s

151285 | @ -

Y

117-11-2020 o~ |

|Note here

O Yes ® No

Submit

| cancer

Figure 73: Create Case Filing Screen

5. Choose whether to raise a Pre Arbitration or an Arbitration case.

6. To upload a file, select Upload File. The following screen appears where you can select the file you want to upload.

ilJ [ RIS Create Case Filing Tae
Case Type ® Pre Aritration () Arbitration
(] Auth Not Cleared [ Decline A _— — ‘ EaolAs |ssuer | mmlmm
Chodemss D ingica [ | Fied Aganst A CET SRR | T3

Acquirer Refarance Mumber |

Token * _

mwwm - _m—h.ﬂnizﬂiulﬂeldedﬂ\armhack

Merchant | Upload Files to Case Filing —

Dispute * i Fomnts are ZIP.JPG. TIFF.PDF |

e 2o s cose ol s

m' ) * Note - 2p fles may contah these fomnats... JPG, TIFE.FDF —

Message Te [ ]

||| B e

New Reasor

L] | Upload

[ ot | ooen

Figure 74: Upload Files to Case Filing Screen
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7. Click Submit to create the case.

11.2.2 Viewing Cases

To view cases using Smart Client:

1. Select Card activity > Case Filing to display the Case Filing screen.

o I T

Token | | & Dsefom 20201115 [E+ To 20201147 [~
Caseld Caselype  Dispute Amount  Currency  Filled Againstica  Filinglca  Memo Message Text Case filing Name  Chargeback Reference
Arbitration MILAN TEST | Note here

1200928 Pre-Arbitration 67.60 usD 999901 017963 MILAN TEST Note here 9000474104

1200028 Pre-Arbitration 67.60 UsD 999901 017963  MILAN TEST Note here 9000474104

1200928 Pre-Arbitration 67.60 usD 999901 017963  MILAN TEST Note here 9000474104

1200928 Pre-Arbitration 67.60 usD 999901 017963  MILAN TEST Note here 9000474104

1200929 Pre-Arbitration 50.26 uso 999901 017963 milan test THIS IS FOR TESTING 9000474102

< >
e Close

>

Figure 75: Case Filing Screen

11.2.3 Updating a Case

To update a case:

1. Select Card activity > Case Filing to display the Case Filing screen.

2. Rightclick a file and choose Update Case Filing. The following screen appears:

< T

Token | | ¥ Dstefom 20201115 - | To 20201117 [~
Case id Case Type Dispute Amount  Currency  Filed Againstica  Filingica  Memo Message Text Case Filing Name ~ Chargeback Reference
il MILAN TEST |No|= here
1200928 Pre-Asbitration] UPdate Case Filing i
1200928 Pre-Aritration] 1200928 9000474104
1200928 Pre-Arbitration 9000474104
Action |REBUT vl
1200928 Pre-Arbitration| 9000474104
1200029 Pre-Arbitration | TS f0Me | || e— 9000474102
File | || Browse I
Memo * |MILAN TEST |
Rebutted As  |SND v
Doc Retry As
{ g Submit || Cancel |
< n >
6 Close
J

Figure 76: Update Case Filing Screen

3. Choose Escalate, Withdraw, Rebut, or Doc_Retry.

4. Select Submit.
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11.2.4 Viewing the Status of a Case

To retrieve the status of a case:
1. Select Card activity > Case Filing to display the Case Filing screen.

Right click a file and choose Retrieve Case File Status. A screen appears showing the status of the case:

o I T

Token | | & Dsefom 20201115 [E+ To 20201147 [~

Caseld  Token ' Case Type Dispute Amount  Currency  Filed Againstica  Filingica  Memo Message Text
e

CasefFiling Name  Chargeback Reference

0 “The case filing status for case Id is New"
0K

e Close

Figure 77: Retrieve Case Filing Screen

11.2.5 Downloading a Case Document

You can use the download functionality to check what documents you uploaded as part of the case.

To download a document associated with a case:
1. Select Card activity > Case Filing to display the Case Filing screen.

2. Rightclick a file and choose Download Case Filing file.

-

Token | | & Dstefom 20201115 ©- | To 20201117 [+
CaseType  Dispute Amount  Cumency  Filed Againstica  Filingica  Memo Message Text
i ‘Dlm |-|LAN TE3T|M|E|H!

1200928 Pre-Arbitration| Download case filing file 9000474104

1200928 Pre-Arbitration| 9000474104

1200928 Pre-Arbitration 9000474104

1200928 Pre-Arbitration| 9000474104

1200929 Pre-Arbitration| Are you sure you want to proceed with download R TESTING 9000474102

(Please cick’ Download" 1o proceed or ‘Cancel 1o et}
Do | [ Gor

< >

6 Close
J

Figure 78: Download Case Filing File Screen

3. When prompted, confirm that you want to proceed with the download.
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11.3 Crediting a Successful Case

This section explains how to credit a successful case to the cardholder.

Unlike chargebacks, upon a successful case filing there is no simple method to credit funds directly into the cardholder’s account. This is
because there is no transaction record created at card level for arbitration / pre-arbitration case filings, and therefore no way to link arbitration

information to the original transaction.

Instead, after identifying that a case filing is successful, you must credit the funds via a balance adjustment or load.

11.4 Viewing Case Filing Fees

This section explains how to see information relating to the fees associated with the case filing.

All fees related to arbitration / pre-arbitration case filing records from Mastercard are included in the Mastercard Fee section of the Transaction
XML reports. For more information, see the Transaction XML Reporting Guide.

11.5 Example Case Filing Scenarios

The following scenarios show which party incurs a pre-arbitration fee in a pre-arbitration case involving claims with first chargebacks cleared on
or after 17 July 2020.

Billing Event Number Billing Event Number Service ID

2MS2601 Pre-arbitration—Receiver MS

2MS2602 Pre-arbitration—Sender MS
Scenario 1

Acting as the sender, an issuer sends a pre-arbitration case to an acquirer. Acting as the receiver, the acquirer decides that the transaction is its
responsibility. The acquirer accepts the case and financial responsibility for it. The disputed amount returns to the issuer. Mastercard assesses
billing event 2MS2601; Mastercard does not assess billing event 2MS2602.

Scenario 2

Acting as the sender, an issuer sends a pre-arbitration case to an acquirer. Acting as the receiver, the acquirer decides that the transaction is not
its responsibility. The acquirer rejects the case and does not assume financial responsibility for it. Mastercard assesses billing event 2MS2602;
Mastercard does not assess billing event 2MS2601.

After the acquirer rejects the pre-arbitration case, the issuer, if permitted by the rules, may escalate the case to an arbitration case.

Scenario 3

Acting as the sender, an issuer sends a pre-arbitration case to an acquirer. Acting as the receiver, the acquirer does not respond in the required
time period as chargeback rules specify. Mastercom automatically rejects the case. The acquirer does not assume financial responsibility for the
case. Mastercard assesses billing event 2MS2602; Mastercard does not assess billing event 2MS2601.

After the acquirer does not respond in the required time period, the issuer, if permitted by chargeback rules, may escalate the case to an
arbitration case.

Scenario 4

Acting as the sender, an issuer sends a pre-arbitration case to an acquirer. However, before the acquirer, acting as the receiver, acts on the
case or before Mastercom automatically rejects the case, the issuer withdraws the case. The acquirer does not assume financial responsibility
for the case. Mastercard assesses billing event 2MS2602; Mastercard does not assess billing event 2MS2601.
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12 Managing MDES/VDEP cards

This topic explains how to use Smart Client to view information about MDES- and VDEP-enabled cards and describes the different MDES and
VDEP transaction processes and processing codes.

MasterCard’s Digital Enablement Service (MDES) and Visa's Digital Enablement Programme (VDEP) deliver EMV-level security for contactless
and in-app payments, allowing cardholders to pay using digital wallets. The Thredd platform supports numerous digital wallets including Google
Pay, Apple Pay, Samsung Pay, Garmin Pay, Fit Bit Pay, Mont Blanc Pay and Sony Pay.

MDES and VDEP work by replacing card numbers with unique payment tokens which differ to Thredd Tokens. Tokens are placed into digital
environments (a mobile wallet). During a transaction, the process maps tokens to underlying card numbers (FPAN) cryptographically and acts
as a centralised hub connecting the Issuer with Digital Wallet Providers such as Apple, Google, and Samsung. This enables connected devices

to make purchases in-store, in-app or online.

Q H O 1

Token Requestor Token Service Provider
cardholder P (Merchant or |  (VisaorMastercard) [ |ssyer Host (Thredd)
Mobile Wallet)

Enrols with a mobile * Mobile Wallet such as Apple, s Visa or MastercardToken s Receives token requests
wallet provider or Android, Fitbit Pay etc. Service from Visa or Mastercard
registers at an online e Online Merchant such as s Maps PAN to token + Authorises token requests
merchant website Netflix, Amazon, Paypal efc. e Routes token requests

* Connects to Visa/Mastercard from Wallet Provider to

» Sends foken requests Thredd

Figure 79: Parties involved in the MDES/VDEP tokenisation flow

MDES/VDEP validates the transaction, maps from the token back to the PAN, and forwards it to the issuer for authorisation.

For more information about tokenisation (digital wallets), token provisioning and use cases, see the Thredd Tokenisation Service Guide.

12.1 ldentifying MDES and VDEP-enabled Cards

To identify whether a card has any MDES/VDEP payment-tokens on it, see Viewing Payment Tokens.

To identify whether a transaction is on an MDES/VDEP payment token, see the device information in the bottom left of the View Transaction
Details screen. See Locating Device Token Data

To identify a transaction from Visa/Mastercard used to create a new payment-token, see About the processing codes, and look for processing
codes: “330000” (Tokenisation Authorisation Request), “340000” (Activation Code (to activate a new payment-token) Notification), and “350000”
(Tokenisation Complete Notification).

12.2 About the Transaction Process

This section describes the main MDES and VDEP transaction processes and processing codes you will see within Smart Client. For a detailed
description of these, see the Thredd Tokenisation Service Guide.

12.2.1 VDEP transaction process

The main VDEP transaction processing codes are identified using the codes 33, 36 and 35 (which do not always follow in order):
¢ Token Authentication Request (TAR) — 330000
¢ Token Event Notification (TEN) — 360000

¢ Tokenisation Complete Notification (TCN) — 350000
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visa tokenisation system foster city us  Auth Advice Accepted usoD 0.00 o.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Tokenisation Complete Notification 504832
visa tokenisation system foster city us  Auth Advice Accepted usoD 0.00 o.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Token Event Notification 504389
visa provisioning service pl Authorizsation Accepted USD 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Token Authentication 504389

Figure 80: Tokenisation Complete Notification , Token Event Notification, and Token Authentication in the View Transactions screen

12.2.2 MDES transaction process

The main MDES transaction processing codes are identified using the codes 33, 34, 35 and 36 (which do not always follow in order). For
example, the following shows the stages involved in registering a device via Apple Pay:

e Token Authentication Request (TAR) — 330000
e Activation Code Notification (ACN) — 340000
e Tokenisation Complete Notification (TCN) — 350000

e Debit goods and services (000000 — AVS Check)

Date Location Transaction Status T Ccy TxAmt Bill Amt Act Bal Blk Amt  AvlBal FFee RFee FxPdg MCCPdg Process
2019-05-20 10:30:20.080 tesco stores 6346  aldgate gbr Authorisation Accepted GBP 3.00 -3.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Debits (goods and services) ]
2019-05-20 10:03:58.383 mastercard st louis  mo Authorisation Accepted USD 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Tokenisation Complete Notifica... 4
2019-05-20 10:03:42.900 mastercard st louis  mo Authorisation Accepted USD 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Token Authentication 2

Figure 81: Debit (goods and services), Tokenisation Complete Notification , and Token Authentication in the View Transactions screen

12.2.3 About the processing codes

Token Authentication Request (TAR) — 330000

The Tokenisation Authentication Request (TAR) allows Thredd to provide a realtime decision as to whether the token service provider
(MDES/VDEP) can digitize a card and designate a token on their behalf.

é Search wil 4G 10:03 & @ 60% =

Your card is being activated.

Figure 82: Card activation notification in realtime on a mobile device.

Authorisation Accepted USD 0.00 0.00 0.00 0.00 0.00 0.00 0,00 0.00 0,00 Token Authentication

Figure 83: Token Authentication in the View Transactions screen

Activation Code Notification (ACN) — 340000

This is received by Thredd from Mastercard and contains the Activation Code Notification (ACN) message. This signals Thredd to provide the

cardholder with an authentication code as a second means of Authentication. Depending on setup, these Activation codes are sent via SMS by
Thredd, or provided via EHI message to indicate One Time Passcode (OTP).
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mastercard st. louis mo Authorisation Accepted USD 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Activation Code Notification 1

Figure 84: Activation Code Notification in the View Transactions screen

Tokenisation Complete Notification (TCN) — 350000

This the final step in the digitisation process to confirm the setup of the token was successful.

WALLET oW

Fie'vng B Dl 2™ |s ready for
Apple Pay.

Your card is ready for Apple Pay.

Figure 85: Card ready for use notification on a mobile device.

This message, constructed in a similar format to the previous MDES/VDEP messages, contains all the details of the tokenisation (digital wallets)

including, but not limited to:

mastercard st. louis mo Authorisation Accepted USD 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Tokenisation Complete Notification

Figure 86: Tokenisation Complete Notification in the View Transactions screen

Token Event Notification (TEN) — 360000

This notification is part of the post-digitisation flow, this informs the issuer of unsuccessful Activation Code entry attempts and subsequent
invalidation of an Activation Code or when a token is suspended, resumed or deactivated.

12.3 Finding MDES/VDEP Data on Smart Client

A payment token, also known as a DPAN (or Device PAN), is a new digital PAN created by Mastercard or VISA and placed on a device which is
then linked to the original issuer PAN. A DPAN is the byproduct of Tokenisation Completion (TCN) which Thredd references as the <Payment

Token>.

12.3.1 Locating Device Token Data

To find information about the device token in Smart Client:
1. Select an Authorisation in the View Transactions screen and right-click.

2. Select More details > View Transaction Details to display the Transaction Details screen.
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# l Transaction Details - Authorisation

Transaction Detaills  Additional details
Message Type : 0100 - Authorization Request
Token

Date Expiry (YYMM)

POS Entry Mode (DE022) 010 - PAN manual entry - Unspecified ar unknown.

BN Ref (DE063)

Transaction Date

Advice Reason Code

Response Status (DE033) 00 - Al Good

STAN (DEO11)

Processing Code Tokenisation Complete Notification - 350000

POS Data (DE0OGT) 0160000000000000203

Addtional Amounts (DE0DS4)

Card Acceptor ldentification Code (DED42)
SHOP1

Card Acceptor Name Location (DED43)
CARD ACCPT IDC

Addtional Response Data (DE044)

Till Time 13:44:43

AVS Street AVS Postcode

Card Acceptor Teminal Identification (DE041)

Response Source

Response Reason

Device Token

v

Transaction 1D :
Transaction Amount (DE0D4) 2200- CZK
Settlement Amount (DED0S)
Biling Amount (DE0OE) 22.00- CZK
Amounts, Transaction Fee (PDS0146) >
Merchant Category Code (MCC) 5734 - Computer Software Stores
Retrival Reference Number (DE037)

Acquirer Reference Data (DE031) >

Acquirer 1D in ARN (DE31)
Acquirer |D

FID (DE033)

Authorisation Code

Thredd ARC
DEO053 >

Script Received No Secript

Request Tme 2023-03-12 14:44:43.917 Response Time  2023-09-12 14:44:45.500

ICC Data (DE055 - 0100) Differencefin milliseconds) 1383

Addtional Data (DE048)

Thredd POS

Fees Detail Note
Auth Amount :| 22.00
Total ;| 22.00

Availsble Amount | 4000.00 ===  Approve!

¥ Show Card Details 60“59

J

Figure 87: Device Token field on the View Transactions screen

3. Expand the arrow next to Device Token (bottom left). Device token details are displayed.

Note: Depending on how your product is set up, the status of the physical/virtual card is taken into consideration during the
authorisation process. For example, the card status may be ignored, or if the card status is anything other than 00 (All Good), the

authorisation is declined.

12.3.2 Locating MDES/VDEP Device Status

Using Smart Client, you can identify how many devices a token has been registered to and the status of the wallet on each of those devices. You

can also update the status of the token.

To find information about the device status:
1. Select an Authorisation in the View Transactions screen, right-click and select More details > Card Details, inc Fees.
2. Form Factor shows the type of device being used for the wallet (for example, a mobile phone, tablet, or watch).

3. The colour indicates whether the device is active, inactive, or not tokenised (cancellation). The colours are explained in the key at the

bottom of the screen.

_.:.J Card Master

Cards Fees Payment Tokens

!

Thredd Internal Form Factor Virtual PAN

- Jukow [ | & | | o

Tokenised 7 Tokenisation Date Expiry Date Thredd status

External Status Devices

Acti

Fayment Token Usage 106 - QA_Test_Token

> Inactive Tokens

ﬂ Save @ Delete

Not tokenised

W Clear 6 Close

7

Figure 88: Device Tokens in the Card Master screen
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4. Double-click a green entry to open the Payment Token. Information like the following is shown:

# l Payment Token

End of phone number

82321

Property

Value

LINKED CARD PERSONALISATION/DIGITISATION PAYMENT TOKEN
Property value Property value Property Value
Linked Token Wallet Account Score |3 Creator token ref
Wallet Device Score |2 Thredd token ref 8028
Wallet risk table Token Expiry 2026-08-31
DEVICE INFO (at time of F lisati igitisation Request)
Thredd decision Approve with Authentication Token PAN b= ok |
Proj Value
perty Thredd decision at 2023-07-05 09:50:59.963 Token Type Secure Element PAN
: Final decision Approve with Authentication Wallet Provider Apple
ID
Final dacision by Issuer Auth Systam (primary sita) No. times raplaced o
IP address
Terms & Conditions Old Expiry Date
Device Language
PAN Source Kay Entry TOKEN STATUS
Location 32.150000 , 34.820000
ACTIVATION INFO
Type Mabile phone EECECERY] |:""e

Firstname

Tokenisation Date

2023-07-05 09:51:27.677

Lastname

Activation Expires

2023-07-05 09:21:00.000 GMT/UTC

Status(in Thredd)

00 - All Good

Wallet account hash

Activation Method

SMS to maobile

External Status

Deletad

Activation Status

Unknowm

Ext. Status set by

Cardholder

Ext. status changed

n Update Status

g Close

Figure 89: Payment Token screen

5. Update the token status if necessary.

12.4 MDES/VDEP EHI Considerations

MDES messages are also sent through the Thredd Authorisation system and are processed as transactions and sent through EHI (External Host

Interface). The attributes remain unchanged, such as:

e MTID=0100

e Txn_Type=A

¢ Transaction Amount = 00

Note: For more information, see the External Host Interface (EHI) Guide.

12.5 Using MDES/VDEP API

Thredd offers a number of APIs relating to MDES/VDEP:

Using SOAP Web Services API

* Payment Token Status Change — use this to change the
status of an MDES and VDEP Payment Token Card.

e Payment Token Get — use this to get the details for MDES

Payment Token Cards.

Note: For more information, see the Web Services Guide.

>>>>>>>e90b1fb0e9302ffac401c61efff56a9c04731¢c75
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Using the REST-based Cards API

MDES Payment Token Cards.

Smart Client Guide

« Update Payment Token Status — use this to change the
status of an MDES and VDEP Payment Token Card.

e Get Card Payment Token — use this to get the details for

Note: For more information, see the Cards APl Website.
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General FAQs

This section provides answers to frequently asked questions.

Smart Client Setup

Q. Does Smart Client work on a Mac?

Smart Client is not currently supported on Apple OSX. For more information, see System Requirements.

Q. Why can’t | see a function in Smart Client?

What you can see and do in Smart Client depends on your role and permissions. If you cannot see a menu option, this may be because you do
not have the appropriate permissions. For more information, see About roles and permissions.

Searching and Filtering

Q. Why can’t | see a transaction in Smart Client?

If the authentication process fails before a transaction reaches the Thredd system, the transaction will not show up in Smart Client. For example,
if a cardholder is authenticated through 3D Secure checks and fails, it will not appear in Smart Client. Similarly, if a customer removes their card

from a card reader too quickly, the authentication process fails, and the transaction will not show up.

Archived tokens and transactions also do not appear within Smart Client — see below for more information.

Q. How do | retrieve archived tokens and transactions?

Depending on product set up, transactions are typically archived after 90 days. Dormant cards with a particular status (such as card destroyed or
expired) are also archived after a period of inactivity.

To retrieve tokens and transactions from the archive so you can view information about them using Smart Client, raise a ticket with Thredd.

Q. How do | match transactions?

You can match transactions such as authorisations to presentments using the Show transaction lifecycle option. This displays all transactions
that match the one you have selected.

Note: This option appears only if there is a matching transaction. If Smart Client does not find a matching transaction, this option is not visible.

e Select a transaction, right click, and choose More details > Show transaction lifecycle.

Alternatively, to find matching transactions in Smart Client, search on fields such as the System Trace Audit Number (STAN), Trace-id or
Approval ID. Avoid trying to match fields that can change across transactions, such as location. For more information about matching logic, see
the External Host Interface (EHI) Guide.

Note: If more than 30 days has elapsed between the authorisation and presentment, you will be unable to match these.

Managing Tokens and Transactions

Q. Can | reset card limits?

You can view the limits that apply to a card which were configured during product setup; however, you cannot change these limits in Smart
Client. To change card limits, contact your Account Manager.

Q. Whatdo | do if | suspect a BIN attack?

The BIN is the first 6 digits of a card number which correspond to a card scheme (payment network). A BIN attack is when a fraudster attempts to
identify a valid card by using the BIN, randomly changing the remaining ten digits, and flooding the system with transactions. If a response (such
as ‘incorrect expiry date’) is returned, this indicates a genuine card, and the fraudster may attempt to use this card number to access funds
illegitimately.

In the event of a BIN attack, Smart Client displays a high volume of declined transactions with a Response Status (DE039) ‘14 - Invalid card
number (no such number)’. Typically, these transactions have the same BIN, merchant name, and Acquirer ID (AID) and the Notes field shows

the reason for the decline as unknown card number, unknown PAN, and unknown token.
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Where a specific merchant location is used for BIN attacks, although no valid transactions are observed there across the entire Thredd client
portfolio, Thredd blocks the merchant location. This will prevent successful transactions should a fraudster generate valid card details as part of
a BIN attack using that merchant location.

Notes

¢ Thredd will not block merchant locations where there is a mix of fraudulent and valid transactions as this would impact legitimate
cardholder transactions.

¢ Thredd will also not block merchant locations where only a small volume of transactions synonymous with a BIN attack are observed.

¢ Fraudsters are likely to switch merchant locations, but this measure will frustrate their efforts as it will affect merchants where controls are
weakest or where there may be collusion.

¢ Thredd pro-actively completes an additional step on exceptional occasions based on dual review. This should not in any way reduce the
fraud prevention tools and practices Issuers and Program Managers have in place, nor does it imply any responsibility on the part of
Thredd for fraud prevention outside of the normal processor remit.

¢ This block will apply across all Thredd client programmes.

Thredd recommends the use of Thredd's real-time Fraud Transaction Monitoring ,to help guard against fraud. Thredd can also offer 3D Secure
using Adaptive Authentication which reduces friction in the transaction process versus traditional 3D Secure. For information about these
products, contact your Thredd Account Manager.

Q. How do | change the status of a card to Card Destroyed?

You can change the status of a card to prevent it from being used by setting the card status to 83—Card Destroyed. You can set the status in
Smart Client or by using the Thredd API: SOAP Web Services Card Change Status or Cards API Update Card Status. For example, you may
want to destroy a card if you suspect fraudulent behaviour. This will block most functions on the card, such as authorisations and loads,
rendering the card unusable. However, presentments and refunds, because they are part of the financial record, will continue to process on
cards with this status.

Note: Changing a card’s status to ‘83—Card Destroyed’ is not reversible.
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Troubleshooting FAQs

This section provides answers to common troubleshooting issues.

General Issues

Cannot Download or Install Smart Client

¢ Solution 1: Ensure that your Popup-blocker/Antivirus allows you to launch the software.

¢ Solution 2: Use Internet Explorer or Microsoft Edge, as there are multiple software settings and software versions that can cause conflicts
and prevent a successful installation. Currently, you cannot download and install Smart Client on Apple OSX.

Smart Client does not start

e Solution: Uninstall Smart Client and then reinstall it. For more information, see Installing the Smart Client application.

Forgotten username and/or password

If you forget your username or password, use the links in the Thredd Smart Client Login screen to retrieve and reset these.

Forgotten Password?
1. Click Forgotten password? to go to the reset screen.

2. Provide the email address configured for Thredd Smart Client and your Thredd Smart Client username.
Provided the credentials are valid a One-Time Temporary Password (OTP) is automatically sent to your email.

3. After logging in with the OTP, change your password immediately before proceeding.

Forgotten Username?
1. Click Forgotten Username? to go to the reset screen.
2. Provide the email address configured for Thredd Smart Client.
Provided the email address is valid, a username reminder is sent automatically to your email.

Note: If you have been restricted from using the application due to multiple incorrect login attempts, email the Thredd Operations Command
Centre at occ@thredd.com (operational 24 hours a day, 7 days a week).

Cannot log into Smart Client

¢ Solution 1: Check that your credentials are correct. Please raise a JIRA ticket or email the Thredd Operations Command Centre at
occ@thredd.com.

¢ Solution 2: Check that the computer is connected to a whitelisted VPN (Virtual Private Network)

¢ Solution 3: For security reasons, Smart Client will not run two instances of the program at the same time on one machine, nor will it run on
two machines that share the same computer name. Refer to your Microsoft Windows documentation for information about how to check
the name of your computer or rename it.

Card declined due to failed AVS check although address details appear correct

If only a delivery (Card Purchaser) address is specified during card creation and not a cardholder address, the transaction may be declined if the
customer attempts to use it for ecommerce and telephone transactions where the merchant performs an address check. This is because the
address (AVS) check is performed on the cardholder address which is blank.

Typically, you will spot this in the View Cards screen where the address is blank, and the post code is 0 (zero). This indicates Thredd does not
hold a cardholder address, and as a result, will be unable to conduct an AVS Check (Address Verification Service).

To fix the issue for an affected card, you can use the Thredd Web Services API to update the cardholder address (s Update Cardholder
Details). For more information, see the Web Services Guide.

To fix the issue for an affected card using Smart Client, the customer needs to have made a transaction which will enable you to access the Edit
Card Details option where you can update the address.

Note: If the customer has yet to make a transaction, use Web Services to update the cardholder address or contact Thredd Support.
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1. Right-click the transaction, choose Actions > Edit Card Details. The Card Master screen appears.

2. Click anywhere on the Card Holder pane, and then click Save. The Cardholder address is automatically populated with the purchaser
(delivery) address, and the card will immediately be updated for AVS checks.

Note: If there is a requirement to later amend the Cardholder address, you can repeat this process.

Tip! To prevent similar issues from occurring, ensure Thredd is always provided with a cardholder address during the card creation process.

Known Issues

For a list of known issues, contact your Implementation Manager.
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Appendix A: Common Decline Reasons

This topic provides details about common card decline reasons.

Decline

DR: Auth Amount

==>

: XX.00 Total : XX.00 Available Amount: Y.00

Decline!

DR: Card expiry check failed with Emboss Expiry date (DE014)

DR: Exceeds Max Per Transaction limit

DR: Incorrect PIN

DR: Declined due to Lost Card (Capture) (Original auth resp status 41,
changed to 05)

DR: Declined due to CardUsageGroupCheck GroupUsagelD-42 [Card
Acceptance Method (A) - Card Not Present - E-Commerce - Failed]

DR: Declined due to CardUsageGroupCheck GroupUsagelD-476 [Card

Acceptance Method (A) - Chip PAN Entry - Signature Verification - Failed]

Card CVV2 not matching with cvv2 in auth request

DR: Declined due to voided card (Original auth resp status 99, changed to 05)

DR: Declined due to GroupMCCCheck

Smart Client Guide

Reason

The cardholder does not have sufficient funds to cover
the transaction amount.

The expiry date entered by the cardholder does not
match the expiry date of the card.

The attempted transaction amount exceeded the limit
per single transaction amount for the card/product.

The cardholder entered an incorrect PIN.

The card’s status was changed to “Lost Card (Capture)”

and the card can no longer be used.

The card/product is not permitted to be used for
ecommerce transactions.

The card/product is not permitted to be used for
signature verification authorisations.

The CVV value entered by the cardholder is not
matching the CVV value of the card.

The status of the card was changed to “Card Voided” and

the card can no longer be used for authorisations.

The card/product is not permitted to use this type of
merchant (MCC = Merchant Category Code).
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Appendix B: Card Status Codes

This topic provides details about card status codes.

Status
Code

00

04

05

41

43

46

54

57

59

62

63

70

83

98

99
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Description

All Good

Capture Card

Do not honour

Lost card

Stolen card

Closed account

Expired card

Transaction not
permitted to
cardholder

Suspected fraud

Restricted card

Security Violation

Cardholder to

contact issuer

Card Destroyed

Refund given to
Customer

Card Voided

Who can
set?

PM

PM

PM

PM

PM

PM

Thredd

Only

PM

PM

PM

PM,
Issuers

Issuer

Issuer, PM

PM

PM

Functions

permitted for

the card

All

Balance
Adjustment

Balance
Adjustment

None

Load, Balance

Adjustment

NONE 1

Functions
blocked for the
card

None

Auths

Auths

Auths, Activation

Auths, Activation

Auths, Activation

Auths, Activation

Auths

Auths, Activation

Load, Auths,
Activation

Load, Balance
Adjustment,
Auths

Auths

Auths,
Activation, Load,
Balance
Adjustment

All (check if it
can be loaded)

Auths

Smart Client Guide

Example of use

Normal operation

Stolen or fraudulent
use

Generally, set by
issuer request

Card was lost but

not stolen

Card was stolen

PM closes the

account

Expiry date has
passed

POS and/or ATM
can be prohibited in

system settings

Suspected
fraudulent use

Can be restricted
due to rules from
the PM or Issuer

AML, KYC issue for
the cardholder
Set by the issuer for

compliance reasons

Set by PM

Gift cards

Account is fine but

Reversible

YES

YES

YES

YES

NO

YES

YES

YES

YES

YES

YES

YES

NO

YES

YES
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Status
Code

G1

G2

G3

G4

G5

G6

G7

G8

G9

Note:

Description

Short-term debit
block

Short-term full block

Long-term debit
block

Long-term full block

Thredd Protect short-
term debit block

Thredd Protect short-
term full block

Thredd Protect long-
term debit block

Thredd Protect long-
term full block

Interactive Voice
Response (IVR)
Lost/Stolen Block
(like 41 Lost)

Who can
set?

PM

PM

PM

PM

Thredd
Only

Thredd
Only

Thredd
Only

Thredd
Only

IVR

Functions
permitted for
the card

Credits

Credits

Credits

Credits

Functions
blocked for the
card

Auths (except
credits)?
Auths?

Auths (except
credits)3

Auths3

Auths (except
credits)?

Auths?

Auths (except

credits)3

Auths3

Auths, Activation

Example of use

card voided

PM chooses this
card status

PM chooses this
card status

PM chooses this
card status

PM chooses this
card status

Thredd Protect sets
this status based on

various criteria

Thredd Protect sets
this status based on
various criteria

Thredd Protect sets
this status based on

various criteria

Thredd Protect sets
this status based on
various criteria

Cardholder phoned
the IVR automated
phone line to block
their card

Reversible

YES

YES

YES

YES

YES

YES

YES

YES

YES

1. For card status 83 - Card Destroyed; presentments and refunds, because they are part of the financial record, will continue to process
on cards with this status.

2. Merchants told to retry

3. Merchants told not to retry
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Appendix C: Usage Groups

The table below describes the different types of Card Acceptance Methods available in the form of Usage groups. Rules can be set to dictate

levels of Card Acceptance, such as MCC Group acceptance.

Group Type

Card Acceptor List

Card Disallow List

Group Web

Card FX Group

Calendar Group

Card Linkage

Group Usage

Group MCC

Group Limit

Group Auth

Limited Network

Rec Fee

© Thredd 2024

Purpose

You can specify at the merchant ID level where authorisations will be accepted. (Based on DE42). For
example, you can allow a card to be used only in specific shops or locations. This can be applied via the
Thredd web services API.

You can specify at the merchant ID level where authorisations will be declined. (Based on DE42). For
example, you can prevent a card from being used in specific shops or locations. This can be applied via
the Thredd web services API.

You can charge a fee for specific web services such as a PIN change request.

You can upload and manage your own Foreign Exchange rates which can be applied to authorisations
and presentments.

You can restrict card acceptance based on specific time and date parameters. For example, a trucking
company may restrict card use to weekdays from 9 until 5 to allow employees to pay for fuel. Usage cases
include religious observances or working hours.

Used to link primary and secondary cards. You can apply card linkage on a shared balance or a separate
balance.

You can apply the specific “Card Usage Rules” which dictate card behaviour such as PAN entry method
rules, cardholder verification, regional based rules, and transaction types.

Tip: Check the usage rules if a card has been declined, for example, to show if transactions are
prevented from going through on an unknown acceptance method.

You can allow or disallow card acceptance (auths) based on one or more merchant category codes
(MCC). For example, you can disallow gambling sites.

Displays specific limits assigned to that token, for example, the maximum balance permitted to be held on
the card.

You can apply a fee to Authorisations based on the processing code, for example, an authorisation to
check a balance.

You can restrict card acceptance to a limited network only, for example, a gift card may be limited to
merchants in a particular shopping centre only. This rule is based on 3 different data elements:

1. DE42 - Merchant ID
2. DE43 - Address, text field for the merchant ID
3. DE61 -Postcode

You can apply fees based on rules or actions you set on the card. For example: inactivity fees, and/or
dormancy fees. These are configured by Thredd.
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Glossary

This page provides a list of glossary terms used in this guide.

3

3D Secure (3DS)

3D Secure is a technical standard adding an extra layer of security to payment transactions over the Internet (eCommerce)

A

AccBal

Account Balance

ACN
Activation Code Notification (340000)

Acquirer

The merchant acquirer or bank that offers the merchant a trading account, to enable the merchant to take payments in store or online
from cardholders.

Act Bal

Actual Balance

AFD

Automated Fuel Dispenser

AID

Acquiring Institution Identification Code

API

Application Programming Interface

APW

Mastercard Automated Parameter Worksheet

ARQC

Authorisation Request Cryptogram

Authentication

This includes checks to confirm the cardholder identity, such as PIN, CVV2 and CAVV.

Authorisation

Stage where a merchant requests approval for a card payment by sending a request to the card issuer to check that the card is valid,
and that the requested authorisation amount is available on the card. At this stage the funds are not deducted from the card.

Automated Fuel Dispenser (AFD)

Automatic fuel dispensers (AFDs) are used at petrol or gas stations for customer self-service fuel payments. Typically the customer
inserts their card and enters a PIN number and the AFD authorises a fixed amount (e.g. £99). Once the final payment amount is
known, the AFD may reverse the authorisation and/or request a second authorisation.

AvIBal

Available Balance

AVS

Address Verification Service

B

Base Currency

Typically considered the domestic currency or accounting currency for the card
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Bill Amt
Billing Amount

Billing Currency

The currency you choose to be billed in

BIN
Bank Identification Number (First 6 digits of the 16-digit PAN)

BlkAmt

Blocked Amount

C

Card Scheme

Card network, such as MasterCard, Visa or Discover, responsible for managing transactions over the network and for arbitration of
any disputes

Cardholder

Consumer or account holder who is provided with a card to enable them to make purchases

Case filing

A feature through which an issuer or an acquirer can raise a concern with Mastercard.

CAVV

Cardholder Authentication Verification Value

CB
Chargeback

Chargeback

Where a cardholder disputes a transaction on their account and is unable to resolve directly with the merchant, they can raise a
chargeback with their card issuer. The chargeback must be for a legitimate reason, such as goods and services not received, faulty
goods, or a fraudulent transaction.

clQ

Visa Client Implementation Questionnaire

Clearing File/Clearing Transaction

Thredd receive batch clearing files from the card networks, containing clearing transactions, such as presentments and network fees.
The card issuer transfers the requested settlement amount to the acquirer and 'clears' the amount on the card, reducing the available
card balance accordingly.

CRI

Card Request Interface

CS

Customer Support

CVvC
Card Validation Code

D

DCC

Dynamic Currency Conversion

DE000-DE999

Data Element (000-999) number. For full details of each element, see the card scheme customer interface specification manual

DPAN

Device Primary Account Number
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E

EHI

External Host Interface

EMV

EMV originally stood for "Europay, Mastercard, and Visa", the three companies which created the standard. EMV cards are smart
cards, also called chip cards, integrated circuit cards, or IC cards which store their data on integrated circuit chips, in addition to mag-
netic stripes for backward compatibility.

External Host

The external system to which Thredd sends real-time transaction-related data. The URL to this system is configured within Thredd per
programme or product. The Program Manager uses their external host system to hold details of the balance on the cards in their pro-
gramme and perform transaction-related services, such as payment authorisation, transaction matching and reconciliation.

F

F Fee

Fixed fee

Fee Groups

Groups which control the card transaction authorisation fees, and other fees, such as recurring fees and Thredd web service API fees.

FID

Forwarding Institution Identification Code

FPAN

Funding Primary Account Number

FX

Foreign Exchange

FX Market

The currency market in which the FX Provider operates, such as London or the US. Currencycloud only operate in the one market

FX Provider

The currency conversion rate provider, such as Currencycloud

FxPdg

Foreign Exchange Padding - padding for currency conversion, to compensate for any fluctuations in currency exchange rates between
the authorisation and the presentment

Issuer (BIN Sponsor)

The card issuer, typically a financial organisation authorised to issue cards. The issuer has a direct relationship with the relevant card
scheme.

M

Mastercom

Create and manage dispute claims in Mastercom

MCC
Merchant Category Code - The type of merchant

MCC Pdg

Merchant Category Code Padding - padding for particular merchants who do the pre-authorisations

MDES

Mastercard Digital Enablement Service
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Merchant

The shop or store providing a product or service that the cardholder is purchasing. A merchant must have a merchant account,
provided by their acquirer, in order to trade. Physical stores use a terminal or card reader to request authorisation for transactions.
Online sites provide an online shopping basket and use a payment service provider to process their payments.

Merchant Category Code (MCC)

A unique identifier of the merchant, to identity the type of account provided to them by their acquirer.

MFX
Multi-Currency Card

MultiFX

A Thredd feature for seamless currency conversion. MultiFX lets customers hold different balances in different currencies sim-
ultaneously in one wallet

MvC

Master Virtual Card

O

Offline Transaction

This is often used in scenarios where the merchant terminal is not required to request authorisation from the card issuer (for example
for certain low risk, small value transactions used by airlines and transport networks). The card CHIP EMV determines if the offline
transaction is permitted; if not supported, the terminal declines the transaction. Note: Since the balance on the card balance is not
authorised in real-time, there is a risk that the card may not have the amount required to cover the transaction.

OTP

One Time Passcode/ Activation code sent to the cardholder for use in authenticating

=

PAN

Primary Account Number

PM

Program Manager

POS

Point of Sale

POSFX

A Thredd feature which makes spending abroad easy with realtime and transparent point-of-sale FX rates

Presentment

The payment has been financed and taken by the merchant bank

Program Manager

A Thredd customer who manages a card program. The program manager can create branded cards, load funds and provide other
card or banking services to their end customers.

R

R Fee

Rate fee - Fee based on the transaction amount

S

SC

Smart Client (Card Processor Front End)
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Smart Client

Smart Client is Thredd's user interface for managing your account on the Thredd Platform. Smart Client is installed as a desktop applic-
ation and requires a VPN connection to Thredd systems in order to be able to access your account.

STAN

System Trace Audit Number

Stand In Processing (STIP)

The card network (Visa and Mastercard) may perform approve or decline a transaction authorisation request on behalf of the card
issuer. Depending on your Thredd mode, Thredd may also provide STIP on your behalf, where your systems are unavailable.

T

TAR
Token Authentication Request (330000)

TCcy

Transaction Currency

TCN
Tokenisation Complete Notification (TCN) - 350000

TEN
Token Event Notification (TEN) - 360000

Token
The obfuscated 16 or 9-digit Card Number

Triple DES

Triple DES (3DES or TDES), is a symmetric-key block cipher, which applies the DES cipher algorithm three times to each data block
to produce a more secure encryption.

TxAmt

Transaction Amount

Txn

Transaction

\Y

Validation

Checks to confirm the card is valid, such as CHIP cryptograms, mag-stripe data (if available) and expiry date

VDEP

Visa's Digital Enablement Program

VPN

Virtual Private Network

VROL System

Visa Dispute Resolution Online system, provided by Visa for managing transaction disputes.
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Document History

This section provides details of what has changed since the previous document release.

Version

3.5

3.4

3.3

3.2

3.1

3.0

29

2.8

2.7
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Date

18/04/2024

26/02/2024

31/01/2024

03/01/2024

31/10/2023

13/10/2023

11/09/2023

13/06/2023

08/06/2023

27/04/2023

18/04/2023

23/12/2022

01/12/2022

12/10/22

01/10/22
24/01/22

02/09/21

05/01/21

26/08/20

31/01/20

Description

Updates to content to align with taxonomy updates on our Documentation Portal.

Added Network field to Transaction Details page and added reference to new
transaction types. See Viewing Transaction Details and Searching for a
Transaction.

Updated the list of prerequisite software required before installing Smart Client. See
Installing Smart Client.

Added Smart Client download links to PRD1 and PRD2 environments. See Installing
Smart Client.

Editorial review of content including the re-branding of all screen shots.

Removed references to creating multiple chargebacks from Managing
Chargebacks.

Added details of the new Fetch 3DS Credentials button, available on the Card
Master screen. See Viewing Card Details.

Removed Viewing Foreign Exchange (FX) Transactions topic; the CurrrencyCloud
solution has been withdrawn.

Updated Operations email address to be occ@thredd.com

Rebranded PDF and HTML versions now available

Added a new table describing permissions to the section About Roles and
Permissions.

Replaced the screenshot in Editing Card Details to show additional fields like
'Country' 'City' and 'DOB'.

Replaced the screenshot in Locating MDES/VDEP Device Status to show additional
'PAN Source' field.

Updated Copyright Statement.

Added a note about how card status of the card is taken into consideration during
the authorisation process for tokenised cards. See Finding MDES/VDEP Data on
Smart Client.

Added additional Card Status Codes to the appendix.
Added Case Filing content.

New version, with new content and layout.

Formatting Updated screenshots. Updated 3D Secure.

Updated screenshots. Chargebacks updated for Mastercom. Re-sending EHI
transactions.

Various updates including:

¢ Removed ‘Unload’ from Status Code 63
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Version

2.6

2.5
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Date

16/04/19

12/06/18

Description

e 3D Secure CAVV result
e MDES/VDEP updates

e Chargeback Updates

Added Password reset, Balance Adjustment and Token retrieval from archive.

Formatting. Additional functionality. Additional screenshots.
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Author

MB

AP
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Contact Us

Please contact us if you have queries relating to this document. Our contact details are provided below.

Thredd Ltd.

Support Email: occ@thredd.com
Support Phone: +44 (0) 203 740 9682

Our Head Office

6th Floor,

Victoria House,
Bloomsbury Square,
London,

WC1B 4DA

Telephone: +44 (0)330 088 8761

Technical Publications

If you want to contact our technical publications team directly, for queries or feedback related to this guide, you can email us at:
docs@thredd.com.
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