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About this Guide

This guide is intended as a reference guide, to provide information on the available GPS web services and fields in each web
service.

Target audience

This guide is aimed at developers who need to integrate their applications to GPS, using our SOAP-based web services. You should
know how to implement SOAP-based calls and handle the response.

What's changed?

If you want to find out what's changed since the previous release, see the Document History section.

How to use this Guide

Before you start:

* Make sure you have read the Integration Steps section and understand what information and system access you will need to
be able to use the web service sandbox and test environments.

* Read the Use Case Scenarios section, which explains how to implement the most common user scenarios and provides
recommendations as to which web services to use.

* Make sure you can connect to the GPS web service, by implementing a simple call, as explained in Using the API.

If you are an experienced user and don't want to read through the Getting Started sections, you can go directly to the Web Services
API section.

Implementing web service calls

* When implementing a web service request, you must at a minimum include the mandatory request fields and handle the fields
that are mandatory in the response.

* Where a field requires you to submit a code value or returns a code value, the guide provides links to the relevant appendix for
details. If in doubt as to which code to include in your request, you should use the default or recommended value.

* Do not change the default attributes (XML namespaces) in the SOAP request.

e Don't use spaces in xml tags.

* Please pay particular attention to XML tag name spelling and capitalisation. Different web services may sometimes adopt
different case and naming conventions. If in doubt, always refer to the GPS-provided SOAP WSDL. See Using the API.

Conventions used in this Guide

When reading the tables in this guide, note the following information is provided for each XML field:

Element Description

Tag The XML tag name. Please pay particular attention to the capitalisation and spelling. Where a tag name is used within text,
this is formatted as in the following example:

Type The type of field value supported. Options include:
N = number

AN = alpha-numeric

YYYY-MM-DD = date format: Year-Month-Date
HHMMSS = time format: Hour-Minute-Second

D = decimal

B = boolean

© 2023 Global Processing Services Ltd. All Rights Reserved. 3
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Element Description

Minimum /
Maximum Length

The allowed minimum and maximum field length. If in doubt, refer to the WSDL or examples provided in the guide.

Request /
Response

The status of the field in the request and response. Options are:

Mandatory = must be included in the request and will be in the response

Conditional = this field is mandatory under specified conditions. Refer to the description for details.
Optional = can be included. May be in the response.

Omit = you should omit this field. Will not be in the response

Other Documentation

Refer to the table below for a list of other relevant documents that should be used together with this guide.

Document Description

EHI Guide

Provides details of the GPS External Host Interface (EHI).

Smart Client Guide

Describes how to use the GPS Smart Client to manage your account.

specification

XML File Specifications Describes the fields in the XML file sent to the card manufacturers when implementing a create card
request.
GPS Card Generation Interface Provides detailed specfications for card manufacturers on GPS card creation.

3D Secure FAQ document Describes the GPS 3D Secure service.

GPS Protect Guide

Describes the GPS fraud protection service.

Tip: For the latest technical documentation, see the Documentation Portal.

© 2023 Global Processing Services Ltd. All Rights Reserved. 4
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Overview

The GPS web service is based on SOAP Version 1.1.

SOAP (Simple Object Access Protocol) is a messaging protocol for exchanging structured information in the implementation of web
services. It uses Extensible Markup Language (XML ) for its message format and relies on application layer protocols such as HTTP
for message negotiation and transmission. SOAP allows developers to invoke processes running on disparate operating systems
(such as Windows, macOS, and Linux) to authenticate, authorise and communicate using XML.

The figure below describes how the web services APl is used to integrate external systems to GPS.

Use the SOAP GPS processes the
API to submit APl request and
requests to GPS retums a response

Develop your end user apps

D End user Request
applications -
: GPS
(e.g.mobile apps) Your Web GPS
Systems @ Services Apex Global
API i
I ? End user customer _.ﬁ‘fs_"_ci’ts_e _____ Processing System
I8 semvices

Figure 1: Figure: API Architecture Overview
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Integration Steps

To integrate using the web services API, we suggest you complete the following steps in the order outlined below.

1 2 3 4

Start on-boarding Set up on Test Set up on Production .
— ) . Go Live
process Environment Environment

Step 1: Start the On-boarding Process

We recommend you start the on-boarding process as soon as possible, as this may take several weeks due to dependencies on
external parties, such as the Card Schemes.

For project scoping and scheduling information, please refer to your GPS Implementation Manager and to the following GPS
documentation: Project Initiation Document (PID) , Project Scoping Document (PSD) and Project Requirements Document (PRD).

On-boarding steps:

1. Make sure you have completed your Product Setup Form (PSF), to enable us to configure your programme-specific GPS
setup.

2 Enable us to exchange security keys between GPS and your card manufacturer, so that we can generate the PAN stock in our
systems, which is required to create physical cards.

3. When ready to go live with your service, check that your GPS contracts are signed and payments are up to date.

Step 2: Set up on the Test Environment

Access to the GPS generic test product

GPS will provide you with access to a generic GPS test product setup (referred to as dummy UAT or dummy setup), shared by all of
our clients, where you can start exploring the web services. The test product setup provides a restricted set of card functionality,
which enables you to perform basic actions such as: create and load cards, manage PINs, change card status and change card
velocity groups.

Access to your own dedicated setup

GPS configures your dedicated programme on the test environment (ITS-GPS), with unique credentials, based on the details agreed
in your Product Setup Form (PSF). At this stage transactions are managed within the test environment and not via the card scheme
network.

Test environment setup steps:

1. Ensure you have secure access to all the required GPS systems:

¢ Provide GPS with a list of IP addresses allowed to use the web services.
* Some clients may require VPN access to GPS in order to use the web services.

2. Ensure you have the required user credentials and codes needed to submit web service requests:

* You need a username and password, which must be included in the authorisation header of your SOAP request. Your
Implementation Manager will provide you with your credentials.

* You will need an Issuer Code, supplied by GPS. This must be included in the body of your SOAP request.

Test your Integration:

1. Decide which web services you need. This depends on the GPS External Host Interface (EHI) mode you are using. For
example:

e If you are set up for EHI mode 1 and 4 you mainly use the web services related to card creation, card management and
card usage groups.

© 2023 Global Processing Services Ltd. All Rights Reserved. 6



Web Services Guide

3.16

* If you are set up for EHI modes 2 and 3, you may need to use other web services for loading/unloading cards and
updating the balance on the card.

2. Testyour EHI integration. For more information, refer to the EHI Specifications.
3. Submit test web services transactions to the GPS test system. See Using the API. View the results and fix any errors.

Note: We recommend you start with a simple check of the status of the web service to make sure you can connect, using
. See Check Service Availability.

4. When you are satisfied you understand how the web service API works, build your front-end user application with the SOAP
API functionality included.

CHIP Profile and White Test Plastics

Create test card tokens and generate white test plastics. These are generic, hon-branded cards with test keys on the card. Your
Implementation Manager will work with your card manufacturer to produce test cards:

* GPS generates a card file for any test cards that have been created and manually sends to the card manufacturer.

¢ The card manufacturer produces white test plastics in line with the agreed project plan. Test cards are sent to the relevant
parties (e.g. the Program Manager and Visa or Mastercard).

e Testing is undertaken in line with the agreed scope.

Step 3: Set up on Production

Once all production readiness activities are complete, GPS provides you with production credentials and generates a limited number

of PAN stock, as approved by your card issuer.

Production testing steps:
Additional end-to-end transaction testing is required at this stage. In particular:

e Create card tokens for automated card production.

* GPS will send a file to the card manufacturer via sFTP. The card manufacturer generates live physical cards and despatches to

the relevant parties for testing (GPS, Programme Manager and Card Schemes).
* GPS can provide you with a test script to run tests that cover aspects you should test, such as:

° Test traffic through the BIN tables.

° Test the card chip profile is working in line with how it has been configured (for example, if the card is enabled to draw
out money at ATMs and charges a fee for ATM withdrawals, check this works as expected).

° Test to ensure usage groups and velocity limits set up for your products work as expected and return the expected
results.

* Make sure you understand any messages returned from the card schemes and card issuers and know how to handle.

e Test the end-to-end customer experience and confirm that the card and account are operating as expected.

Step 4: Go Live

GPS pavement testing approval is required in addition to any Issuer sign-off before we can switch your account to Active.

© 2023 Global Processing Services Ltd. All Rights Reserved.
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Use Case Scenarios

This section provides examples of common scenarios using the GPS web services.

¢ Creating a Card

* Using Tokens

¢ |Loading a Card

¢ Running Card Enquiries

e Managing Cards

¢ Renewing Expiring Cards

e Replacing a Lost or Stolen Card

* Registering a Cardholder for 3D Secure

¢ Creating a Card with Agency Banking Features

* Using MFX Wallets

Creating a Card

GPS provides web services to create a card, which can be either a physical or a virtual card. For a virtual card, GPS may hold the
card image or you can manage the image on your side; for a physical card some extra steps are involved in generating an XML file,
which is sent to the GPS Card Manufacturer for printing and sending to your customer. See the figure below.

3
2
1 GPS processesthe
You use the SOAP APl to APl request and
submit requests to GPS returns a response
End customer signs
up for your senice Web service:
Create Card 4
GPS produces a card file
and sends it to the card
GPS GPS manufacturer
WEB Global Processing St et
Services
Response refurned API SyStem

5 Card printed and sent to cardholder

Figure 2: Figure: Using the Card Create web service

Recommended API

The API to use to create a card depends on the requirements of your application. We recommend the following:

e To create a card, use the Card Create APIl: ws CreateCard. The card can be issued in a state of active or inactive:

° Ifissued as inactive, it must be activated using the Card Activate API: ws Activate. This scenario is typical for customers
who sign up for a physical card via the Internet or their mobile App.

° Ifissued as active, the card can be used immediately. This scenario is typical for customers who sign up for a card via a
point of sale outlet or for certain types of prepaid cards which you want your customer to be able to immediately use.

¢ To activate a card and load an initial balance, use the Card Activate and Load API: ws Activate Load.

* You can use \Ws_ Banking CreateCustomer to Register a Customer prior to creating a card or bank account. This is required for
some Agency Banking integrations.
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What to look out for:

¢ Card status: check to confirm the card status.

* Change the status to active if required, so that a customer can start using it. You can use the Card Activate API:
Alternatively, if you provide your customers with a phone activation service, you can use the Phone Activation API:

» Ifacardis reported as lost or stolen, or you need to temporarily block the card, you can change the status of the card using the
Card Change Status API: . If the card is temporarily frozen, for example, it has been reported as lost and is
later found, you can reactivate it using the Card Change Status API:

e |f you deactivate a card that has been reported as destroyed or stolen, for security reasons it is not possible to reactivate. You
will need to issue a new card.

» Card manufacturer fields: please check with your card manufacturer for details of the fields they are expecting. For details of
supported manufacturers, see Card Manufacturers.

* Address fields: make sure you populate any address fields which may be used for AWS checks.

Using Tokens

Tokens enable you to use GPS web services without needing to store or supply the full 16-digit card primary account number (PAN).
When creating a card, GPS always returns the linked to the physical or virtual card. When making a web service
request, instead of supplying the PAN, you can include the card's , together with other mandatory information.

GPS generates two types of tokens:

e O-digit unique random token, linked to the PAN.

¢ 16-digit, formed from the 3-digit identifier, plus the 9-digit token, plus the last 4 digits of the PAN.

Example:

PAN = 6752993874229367

9 digit token = 734602981

16-digit token = 712+734602981+9367 = 7127346029819367

GPS web services can receive the 9 digit public token in the request and return it in the response. Some web services may respond

with the 16-digit public token. This guide will clarify when this is the case.

Using Tokens on Mobile Devices

You can use the Mastercard Digital Enablement Service (MDES) or Visa Token Service (VTS) to manage the tokens linked to a
mobile device that has been bound to a card. This is a separate Mastercard or Visa linked to the digital PAN
(DPAN), and should not be confused with the GPS linked to the card.

You can use the following web services to manage your mobile device tokens:

e Token Device Management:

¢ Payment Token Get:

e Payment Token Status Change:

Loading a Card

The load card web services enable you to load funds onto a card. Your EHI mode determines whether GPS holds the card balance or
you hold the balance on the card. See the example below for a client with EHI mode 2 or 3, where GPS holds the balance.
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Card Load: EHI Mode 2 and 3

Request to add funds _._
»
Enter load amount on Front-end
- Call card load API

Card load response

.‘... TR ——

GPS

Processin
System

Y

Approve request

Load credit on GPS
platform against account

Figure 3: Figure: Using the Card Load web service

When using the API, you can specify the amount to load, the load source, and other load details.

Recommended API

The API to use to load a card depends on the requirements of your application. We recommend the following:

¢ To load a card without activation, use Card Load: Ws Load

e Toload and activate a card at the same time, use Card Activate and Load: Ws Activate Load

e To unload a card (debit a specified amount or the full balance), use Card Unload: Ws_ UnlLoad

* Tounload a card and change the card status to inactive (e.g., customer closing an account), use Card Unload and Change

Status: Ws_UnLoad_StatusChange

What to look out for:

» Check card status: The load will fail if the card is flagged as invalid, lost, stolen, destroyed, expired or restricted.

* The cardholder's load limits: the load will fail if the number of load attempts or load amount exceeds the daily or period limit
configured for your product.

* Load source: the load will fail if you use a load source not configured for your product (if no load sources have been set up for

your product, you are able to use any load source).

Running Card Enquiries

GPS provides web services to enable you to check the status of the card, the available balance and other card details.

Check card status

Reguest to transfer funds on card -
Call card enquiry AP
-
) D Return card details
Card enqguiry response
v Gard is valid e —

GPS
Processing

System

Y

v Card is active
v Balance is avafable Call card unload API

Deduct credit on GPS
Card unload response platform against account

Figure 4: Figure: Using the Card Enquiry web service

© 2023 Global Processing Services Ltd. All Rights Reserved.
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Recommended API
The API to use to run a card enquiry depends on your requirements. We recommend the following:

* To confirm the status of a card and the available balance, use Card Enquiry: . This returns both live and archived
cards.
¢ To confirm the status of all live cards linked to a customer, use or . See

Customer Enquiry.

Managing Cards

Below are examples of other common web services you can use to manage your cards:

PIN Control

e To set, retrieve, unblock and change the PIN associated with a card, use Card PIN Control:
You can also use this to unblock the CVC2 of a card or mobile device token.

Change Card Groups

You can link a card to the GPS card groups configured for your programme (e.g. Limit Groups, MCC Group, Fee Group and Usage
Group). The group determines how the card can be used and/or the types of charges that can be applied to the card.

* To change the groups linked to a card, use Card Change Groups (single):

e To bulk change the groups for multiple cards, use Card Change Groups (Bulk):

What to look out for:

* |f you change the velocity group for a card, this may prevent the customer using their card (e.g. POS daily limit for the existing
group XXX-VL-XX is 500.00, but the new group for this card, XXX-VL-YY, has a POS daily limit of 250.00).

* You must use a group that has already been configured for you in Smart Client (based on the information provided in your
Product Setup Form). For any amendments or new groups, please contact your Account Manager.

* This change is at a card level and not a product level.

Manage Card Fees

The default fees for a card are linked to the generic GPS product for the card, as set up for your programme. GPS offer web service
to enable you to query and apply fees to a specific card.

* To apply fees to a specific card, use the Card Apply Fees API:

e To list pending fees due on a card, use the Card List Pending Fees API:

© 2023 Global Processing Services Ltd. All Rights Reserved.
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Renewing Expiring Cards

We recommend you renew expiring cards as follows:

Renew Expiring Cards

GPS

Processing
System

Get list of cards due
i to expire this month

\J

— Retumn list of expir d
Notify customer (OPHONal) | | gqromoimororoee oo

I 2 Renew the card

.
-

Store the GPS public token of the new

M otify customer 3 card for use in actions on the new card
O B
] Customer receives 4 Activate card
new card
Activate request 5 Use the old token linked to the expired

h 4

card for any queries on the old card

Figure 5: Renewing Expiring Cards

1. Use the Cards Get Expiring Soon API (\Ws_Get Card_ExpireSoon) to return a list of cards due to expire in the next month.

2. Renew any expiring soon cards using the Card Renew API: Ws Renew Card.

Tip: You can transfer the card balance immediately to the new card and update any linked wallet/card payment tokens at
the same time.

3. GPS returns a new GPS public token (<PublicToken>) to use for any further actions or queries on the renewed card.

Note: If renewal options 0, 1 or 8 are requested, then GPS returns the existing GPS public token and does not create a
new card record.

4. Ifyou are replacing the card with a physical card, then you need to activate the card. See Card Activate.

5. The old expiring card record will still exist in the system; any queries using the old GPS public token will return details of the
status or balance on this record.

Note: When replacing a card, do not use the Create Card web service, with <Replacement> setto 1. This is a legacy option.

Note: We recommend you renew any physical cards well in advance of their expiry date, so that the new cards can be sent to
cardholders for them to activate and use. Once a card's expiry date has passed, the cardholder will no longer be able to use the
old card for payment transactions.

Note: When replacing a card, please be aware that when the new card is activated, GPS will change the status of the old card to
62 restricted card.

Extending the Expiry Date

In some circumstances you may be able to extend the GPS expiry date of a card, using the Card Extend Expiry Date API: Wws

ExtendExpiry

Replacing a Lost or Stolen Card

You can use the Card Renew API to replace a lost or stolen card.

© 2023 Global Processing Services Ltd. All Rights Reserved.
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Registering a Cardholder for 3D Secure

3D Secure (3-domain structure), also known as a payer authentication, is a security protocol that helps to prevent fraud in online
credit and debit card transactions. This security feature is supported by Visa and Mastercard and is branded as ‘Verified by Visa’ and
‘Mastercard SecureCode’ respectively.

GPS use Cardinal Commerce to manage 3D enrolment and authentication. We provide web services to enable you to enrol your
cardholders in the 3D Secure scheme, update and delete cardholder details.

GPS
Processing
System

Cardinal
3D Secure

3D Secure Enrol

Success

Figure 6: Figure: Using the 3D Secure cardholder enrolment web service

Recommended API

* To enrol a cardholder in 3D Secure, and add, edit or delete their credentials via the Cardinal real-time data exchange (RDX)
interface, use 3D Secure RDX Credentials API: Ws AddUpDelCredentials

* For details of additional legacy 3D Secure web services, see 3D Secure Overview.

For additional information on 3D Secure support, see our 3D Secure FAQs.

Note: The use of 3D Secure can help prevent cardholder fraud. 3D secure authentication checks are only applicable to
cardholders and merchants enrolled in this scheme. Payer authentication is managed via a separate Cardinal Commerce REST-
based API service; for details refer to the 3DS RDX Biometric Interface Specifications.

Creating a Card with Agency Banking Features

GPS offer an agency banking solution through Modulr, which enables you to create cards with banking features enabled.’

GPS

Processing
System

1 Create Customer —
}-— .
CustomerlD etc. e eenmnmnnmmnnmnnnmennennd
2 Create Banking Card
P Success + public token etc. B
3} Register for notifications
> i
Success B

Figure 7: Figure: Using the Modulr Agency Banking Service

Recommended API
For customer registration and account creation, you should follows these steps:

TNote that this service is region-specific. Please check with your account manager for support in your region.
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1. Register a customer for agency banking, using . See Register a Customer for Banking.
2 Create a card with agency banking features, using . See Create Card with Agency Banking.
3. Set up notification channels, to enable receipt of information of payments in and out of the account, using
. See Register a Customer for Banking Actions.
You can make external payments out of the account using . See Make External Payment.
For details of additional legacy Agency Banking web services, see Banking Services Overview.
Using MFX Wallets
GPS offers web services to enable you to create and manage eWallets. The eWallet can support multiple currencies” and can be
linked to a physical card.
¢ To create a wallet, use the Wallet Create API:
¢ To check the balance available on the wallet, use the Wallet Balance Enquiry API:
* To regenerate the wallet (e.g. for a lost or stolen card), use the Regenerate the Wallet API:
2Currency support is region-specific. Please check with your account manager for support in your region.
© 2023 Global Processing Services Ltd. All Rights Reserved. 14
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Using the API

This section provides tips on how to integrate to GPS using the SOAP web services API.

Using the Web Services

View the WSDL

You can open the following URL in a browser to view the structure of the WSDL.:

https://ws-uat.globalprocessing.net:13682/service.asmx?WSDL

Tip: We recommend you always refer to the WSDL for the correct XML tag name spelling and capitalisation, as different web
services may sometimes adopt different case and naming conventions.

Install a SOAP Application

We recommend that you use an API tool that supports SOAP to test out the GPS web services.

SOAPUIl is an open-source application, which you can download and install on any computer, which enables you to submit test
transactions to GPS.

Load the SOAP WSDL

You can load the GPS SOAP test WSDL into your SOAP tool. If you are using SOAPUI, then:
1. Select File > New SOAP Project.

2 Enter a project name and then, in the Initial WSDL field, paste the following URL:
https://ws-uat.globalprocessing.net:13682/service.asmx?WSDL

3 Click OK.
New SOAP Project X
New SOAP Project
Creates a WSDL/SOAP based Project in this workspace

Project Name: [GPS Web Service \

Initial WSDL: [ https://ws-uat.globalprocessing.net:13682/service.asmu}| | Browse... ]

Create Requests: [v] Create sample requests for all operations?
Create TestSuite: [_] Creates a TestSuite for the imported WSDL

Relative Paths: [ _] Stores all file paths in project relatively to project file (requires save)

Implementing a SOAP Request

Always follow the instructions provided for Implementing web service calls, to ensure that your XML requests are correctly formated.

You can implement a SOAP call as follows:

1. Select a SOAP service from the left-hand navigation pane. We recommend you start with a check of the status of the web
service to make sure you can connect, using . See Check Service Availability.

2 In the centre pane, customise the SOAP details of your transaction. At a minimum, you will need to enter your username,
password and Issuer Code ( ). If you don't have these details, check with you GPS Implementation Manager.

Tip: You can copy and paste examples in this guide into the SOAP window, and customise as required.

3. Click Submit.

The SOAP response should be displayed in the right-hand pane within SOAPUI. A successful request will return an
status of 000 (Normal, approved). See Action Codes.

© 2023 Global Processing Services Ltd. All Rights Reserved. 15
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Fair Usage Policy

GPS has a Fair Usage Policy which restricts the maximum number of concurrent web service connections per client (IP address) to
20.

If you send more than 20 concurrent web service requests to GPS an HTTP error message 403, sub-status 501 is returned. This can
be mitigated by controlling your outbound web server configuration. For further details, please contact your Implementation Manager
or Account Manager.

Additional charges for using some Web Services

Note that in the Production evironment additional charges may apply to web services that retrieve the balance on the card from GPS.
Please contact your account manager to discuss.You can avoid this charge if you use the EHI data feed to maintain the balance in
your own systems. The following web services listed in this guide retrieve the balance on the card: ,

, , , and

Viewing Transactions on Smart Client

You can log in to Smart Client to view the card token and associated activity generated by your web services.

Note: Smart Client must first be installed as a desktop application on your machine. A VPN connection to GPS is required to
access Smart Client in production.

For more information on using Smart Client, please refer to the Smart Client User Guide.
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Introduction to the Web Services API

The table below lists the available web services (ordered alphabetically).

API

Ws_Activate

Description

Sets the status of the card to ‘active’ to enable Mastercard/Visa network transactions. Used to activate
cards issued in an inactive state.

Ws_Activate Load

Enables simultaneous load and activation of a card. This is a common requirement for cards sold from
kiosks or from retail stores. For cards ordered over the internet, delayed activation provides added secur-
ity by ensuring that any card stolen or lost in the post cannot be used.

Ws_Activate MVClLoad

Enables simultaneous load from Master Virtual Card (MVC) and activation of cards. Ws_Activate_
MVCLoad effectively combines the functions of Ws_BalanceTransfer and Ws_Activate for clients that
are using MVCs (Master Virtual Card).

Ws_AddUpDelCredentials

Enables you to collect the cardholders' 3D Secure credentials and insert, update or delete those cre-
dentials using the Cardinal Commerce Real-Time Data Exchange (RDX) interface.

Ws_Balance_ Enquiry (V2)

Returns the current available balance on the card.

Ws_Balance_Enquiry Wallet

Returns the current available balance on each of the available currency wallets for a multi-FX card.

Ws_BalanceAdjustment

Enables you to apply a debit or credit to a card record.

WSs_BalanceTransfer

Used to transfer an amount from one card to another.

Ws_BalanceUpdate

Updates the Available and Current (STIP) balance for EHI (External Host Interface) Mode 4 and 5 Cards
(Please see EHI specification).

Ws_Banking AccountModulusCheck

Validates that a sort code and account number (UK Bank Accounts provided through programmes using
GPS Bottomline Agency Banking) are valid via a modulus check.

Ws_Banking CancelDir-
ectDebitBankingEnabledCard

Marks a direct debit as cancelled where a card has an associated UK Bank Account (provided through
programmes using Agency Banking). The GUID (Globally Unique ID) for the direct debit is required and
can be obtained by calling

Ws_Banking_Card_Statement V2

This web service is an enhancement to \Ws Card Statement and returns all statement details for this card
and previous cards if the card has been replaced for various reasons

Ws_Banking_ChangeAc-
countBankingFeaturesStatus

Changes the features of the banking enabled card and allow the user to switch functionality on or off.

Ws_Banking_CreateCustomer

Enables you to register customer details without creating associated bank accounts or cards.

Ws_Banking_DD_CancelMandate

Cancels a specific mandate for a specific mandateld and token.

Ws_Banking DD_GetMandate

Retrieves all mandates for a given token.

Ws_Banking GetDir-
ectDebitlnstructionsBanking
EnabledCard

Returns a list of all direct debits for a given token (with or without sub accounts). Note: Only for pro-
grammes using Agency Banking.

Ws_Banking_GetPendingDirectDebits

Returns a list of all direct debits that are due for payment today for a given token (with or without sub
accounts). Note: Only for programmes using Agency Banking.

Ws_Banking_RegisterNotification

For some banking integrations, once you have called Ws_CreateCard_V2 to create the bank account
and card, you need to make additional calls to allow payments to be processed on and off the card.
There are a number of options, but as a minimum, you should switch on PAYIN and PAYOUT to facilitate
payments. Note: All notifications work at a customer level, so if a customer has more than one account,
the notification will apply to all of the customers accounts

Ws_Banking_ReturnBankDe-
tailsFromToken

Returns the sort code and account number (UK Bank Accounts provided through programmes using
Agency Banking) from a token.

Ws_Banking_StatusQueryBank-
ingEnabledCard

Returns the Agency Banking features (UK Bank Accounts provided through programmes using Agency
Banking) that are enabled on a card and the status of the card.

Ws_Banking_ TransferFunds

Makes an external payment via the Faster Payment banking network where a card has an associated
UK Bank Account (provided through programmes using Agency Banking). Note that the money is
queued and has not necessarily entered the banking network.

Ws_Banking UpdateBank-
ingEnabledCard

Updates the status of Banking services for a card depending on the current status.

Ws_BulkCreation

Creates a bulk number of virtual as well as physical cards in a single request. This web service takes an
XML document as the input parameter with the information needed to create virtual or physical cards. It

produces an XML document with the list of newly created virtual or physical cards as the response. Card
images will be created in the web service directory when creating a virtual card.
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Ws_BulkWalletCreation

Description

Creates multiple wallets in a single request. This web service takes an XML document as its input para-
meter with the information needed to create wallets and produces another XML document with the list of
newly created wallets as a response.

Ws_Card BalEng

Returns the available balance of a card and the sum of any blocked amounts.

Ws_Card_Change_Cardacceptor_List

Updates the card acceptor lists such as Allow and Deny lists that a card makes use of.

Ws_Card_Change_Groups

Changes one or more of the usage groups for a specific card within any of those configured for your pro-
gramme (e.g. Limit Groups, MCC Group, Fee Group and Usage Group).

Ws_ Card_Statement

Returns a list of transactions performed by the cardholder since a specified date, together with the start-
ing balance and current balance. Typically you should specify a date range of within the last 7 days. If the
date is omitted, then all transactions are returned. Current actual and available balance is also returned.

Ws_CardAcceptorBlacklist

Used to maintain Card Acceptor (MerchantID) Deny lists, which can then be assigned to a card or group
of cards. GPS will decline authorization transactions belonging to any merchant IDs on the Deny list. The
response code will be 05 - Do not honour'.

Ws_CardAcceptorWhiteList

Used to maintain Card Acceptor (MerchantID) Allow lists which can then be assigned to a card or group
of cards. Only merchant IDs on the Allow list will be approved by GPS at authorisation stage.

Ws_CardHolder Details_ Enquiry

Returns the details of a cardholder.

Ws_Change_Cardacceptor_List

Updates the card acceptor lists such as Allow and Deny lists that a group of cards belong to.

Ws_Change Groups

Changes groups such as Group Limits, MCC Group and Usage Group of cards within a product or a cus-
tomer account.

Ws_Check Checks web service availability. It validates the SOAP credentials and Issuer Code by calling database
procedures.
Ws_Client_FX Enables you to send your own foreign exchange (FX) rates to GPS. You can stream in FX rates at your

chosen frequency (e.g. hourly, daily). The rates can be used for multi-FX wallet functions or for pro-
visioning of fixed rate FX cards.

Ws_Convert_Card

Upgrades a virtual card to a physical card.

Ws CreateCard

Creates both a virtual card and a physical card.

Ws CreateCard V2

Creates a card with Agency Banking features enabled. It will also upgrade an existing card to have bank-
ing features. Applies only to programmes using Agency Banking.

Ws_ CreateWallet

Used to create virtual wallets as well as physical card wallets.

Ws_Customer_Enquiry

Returns the list of cards associated with a specified customer name.

Ws_Delete3DSecureDetails

Deletes 3D secure enrolment details for a card. ( Cardinal Batch File Interface; Legacy use only).

Ws_Enquiry

Returns the details of a card, such as: Token, Expiry Date, Status, Cardholder name.

Ws_ExtendExpiry

Changes the GPS expiry date of cards by the specified value.

Ws_Generic_Fees

Applies fees with a comment to a particular card.

Ws_Get _Card ExpireSoon

Returns the details of cards that are going to expire within the month. The response will return all cards
due to expire, regardless of the volume.

Ws_ Get Passcode

Used to retrieve the Access Code (also known as pass code or activation code) of cards.

Ws_Insert3DSecureDetails

Enrols a specified cardholder onto 3D Secure using the Cardinal Batch File Interface 3D Secure service.
(Legacy use only)

Ws_link cards

Links cards in a Primary and Secondary relationship, and can be used when the primary card with exis-
iting secondary card linkage(s) needs to be replaced with a new token. The secondary cards can be
linked to the new token via this web service call.

Ws_list_group

Lists the codes and descriptions of all groups of a certain type (e.g. Fee Groups, Limit Groups).

Ws_List Pending_Fees

Lists service lists details of pending fees that relate to a particular card.

Ws_List Products

Lists products your programme has on the GPS systems and their descriptions.

Ws_ Load

Loads or re-loads a card with a specified amount.

Ws_ MVCLoad

Loads funds from Master Virtual Cards (MVC) only. This is similar to balance transfer, the only difference
is that the source is always an MVC token.

Ws MVCUnload

Enables customers to unload back to Master Virtual Card (MVC) only.

Ws_PaymentToken_Create

Used to create a payment token for use with the GPS mobile wallet tokenisation service. You should
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Description

only use this web service if you connect directly via API to Visa or Mastercard to manage the card
tokenisation process.

Ws Payment Token Get

Gets the details for MDES (Mastercard Digital Enablement Service) Payment Token Cards.

Ws_ Payment Token_ StatusChange

Changes the status of an MDES (Mastercard Digital Enablement Service) Payment Token Card.

Ws_ Phone Activation

Enables activation of a card by phone. It also returns the PIN and the PIN status of that card.

WS PinControl

Enables you to set, retrieve, unblock and change the PIN associated with the card.

Ws_Query3DSecureDetails

Used to view the phone number of a particular user’s token that has been enroled for 3D secure and gets
the details from GPS 3DS table. (Cardinal Batch File Interface; Legacy use only).

Ws_Regenerate

Retrieves the card image configured in the GPS platform for virtual and physical cards that have been
converted which can then be displayed to the cardholder. If a customer wants to see the image some
time after card creation you can regenerate the image. This web service can also be used to replace Lost
or Stolen cards; the customer will be issued with a new PAN, CVV2 and Expiry Date.

Ws_RegenerateWallet

Regenerates MFX cards.

Ws Remove CardHolder Data

Removes personally identifying cardholder data (cardholder name, address, email and phone
number) from the specified card. You can remove data from multiple cards in a single request.

Ws Renew Card

Enables you to renew or replace cards. Combines the functionality of card replacement and card
renewal. The replacement card will automatically have the same balance as the original card at the time
when the replacement card is activated. Any linked cards will still point to the correct card.

Ws_ResetAccumulator

Allows you to reset transaction and amount counters (since the last authenticated transaction) on a card
to re-enable contactless devices and wearables, where a Secure Cardholder Authentication cannot be
performed by the terminal (i.e. those that do not offer PIN).

Ws_Send_CardFiles

Creates two CSV files and sends the files to the SFTP folder specified in the request. One file contains
the 9 digit public token and CVV. The other file contains the 9 digit public token and the middle 6 digits of
the PAN.

Ws_SendMessage

Used to send a predefined message to the cardholder via SMS or Email. GPS can configure the mes-
sage using a selection of variables.

Ws_Simple Check

Checks web service availability. Can be called over HTTPS GET.

Ws_StatusChange

Enables the status of a card record to be changed. For example to: Do not honor, lost, stolen or Card
Destroyed.

WS Token Device Management

Allows you to retrieve a list of devices bound to a DPAN. Can be used to unbind a device by initiating an
Unbind API call to Visa.

WSs_Transaction Void

Enables cancellation of any transaction which has been implemented via a web service, and also allows
you to remove uncleared authorizations.

Ws_ UnLoad

Unloads a card. Note that any outstanding, unsettled authorisations on the card may result in the card
going into a negative balance.

Ws UnlLoad StatusChange

Simultaneously unloads the card and changes the card status (e.g. to expired).

Ws_Update Cardholder Details

Enables cardholder details to be updated. For example: name and address.

Ws_Update Cardholder Details V2

This web service is an enhancement to Ws_Update_Cardholder_Details. It allows further cardholder
details to be updated such as EmbossLine4, ProductRef, ThermalLine1 etc.

Ws_UpdatelLastModifiedType

Used to update the last modified type of 3D secure action for a card. (Cardinal Batch File Interface;
Legacy use only).

Ws_Update3DSecureDetails

3D Secure service to amends 3D secure details for a card; this web service can be used to update the
phone number used for authentication SMS. (Cardinal Batch File Interface; Legacy use only).

Ws 3DS AddUpDelDetails

Enables you to register details with RSA for online 3D secure payments. (Legacy use only)

Ws_WebServiceResult V2

Returns the 3 digit Action Code of a previous web service call. The WSID of the previously called web
service is passed as the input parameter along with the issuer code and GPS will return the full response
corresponding to the given WSID along with the Action Code.

The next sections in this guide are organised based on common tasks performed using the API, in the order in which we expect most
users will use them. Please use the left-hand menu options to find the section and API you are interested in.
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Service Status Checks

You can use the following web services to check the status of the GPS service:

Check Service Availability: Ws Check

Check Web Service Availability (HTTPS): Ws_Simple Check

© 2023 Global Processing Services Ltd. All Rights Reserved.

20



Web Services Guide 3.16

Check Service Availability

APl Ws Check
This web service is used to check web service availability. It validates the SOAP credentials and Issuer Code.

Note: GPS has extensive automated monitoring of web services availability and response times. Our current annual service
availability is over 99.96%.

Record Description

Minimum Maximum

Type Description Request Response
ol Length Length . < >
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory

Assigned by GPS.

<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes. If the web service is
available, returns “000”.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Check>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
</hyp:Ws_Check>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_CheckResponse xmlns="http://www.globalprocessing.ae/Hyperionleb">
<Ws_CheckResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
</Ws_CheckResult >
</ Ws_CheckResponse>
</soap:Body>
</soap:Envelope>

© 2023 Global Processing Services Ltd. All Rights Reserved.
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API: Ws_Simple Check
This web service can be called using HTTPS GET. It can be used to monitor web service availability.
If successful, returns "000".
Request
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" GET /Service.asmx/Ws_Simple_Check? HTTP/1.1>
Response
<?xml version="1.0" encoding="utf-8"?>
<string xmlns="http://www.globalprocessing.ae/HyperionWeb">string</string>
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Card Services Overview

You can use the following web services to create and manage your cards:

Create Card Load and Unload Card
Card Create: Ws CreateCard Card Load: Ws lLoad
Card Bulk Create: Ws_BulkCreation Card Unload: Ws_UnLoad

Card Unload and Change Status: Ws_Unload_StatusChange

Activate Card Mastercard Virtual Cards

Card Activate: Ws Activate MVC Card Activation and Load: Ws Activate MVCload
Card Activate and Load: Ws Activate Load MVC Load: Ws_MVClLoad

Card Phone Activation: \Ws Phone Activation MVC Unload: Ws_MVCUnload

Manage Card Other Card Services

Card Change Status: Ws StatusChange Card Send Files: Ws_Send_CardFiles

Card PIN Control: WS PinControl Cardholder Send Message: Ws SendMessage

Card Extend Expiry Date: Ws_ExtendExpiry Cards Link: Ws_link_cards

Card Renew: Ws Renew Card

Card Regenerate Image: Ws Regenerate

Card Get Passcode: Ws Get Passcode

Card Convert to Physical: Ws Convert Card
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Card Create

APIl: Ws_CreateCard

This web service is used to create both virtual and physical cards.

e For avirtual card: the web service generates a JPEG image of the newly created card, with a PAN, Public Token and expiry
date embossed on it. This image is returned in the response and encrypted via a pre-shared PGP key. An SMS can optionally
be sent to the cardholder’s mobile phone number with the CVV of the card. 3

* For a physical card: the web service creates an XML file for this card, to be sent to the card manufacturer. For more information
on the fields in the XML file, refer to the GPS Card Generation Interface specification.

To replace a card, we recommend you use the Card Renew API (Ws Renew Card), which provides greater functionality and control
for renewal and replacement of cards.

Note: You need to be PCI DSS Compliant to receive virtual card images from GPS.

Note: When creating a card, we recommend that you populate the address fields (e.g., <Addri1>,<Addrl2>, <postcode>) that are
used for Address Verification Service (AVS) checks.

Record Description

Minimum Maximum

Type Description Request Response
v Length Length . . .

<WSID> N 1 19 Web service ID. Should be unique for | Mandatory Mandatory
every web service request sent.

Tip: You could use a number based on
the current date and time, as long as it
is unique (e.g., 20201217145006).

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. | Mandatory Mandatory
Assigned by GPS.

<TxnCode> AN 1 2 The Transaction Code. See Mandatory Mandatory
Transaction Codes. Default value is
10.

<ClientCode> AN 1 64 User ID of the customer using the Optional Conditional

service. Only applicable to systems
using member logins. Returned in the
response if present in the request.

Note: Legacy field. Not used.

<Title> AN 1 4 Cardholder’s title. Also used as the Optional Omit
card purchaser's title if no delivery
address is supplied.

<LastName> AN 1 20 Cardholder's last name. If no delivery | Conditional | Omit
address is supplied it is also assumed
to be the card purchaser’s last name.

<FirstName> AN 1 20 Cardholder's first name. Also used as | Conditional | Omit
the card purchaser's first name if no
delivery address is supplied.

Mandatory if <lastName> is present.

<Addrl1> AN 1 50 Cardholder's address line 1. Also used | Conditional | Omit
as the card purchaser's address line 1
if no delivery address is supplied.
Mandatory if ‘Address’ fields are
specified.

<Addri2> AN 1 50 Cardholder's address line 2. Also used | Optional Omit
as the card purchaser's address line 2

3If you are PCI compliant, you can retrieve the full virtual card details, which will include the PAN, Expiry and CVV. SMS is not sent by
default.
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Minimum

Length

Maximum
Length

Description

Request

Response

if no delivery address is supplied.

<Addrl3>

AN

50

Cardholder's address line 3. Also used
as the card purchaser's address line 3
if no delivery address is supplied.

Optional

Omit

<City>

AN

20

Cardholder's home city. Also used as
the card purchaser's city if no delivery
address is supplied. Mandatory if
<addrlL1> is present, and <postcode> is
not present.

Conditional

Omit

<PostCode>

AN

10

Cardholder's home postcode. Also
used as the card purchaser's postcode
if no postcode is supplied. Mandatory
if <addrL1> is present, and <city> is not
present. See Postcode Permitted
Characters.

Conditional

Omit

<Country>

AN

Cardholder’s country of residence.
This is represented as a 3 digit ISO

country code (e.g. 826 for UK).
Mandatory if <addrL1> is present.

Conditional

Omit

<Mobile>

AN

25

25

Cardholder’s mobile phone number
(including dialing code if applicable).
See Processing of Telephone
Numbers.

Optional

Omit

<PublicToken>

AN

The card’s public token.The public
token of the newly-created card is
always returned in the response. If a
replacement card is required, specify
the 9-digit public token of the original
card.

Conditional

Mandatory

<CardDesign>

AN

The identifier of the card product, or
Product 1D, within GPS. For details,
check with your Implementation
Manager. Mandatory if not a
replacement card request. Note: this is
not the same field as the CrdDesign or
ProductRef.

Conditional

Omit

<ExternalRef>

AN

30

External reference code for the card.

Note: Legacy field. Not used.

Optional

Conditional

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth.

Optional

Omit

<AccCode>

AN

Access code or passcode, which can
be used to set a code which is
validated during activation (e.g. via the
GPS IVR system). If provided, must be
6 digits; leading zeroes are
acceptable. Mandatory if the value of
<AuthType>is ‘4’. Leave empty if not
required.

Optional

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-
date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<LoadValue>

20

Load value to put on the card. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which
has a currency exponent of 2). See
Currency Codes.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the

currency to load (e.g. EUR). This must
match the card’s currency or the action
will fail (Note: For a Multi-FX card, the
card can be loaded in any of the card's
currencies). If not provided, then
card’s billing currency will be used.
See Currency Codes.

Conditional

Omit

<Reason>

AN

60

Reason for the card's status change.
Overrides default of ‘Card Activated’
that is shown in the card processor.
Text is shown in the Smart Client
Tracker screen.

Optional

Omit

<ltemSrc>

Source field to define alternate fees.
Legacy field for information purposes
only; see ltem Source Types. Suggest
using 0.

Mandatory

Omit

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<LoadFundsType>

AN

Payment method used to load funds
onto the card. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used
to determine the fee for the load, if
applicable. If omitted, defaults to 14
“Unknown”. See Load Sources.

Optional

Omit

<LoadFee>

20

Fixed fee amount charged to the card
purchaser for handling the card
purchase and load. The amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes. If no load fee is required,
specify 0. The load fee does not affect
the card balance. It is only reported in
the XML.

Mandatory

Omit

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<Createlmage>

Specifies whether to create a card
image. 1=yes, 0 = No. Images are
returned in the <Image> response
parameter, encrypted by a pre-shared
PGP encryption key.

Mandatory

Omit

<CreateType>

This field is mandatory unless itis a
replacement card request. There are
five possible values:

1 = Create a virtual card. Can be

Conditional

Omit
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Type

Minimum

Length

Maximum

Length

Description

Request

Response

converted to a physical card at a later
stage using the Convert Card web
service.

2 = Create physical card. Also triggers
the creation of a card file which is sent
to the manufacturer.

3 = Create a virtual card with intention
to convert it into a physical card later.

4 = Create a Master Virtual Card which
is a deposit account that can be used
to load other cards from.

5 = Create a virtual card and convert to
a physical card. Triggers the creation
of a card file which is sent to the
manufacturer.

Note: To use create type 5, the card
must be created under a virtual
product.

Note: If the virtual card is activated
then the physical card will also be
active, so you should consider the
security implications of this. Please
speak to your implementation
manager.

<CustAccount>

AN

25

Cardholder account number or
reference number. You can use this
reference to find the cards linked to a
cardholder. Also displayed in Smart
Client as Customer Reference.

Optional

Omit

<ActivateNow>

Whether to activate the card. 1= Yes,
0=No. When <Quantity> is greater than
1 then creation of <Quantity> numbers
of identical cards will trigger a batch
process that starts within minutes of
the request. If <ActivateNow>is 1in
such requests then the issued tokens
are sent to the customer already
activated. This parameter only applies
if the request is for a new card.

Mandatory

Omit

<Source_desc>

AN

50

Load source description recorded on
the transaction, normally the address
of the website or the Point of Sale
(POS) terminal.

Optional

Omit

<StartDate>

AN

Start date printed on the card in the
format MM/YY.

Omit

Mandatory

<ExpDate>

YYYY-MM-
DD

10

10

Card expiry date. If left blank, updates
with the default expiry date, based on
the Card Scheme's validity period in
months, otherwise updates with the
input value. This also applies to
replacement cards. The actual
physical expiry is returned in MM/YY
format.

Optional

Mandatory

<CVV>

AN

Card Verification Value, the 3-digit
code printed on the back of the card.

Omit

Mandatory

© 2023 Global Processing Services Ltd. All Rights Reserved.




Web Services Guide 3.16

Minimum Maximum

Type Description Request Response
ol Length Length 5 < 2

<CardName> AN 1 27 The embossed name on the card. If Optional Omit
present in the request then the
embossed name on the card should be
the given value. If it is not available
and <Firstname> and <Lastname> are
available then <Title> + <Firstname> +
<lLastname> will be the embossed
name. If all the above parameters are
unavailable in the request then the
default embossed name remains as
the embossed name. If a replacement
card is requested, the original value of
the embossed name will be used if no
new names are supplied. If a blank
embossed name is required, then pass
a single space character. See Card
Name Permitted Characters.

<MaskedPAN> AN 16 19 Card number displayed as masked Omit Mandatory
(e.g., 675926******1234).

Note. The full PAN can be returned if
you are PCI DSS compliant. Contact
your Implementation Manager.

<LimitsGroup> AN 1 10 Group code of the Limits Group. If this | Optional Omit
parameter is not supplied and this is a
new card request, then the default
group for the card's product will be
used. If the default group is not
required, you can remove it by passing
a space character ‘ ‘. Note: The Limits
Group is set up and configured via
Smart Client.

<MCCGroup> AN 1 10 Group code of the MCC Group. If this Optional Omit
parameter is not supplied and this is a
new card request then the default
group for the cards product is used. If
the default group is not required, you
can remove it by passing a space
character ‘ ‘. The MCC group allows
the card to be linked to a list of
Merchant Category Codes (MCCs)
that the card is allowed to or
conversely is NOT allowed to transact
at. Note: The MCC Group is set up and
configured via Smart Client.

<PERMSGroup> AN 1 10 Group code of the Usage Group. If this | Optional Omit
parameter is not supplied and this is a
new card request then the default
group for the card's product is used. If
the default group is not required, you
can remove it passing a space
character ‘ ‘. Note: The Usage Group
is set up and configured via Smart
Client.

<FeeGroup> AN 1 10 Group code of the Fee Group. If this Optional Omit
parameter is not supplied and this is a
new card request then the default

group for the cards product is used. If

© 2023 Global Processing Services Ltd. All Rights Reserved. 28



Web Services Guide

3.16

Minimum Maximum

Length Length

Description

Request

Response

the default group is not required, you
can remove it by passing a space
character ‘ ‘. Note: The Fee Group is
set up and configured via Smart Client.

<SchedFeeGroup>

AN

1 10

Group code of the Scheduled Fee
Group. If this parameter is not supplied
and this is a new card request then the
default group for the cards product will
be used. If the default group is not
required, it can be removed by passing
a space character ‘ *.Note: The
Scheduled Fee Group is set up and
configured via Smart Client.

Optional

Omit

<WSFeeGroup>

AN

1 10

Code of the Web Service Fee Group
(). If this parameter is not supplied and
this is a new card request then the
default group for the cards product is
used. If the default group is not
required, you can remove it by passing
a space character ‘ ‘. WSFeeGroup
allows the card to be linked to a set of
web service fees that are set up on the
system. Note: The Web Service Fee
Group is set up and configured via
Smart Client.

Optional

Omit

<FxGroup>

AN

1 10

Group code of the FX Fee Group. If
this parameter is not supplied and this
is a new card request then the default
group for the cards product is used. If
the default group is not required, you
can remove it by passing a space
character ‘ *.Note: The FX Fee Group
is set up and configured via Smart
Client.

Optional

Omit

<ProductRef>

AN

1 50

The physical card design reference as
used by the Card Manufacturer.
Identifies the PRODUCT_REF field in
the XML file sent to the card
manufacturer.

Optional

Omit

<CarrierType>

AN

1 30

The Carrier Product design reference
as used by the Card Manufacturer.
This is the letter onto which the card is
attached when sent to the cardholder.
Identifies the Carrier Product type of
the Card Manufacturer.

Optional

Omit

<Fulfil1>

AN

1 50

Free text field which can be used for
transferring extra information to the
card manufacturer, for example, to be
printed on the Carrier. Identifies the
FULFIL1 field in the XML file sent to
the card manufacturer.

Optional

Omit

<Fulfil2>

AN

1 50

Free text field which can be used for
transferring extra information to the
card manufacturer, for example, to be
printed on the Carrier. Identifies the
FULFILZfield in the XML file sent to
the card manufacturer.

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

<DelvMethod>

AN

The delivery method for the card.
Options include:

0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;

Default value is 0

Optional

Omit

<ThermalLine1>

AN

120

Free text field which can be used for
transferring extra information to be
printed on the card. For example, to
add a customer service phone
number.

Optional

Omit

<ThermalLine2>

AN

70

Free text field which can be used for
transferring extra information to be
printed on the card. For example, to
add a link to your service terms and
conditions.

Optional

Omit

<Lang>

AN

Two digit ISO 639-1 Language code to
be used for card mailers (e.g., En =
English; Fr = French).

Note: The available languages
depend on the card manufacturer
support.

Also used if bespoke SMS templates
are set up.

Optional

Omit

<EmbossLine4>

AN

27

The card’s embossed line 4 on the
front of the card. Could be used for
example, to add an account number or
sort code.

Optional

Omit

<Imageld>

AN

16

Reference which identifies the card
manufacturer's image file that will be
printed on the face of the card.

Optional

Omit

<LogoFrontld>

AN

30

Reference which identifies the card
manufacturer's logo logo file that will
be printed on the face of the card.

Optional

Omit

<LogoBackld>

AN

30

Reference which identifies the card
manufacturer's logo file that will be
printed on the back of the card, if
supported.

Optional

Omit

<Replacement>

Whether the card is a new card or a
replacement. The possible values are:
0 = new card; 1 = replacement card.
Needs to be agreed with the card
manufacturer.

Note: Do not use a value '1', which is
for legacy usage only; to replace a
card, we recommend you use Card

Renew: ws_renew_card.

Mandatory

Omit
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

<PrimaryToken>

AN

19

The primary card’s public token. Ifitis
blank then the newly created card is a
primary card, otherwise it is the
secondary card in a
primary/secondary relationship.
Cannot be the token of a card that is
already linked as a secondary card.

Optional

Omit

<Delv_AddrL1>

AN

50

Card purchaser's /delivery address
line 1. Mandatory if ‘Delivery Address’
fields are specified.

Optional

Omit

<Delv_AddrL2>

AN

50

Card purchaser's/delivery address line
2.

Optional

Omit

<Delv_AddrL3>

AN

50

Card purchaser's /delivery address
line 3.

Optional

Omit

<Delv_City>

AN

20

Card purchaser's /delivery address
delivery city. Mandatory if <Delv_
AddrL1> is present, and <Delv_
PostCode> is not present.

Optional

Omit

<Delv_PostCode>

AN

10

Card purchaser's /delivery address
postcode. Mandatory if <Delv_AddrL1>
is present, and <Delv_City> is not
present. See Postcode Permitted
Characters.

Optional

Omit

<Delv_County>

AN

20

Card purchaser's /delivery address
county.

Optional

Omit

<Delv_Country>

AN

Card purchaser's /delivery address
country 3-digit ISO country code (e.g.,
826 for UK). Mandatory if <Delv_
AddrlL1> is present.

Optional

Omit

<Delv_Code>

AN

12

The delivery code for the card. If
specified, the card manufacturer
sends all cards with the same delivery
code to the specified delivery address.

Optional

Omit

<Sms_Required>

AN

Whether an SMS is sent to the
cardholder with the card's CVV. 1 =
yes; 0 =No. The defaultis ‘0’. The SMS
is configurable.

Optional

Omit

<|sLive>

Specifies whether the card is active or
not. 1 or True = Active; 0 or False =
Not Active.

Omit

Mandatory

<CardManufacturer>

AN

10

The manufacturer to send the card
generation request to. For example:
TCT, AllPay, GNC, Gemalto, Nitecrest
and Exceet. For a full list, see Card
Manufacturers. If omitted, the default
for the Card Scheme will be used.

Optional

Omit

<CoBrand>

AN

The Co-Brand code for the card. If
supplied it will replace the
PROGRAMID field in the Balance XML
file.

Optional

Omit

<ExternalAuth>

AN

External Authorisation flag. Possible
values are: 0 = Do not set External
Authorisation on; 1 = Set External

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

Authorisation. Empty value defaults to
0.

Note: For legacy use only. Not
applicable if using EHI.

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<Image>

Baseb4
Binary

PGP-encrypted image of the card.
Requires configuration within Smart
Client. Check with your
Implementation Manager.

Omit

Conditional

<LinkageGroup>

AN

10

Group code of the Card Linkage
Group. If this parameter is not supplied
and this is a new card request then the
default group for the cards product will
be used. If the default group is not
required, you can remove it by passing
a space character ‘ ‘. Note: The Card
Linkage Group is set up and
configured via Smart Client.

Optional

Omit

<VanityName>

AN

32

Enables you to add an additional
alternative form of title to the card, e.g.
“Company Director”. Can appear on
Embossed Line 4, or Thermal Line 1
and Thermal Line 2, if configured in
Smart Client, and be recorded in the
card purchaser details.

Optional

Omit

<PBlock>

AN

12

Initial value of the card PIN.

Optional

Omit

<PINMailer>

AN

Whether to send a PIN Mailer: 0 = No
(default); 1 =Yes. If 1, GPS sends
instructions in the file to the
manufacturer for them to create a PIN
Mailer letter.

Optional

Omit

<Email>

AN

50

Email address of the cardholder.

Optional

Omit

<MailOrSMS>

AN

The cardholder's preferred contact
method. 0 = SMS; 1 = email. 2 = SMS
and email. Default value is ‘0’.

Optional

Omit

<AuthCalendarGroup>

AN

10

Group code of the Card Auth Calender
Group (controls the time when a card
can be used). If this parameter is not
supplied and this is a new card request
then the default group for the cards
product will be used. If the default
group is not desired, it can be removed
by passing a space character * *.

Optional

Omit

<Quantity>

Enables you to generate the specified
quantity of cards with the same
cardholder details in a batch process.
The issued tokens are sent in an XML
file over SFTP. If the cards are
physical, a manufacturer file is also
sent to the printer. You can use the
delivery address fields to specify the
delivery address for the cards.

Optional

Omit

<LoadToken>

The 9-digit Public Token of the MVC

Optional

Omit
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Length

Maximum
Length

Description

Request

Response

card that the initial load amount is to
be taken from. The load will show as
an MVC balance transfer (Unload +
Load) in Smart Client.

<FeeWaiver>

Indicates whether to waive any web
service fee set up on the system: 0 =
No, 1=Yes. Default is 0.

Optional

Omit

<BlackList>

AN

10

Group code of the card acceptor Deny
list. See Card Acceptor Deny list.

Optional

Omit

<WhiteList>

AN

10

Group code of the card acceptor Allow
list. See Card Acceptor Allow list.

Optional

Omit

<PaymentTokenUsageGroup>

AN

10

Payment token usage group code.
Defines configuration options specific
to the provisioning of a digital payment
token. For details, see the
Tokenisation Guide. This is a numeric
value; only digits 0-9 are valid. Leave
empty if no usage group is required.

Optional

Omit

<VirtualCardlmage>

AN

16

The Image ID for the virtual image for
the new card. Image IDs are setup in
Smart Client in the Image Master and
Virtual Card Images screens.

Note: If you do not provide an image
ID, the default virtual card image for
the product is used.

Optional

Omit

<ImageSize>

The size of the virtual image: 1 =
100%; 2 = 200%; 3 = 300%; 4 = 400%;
5=500%. Defaultis 1.

Optional

Omit

<Url>

AN

100

This value will be included in the GPS
Card Generation file, in the <ORCode>
field. For example: https://www.your-e-
card.com/balance/2909680989632389

For details, see the Card Generation
Interface Specifications.

Optional

Omit

<WebServiceResult>

AN

Parameter group describing the result
of the Web Service call. Only has
values if the current create card
request returns an action code of 868
Duplicate WSID. See
WebServiceResult.

Omit

Mandatory

WebServiceResult

This parameter is returned in the response to a create card request when the request included the same WSID as a previosuly
submitted request. It can be used to check if the previous create card request was successful.

Minimum

Length

Maximum
Length

Description

<WSID> N 19 Web service ID from the original Create Card request.

<IssCode> AN 4 GPS Issuer (Program Manager) Code. Assigned by GPS.
<PublicToken> AN 9 The public token of the card from the original Create Card request.
<Response> AN 3 Three digit action code indicating the status of the Create Card
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Minimum Maximum -
Description
Length Length

request. If successful, returns: 000.
<Description> AN 1 50 Description of the status of the original Create Card request. If

successful, returns: Normal, approve.
<ActionCode> AN 3 3 The action code for the response. See Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:

Header>

<hyp:AuthSoapHeader>

<hyp:
<hyp:

strUserName>******< /hyp:strUserName>
strPassword>******</hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:

Body>

<hyp:Ws_CreateCard>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
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WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>10</hyp:TxnCode>
ClientCode></hyp:ClientCode>
Title>Mr</hyp:Title>
LastName>Bloggs</hyp:LastName>
FirstName>Joe</hyp:FirstName>
Addrl1>0ffice 13, Telfords Yard</hyp:Addrll>
Addrl2>6-8 The Highway, Wapping </hyp:Addrl2>
City>London</hyp:City>
PostCode>E1W 2BS</hyp:PostCode>
Country>826</hyp:Country>
Mobile></hyp:Mobile>
CardDesign>123</hyp:CardDesign>
ExternalRef></hyp:ExternalRef>
DOB></hyp:DOB>
LocDate>2021-01-01</hyp:LocDate>
LocTime>120000< /hyp:LocTime>
TerminalID></hyp:TerminalID>
LoadValue>10</hyp:LoadValue>
CurCode>GBP</hyp:CurCode>
Reason></hyp:Reason>
AccCode>123456</hyp:AccCode>
ItemSrc>2</hyp:ItemSrc>
LoadFundsType>4</hyp:LoadFundsType>
LoadSrc>10</hyp:LoadSrc>
LoadFee>0.0</hyp:LoadFee>
LoadedBy>Admin</hyp:LoadedBy>
CreateImage>1</hyp:CreateImage>
CreateType>1</hyp:CreateType>
CustAccount></hyp:CustAccount>
ActivateNow>0</hyp:ActivateNow>
Source_desc></hyp:Source_desc>
ExpDate></hyp:ExpDate>
CardName>GIFT CARD</hyp:CardName>
LimitsGroup>PMT-VL-002</hyp:LimitsGroup>
MCCGroup></hyp:MCCGroup>
PERMSGroup>PMT-CU-002</hyp : PERMSGroup>
ProductRef></hyp:ProductRef>
CarrierType></hyp:CarrierType>
Fulfili></hyp:Fulfill>
Fulfil2></hyp:Fulfil2>
DelvMethod>@</hyp:DelvMethod>
ThermallLinel></hyp:ThermallLinel>
ThermallLine2></hyp:ThermallLine2>
EmbossLine4></hyp:EmbossLine4>
ImageId></hyp:ImageId>
LogoFrontId></hyp:LogoFrontId>
LogoBackId></hyp:LogoBackId>
Replacement>@</hyp:Replacement>
FeeGroup></hyp:FeeGroup>
PrimaryToken></hyp:PrimaryToken>
Delv_AddrL1></hyp:Delv_AddrL1>

34



Web Services Guide

3.16

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

Delv_AddrL2></hyp:Delv_AddrL2>
Delv_AddrL3></hyp:Delv_AddrL3>
Delv_City></hyp:Delv_City>
Delv_County></hyp:Delv_County>
Delv_PostCode></hyp:Delv_PostCode>
Delv_Country></hyp:Delv_Country>
Sms_Required></hyp:Sms_Required>
SchedFeeGroup></hyp:SchedFeeGroup>
WSFeeGroup></hyp:WSFeeGroup>
CardManufacturer></hyp:CardManufacturer>
CoBrand>CB1</hyp:CoBrand>
PublicToken></hyp:PublicToken>
ExternalAuth></hyp:ExternalAuth>
LinkageGroup></hyp:LinkageGroup>
VanityName>Dr Bloggs</hyp:VanityName>
PBlock></hyp:PBlock>
PINMailer></hyp:PINMailer>
FxGroup></hyp:FxGroup>
Email>joe.bloggs@google.com</hyp:Email>
MailOrSMS>1</hyp:MailOrSMS>
AuthCalendarGroup></hyp:AuthCalendarGroup>
Quantity>10</hyp:Quantity>
LoadToken>123456789</hyp:LoadToken>
FeeWaiver></hyp:FeeWaiver>

BlackList>Deny List</hyp:BlackList>
WhitelList></hyp:WhitelList>
PaymentTokenUsageGroup></hyp:PaymentTokenUsageGroup>
VirtualCardImage> </hyp:VirtualCardImage>
ImageSize></hyp:ImageSize>
Url>https://www.your-e-card.com/balance/7109680989634104</hyp:Url>

</hyp:Ws_CreateCard>

</soapenv:Body>

</soapenv:Envelope>

Response - Successful Card Create

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="

http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_CreateCardResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_CreateCardResult>

<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>10</TxnCode>
<PublicToken>123456789</PublicToken>
<ExternalRef/>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<ItemID>1234</ItemID>
<ClientCode>@</ClientCode>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<LoadValue>10</LoadValue>
<IslLive>false</IsLive>
<ExpDate>03/25</ExpDate>
<CVV>123</CVV>
<MaskedPAN>987654******@]23< /MaskedPAN>
<WebServiceResult/>

</Ws_CreateCardResult>

</Ws_

CreateCardResponse>

</soap:Body>

</soap:Envelope>

Response - Duplicate Request Example

This is returned in response to a duplicate create card request (i.e., where the same WSID is used), which returns action code 868.

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

soap:Body

<Ws_CreateCardResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_CreateCardResult>
<WSID>1234567889</WSID>
<IssCode>PMT</IssCode>
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<TxnCode>10</TxnCode>
<PublicToken>@</PublicToken>
<ExternalRef/>
<LocDate>2021:05:25</LocDate>
<LocTime>14:41:45</LocTime>
<ItemID>0</ItemID>
<ClientCode/>
<SysDate>2022-03-04</SysDate>
<ActionCode>868</ActionCode>
<LoadValue>0</LoadValue>
<IslLive>false</IsLive>
<StartDate/>
<ExpDate/>
<CW/>
<MaskedPAN/ >
<WebServiceResult>
<WSID>1234567889</WSID>
<IssCode>PMT</IssCode>
<PublicToken>620137544</PublicToken>
<Response>000</Response>
<Description>Normal, approve</Description>
<ActionCode>000</ActionCode>
</WebServiceResult>
</Ws_CreateCardResult>
</Ws_CreateCardResponse>
</soap:Body>
</soap:Envelope>
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Card Bulk Create

APIl: Ws_BulkCreation

This web service creates a bulk number of virtual as well as physical cards in a single request. It takes an XML document as the input
containing the information needed to create virtual or physical cards, and produces an XML document with the list of newly created

virtual or physical cards as the response.

Card images are created in the web service directory when creating a virtual card.

Record Description

Minimum
Length

Type

Maximum
Length

Description

Request

Response

<doc> XML 1

1024

XML document that contains details of
the cards to be created, such as the
customer details and the card design.
See XML File Description below.

Mandatory

Omit

<CardsCreated> N 1

Number of cards created.

Omit

Mandatory

<CardsNotCreated> N 1

Number of cards failed to create.

Omit

Mandatory

<RequestWithError> AN 1

100

Details of the fields in the request that
caused the error in card creation. Itis
mandatory when an error occurs in
card creation.

Omit

Conditional

<ActionCode> AN 3

The action code for the response. See
Action Codes.

Omit

Mandatory

<Cards> - R

An array of cards. See XML File
Description below. Can occur multiple
times within the message.

Omit

Optional

Card Response

Minimum

Length

Maximum
Length

Description

Request

Response

<|ssCode> AN 1

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Omit

Mandatory

<PublicToken> AN 1

The card’s public token, Mandatory in
request if <PAN> and <track2> are not
present. Mandatory in the response. In
virtual card creation <PublicToken> is not
present in the request.

Omit

Mandatory

<ExternalRef> AN 1

30

External reference code for the card. Note:
Legacy field. Not used.

Omit

Conditional

<itemld> AN 1

20

The unique item ID returned for this load.

Omit

Mandatory

<ClientCode> AN 1

64

User ID of the customer using the service.
Only applicable to systems using member
logins. Returned in the response if present
in the request. Note: Legacy field. Not used.

Omit

Conditional

YYYY-MM- | 10
DD

<sysDate>

10

The system processing date.

Omit

Mandatory

<actionCode> AN 3

The action code for the response. See
Action Codes.

Omit

Mandatory

<LoadValue> D 1

20

Load value to put on the card. The amount
can include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

© 2023 Global Processing Services Ltd. All Rights Reserved.

37



Web Services Guide 3.16

Minimum Maximum -
Description Request Response

Length Length

<IsLive> N 1 1 Specifies whether the card is active or not. 1 | Omit Mandatory
or True = Active; 0 or False = Not Active.

<StartDate> AN 5 5 Physical start date printed on the card in the | Omit Mandatory
format MM/YY.

<EndDate> AN 5 5 Physical end date printed on the card in the | Omit Mandatory
format MM/YY.

<ExpDate> MM/YY 5 5 Card expiry date. If left blank, updates with Omit Mandatory
the default expiry date, based on the Card
Scheme's validity period in months,
otherwise updates with the input value. This
also applies to replacement cards. The
actual physical expiry is returned in MM/YY
format.

<CVv> AN 3 3 Card Verification Value, the 3-digit code Omit Mandatory
printed on the back of the card.

<MaskedPAN> AN 16 19 Card number displayed as masked (e.g., Omit Mandatory
675926******1234). Note. The full PAN can
be returned if you are PCI DSS compliant.
Contact your Implementation Manager.

XML File Description

Minimum Maximum

Type Description Request Response
ol Length Length > < 2

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<ClientCode> AN 1 64 User ID of the customer using the Optional Omit
service. Only applicable to systems
using member logins. Returned in the
response if present in the request.
Note: Legacy field. Not used.

<Title> AN 1 4 Cardholder’s title. Also used as the card | Optional Omit
purchaser's title if no delivery address
is supplied.

<LastName> AN 1 20 Cardholder's last name. If no delivery Conditional Omit

address is supplied it is also assumed
to be the card purchaser’s last name.

<FirstName> AN 1 20 Cardholder's first name. Also used as Conditional Omit
the card purchaser's first name if no
delivery address is supplied. Mandatory
if <lastName> is present.

<AddrL1> AN 1 50 Cardholder's address line 1. Also used | Conditional Omit
as the card purchaser's address line 1 if
no delivery address is supplied.
Mandatory if ‘Address’ fields are
specified.

<AddrL2> AN 1 50 Cardholder's address line 2. Also used | Optional Omit
as the card purchaser's address line 2 if
no delivery address is supplied.

<City> AN 1 20 Cardholder's home city. Also used as Conditional Omit
the card purchaser's city if no delivery
address is supplied. Mandatory if

<addrL1> is present, and <postcode> is
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Description

Request

Response

not present.

<Postcode>

AN

10

Cardholder's home postcode. Also used
as the card purchaser's postcode if no
postcode is supplied. Mandatory if
<addrL1>is present, and <city> is not
present. See Postcode Permitted

Characters.

Conditional

Omit

<Country>

AN

Cardholder’s country of residence. This
is represented as a 3 digit ISO country
code (e.g. 826 for UK). Mandatory if
<addrlL1> is present.

Conditional

Omit

<Mobile>

AN

12

12

Cardholder’s mobile phone number
(including dialing code if applicable).
See Processing of Telephone Numbers.

Optional

Omit

<CardDesign>

AN

The identifier of the card product, or
Product 1D, within GPS. For details,
check with your Implementation
Manager. Mandatory if not a
replacement card request. Note: this is
not the same field as the CrdDesign or
ProductRef.

Conditional

Omit

<ExternalRef>

AN

30

External reference code for the card.
Note: Legacy field. Not used.

Optional

Omit

<DOB>

YYYY-
MM-

DD

10

10

The cardholder's date of birth.

Optional

Omit

<AccCode>

AN

Access code or passcode, which can be
used to set a code which is validated
during activation (e.g. via the GPS IVR
system). If provided, must be 6 digits;
leading zeroes are acceptable.
Mandatory if the value of <AuthType> is
‘4’. Leave empty if not required.

Optional

Omit

<ExpDate>

YYYY-
MM-DD

10

10

Card expiry date. If left blank, updates
with the default expiry date, based on
the Card Scheme's validity period in
months, otherwise updates with the
input value. This also applies to
replacement cards. The actual physical
expiry is returned in MM/Y'Y format.

Optional

Mandatory

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<LoadValue>

20

Load value to put on the card. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which
has a currency exponent of 2). See
Currency Codes.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the
currency to load (e.g. EUR). This must

match the card’s currency or the action
will fail (Note: For a Multi-FX card, the

card can be loaded in any of the card's
currencies). If not provided, then card’s

Conditional

Omit
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Length

Maximum
Length

Description

Request

Response

billing currency will be used. See
Currency Codes.

<Reason>

AN

60

Reason for the card's status change.
Overrides default of ‘Card Activated’
that is shown in the card processor.
Text is shown in the Smart Client
Tracker screen.

Optional

Omit

<ltemSrc>

Source field to define alternate fees.
Legacy field for information purposes
only; see Iltem Source Types. Suggest
using 0.

Mandatory

Omit

<LoadFundsType>

AN

Payment method used to load funds
onto the card. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used
to determine the fee for the load, if
applicable. If omitted, defaults to 14
“Unknown”. See Load Sources.

Optional

Omit

<LoadFee>

20

Fixed fee amount charged to the card
purchaser for handling the card
purchase and load. The amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes. If no load fee is required,
specify 0. The load fee does not affect
the card balance. It is only reported in
the XML.

Mandatory

Omit

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<Createlmage>

Specifies whether to create a card
image. 1=yes, 0 = No. Images are
returned in the <Image> response
parameter, encrypted by a pre-shared
PGP encryption key.

Mandatory

Omit

<CreateType>

This field is mandatory unless itis a
replacement card request. There are
five possible values:

1 = Create a virtual card. Can be
converted to a physical card at a later
stage using the Convert Card web
service.

2 = Create physical card. Also triggers
the creation of a card file which is sent
to the manufacturer.

3 = Create a virtual card with intention
to convert it into a physical card later.

4 = Create a Master Virtual Card which
is a deposit account that can be used to
load other cards from.

5 = Create a virtual card and convert to
a physical card. Triggers the creation of
a card file which is sent to the
manufacturer.

Note: To use create type 5, the card

Conditional

Omit

© 2023 Global Processing Services Ltd. All Rights Reserved.

40



Web Services Guide

3.16

Minimum

Length

Maximum
Length

Description

Request

Response

must be created under a virtual
product.

Note: If the virtual card is activated
then the physical card will also be
active, so you should consider the
security implications of this. Please
speak to your implementation manager.

<CustAccount>

AN

25

Cardholder account number or
reference number. You can use this
reference to find the cards linked to a
cardholder. Also displayed in Smart
Client as Customer Reference.

Optional

Omit

<ActivateOrNot>

Whether to activate the card. 1= Yes,
0=No. When <Quantity> is greater than
1 then creation of <Quantity> numbers
of identical cards will trigger a batch
process that starts within minutes of the
request. If <ActivateOrNot>is 1in such
requests then the issued tokens are
sent to the customer already activated.
This parameter only applies if the
request is for a new card.

Mandatory

Omit

<CardName>

AN

27

The embossed name on the card. If
present in the request then the
embossed name on the card should be
the given value. If it is not available and
<Firstname> and <Lastname> are
available then <Title> + <Firstname> +
<lLastname> will be the embossed name.
If all the above parameters are
unavailable in the request then the
default embossed name remains as the
embossed name. If a replacement card
is requested, the original value of the
embossed name will be used if no new
names are supplied. If a blank
embossed name is required, then pass
a single space character. See Card
Name Permitted Characters.

Optional

Omit

<LimitsGroup>

AN

10

Group code of the Limits Group. If this
parameter is not supplied and this is a
new card request, then the default
group for the card's product will be
used. If the default group is not
required, you can remove it by passing
a space character ‘ ‘. Note: The Limits
Group is set up and configured via
Smart Client.

Optional

Omit

<MCCGroup>

AN

10

Group code of the MCC Group. If this
parameter is not supplied and this is a
new card request then the default group
for the cards product is used. If the
default group is not required, you can
remove it by passing a space character
‘. The MCC group allows the card to be
linked to a list of Merchant Category
Codes (MCCs) that the card is allowed

Optional

Omit
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Minimum Maximum
Length Length

Description Request Response

to or conversely is NOT allowed to
transact at. Note: The MCC Group is
set up and configured via Smart Client.

<PERMSGroup> AN 1 10 Group code of the Usage Group. If this | Optional Omit
parameter is not supplied and this is a
new card request then the default group
for the card's product is used. If the
default group is not required, you can
remove it passing a space character * ‘.
Note: The Usage Group is set up and
configured via Smart Client.

<FeeGroup> AN 1 10 Group code of the Fee Group. If this Optional Omit
parameter is not supplied and this is a
new card request then the default group
for the cards product is used. If the
default group is not required, you can
remove it by passing a space character
‘‘. Note: The Fee Group is set up and
configured via Smart Client.

<SchedFeeGroup> AN 1 10 Group code of the Scheduled Fee Optional Omit
Group. If this parameter is not supplied
and this is a new card request then the
default group for the cards product will
be used. If the default group is not
required, it can be removed by passing
a space character ‘ *.Note: The
Scheduled Fee Group is set up and
configured via Smart Client.

<WSFeeGroup> AN 1 10 Code of the Web Service Fee Group (). | Optional Omit
If this parameter is not supplied and this
is a new card request then the default
group for the cards product is used. If
the default group is not required, you
can remove it by passing a space
character ‘ ‘. WSFeeGroup allows the
card to be linked to a set of web service
fees that are set up on the system.
Note: The Web Service Fee Group is
set up and configured via Smart Client.

<ProductRef> AN 1 50 The physical card design reference as Optional Omit
used by the Card Manufacturer.
Identifies the PRODUCT_REF field in
the XML file sent to the card
manufacturer.

<CarrierType> AN 1 30 The Carrier Product design reference Optional Omit
as used by the Card Manufacturer. This
is the letter onto which the card is
attached when sent to the cardholder.
Identifies the Carrier Product type of the
Card Manufacturer.

<Fulfil1> AN 1 50 Free text field which can be used for Optional Omit
transferring extra information to the
card manufacturer, for example, to be
printed on the Carrier. Identifies the
FULFIL1 field in the XML file sent to the
card manufacturer.
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Minimum Maximum
Length Length

Description Request Response

<Fulfil2> AN 1 50 Free text field which can be used for Optional Omit
transferring extra information to the
card manufacturer, for example, to be
printed on the Carrier. Identifies the
FULFILZfield in the XML file sent to the
card manufacturer.

<DelvMethod> AN 1 1 The delivery method for the card. Optional Omit
Options include:

0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;

Default value is 0

<ThermallLine1> AN 1 120 Free text field which can be used for Optional Omit
transferring extra information to be
printed on the card. For example, to add
a customer service phone number.

<ThermallLine2> AN 1 70 Free text field which can be used for Optional Omit
transferring extra information to be
printed on the card. For example, to add
a link to your service terms and
conditions.

<Lang> AN 1 2 Two digit ISO 639-1 Language code to | Optional Omit
be used for card mailers (e.g., En =
English; Fr = French).

Note: The available languages depend
on the card manufacturer support.

Also used if bespoke SMS templates
are set up.

<EmbossLine4> AN 1 27 The card’s embossed line 4 on the front | Optional Omit
of the card. Could be used for example,
to add an account number or sort code.

<Imageld> AN 1 16 Reference which identifies the card Optional Omit
manufacturer's image file that will be
printed on the face of the card.

<LogoFrontld> AN 1 30 Reference which identifies the card Optional Omit
manufacturer's logo logo file that will be
printed on the face of the card.

<LogoBackld> AN 1 30 Reference which identifies the card Optional Omit
manufacturer's logo file that will be
printed on the back of the card, if
supported.

<Replacement> N 1 1 Whether the card is a new card or a Mandatory Omit
replacement. The possible values are:
0 = new card; 1 = replacement card.
Needs to be agreed with the card
manufacturer.

Note: Do not use a value '1', which is
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

for legacy usage only; to replace a
card, we recommend you use Card

Renew: ws_renew_card.

<PrimaryToken>

AN

The primary card’s public token. Ifitis
blank then the newly created card is a
primary card, otherwise it is the
secondary card in a primary/secondary
relationship. Cannot be the token of a
card that is already linked as a
secondary card.

Optional

Omit

<Delv_AddrL1>

AN

50

Card purchaser's /delivery address line
1. Mandatory if ‘Delivery Address’ fields
are specified.

Optional

Omit

<Delv_AddrL2>

AN

50

Card purchaser's/delivery address line
2.

Optional

Omit

<Delv_AddrL3>

AN

50

Card purchaser's /delivery address line
3.

Optional

Omit

<Delv_City>

AN

20

Card purchaser's /delivery address
delivery city. Mandatory if <Delv
AddrL1> is present, and <Delv_PostCode>
is not present.

Optional

Omit

<Delv_Postcode>

AN

10

The delivery code for the card. If
specified, the card manufacturer sends
all cards with the same delivery code to
the specified delivery address.

Optional

Omit

<Delv_County>

AN

20

Card purchaser's /delivery address
county.

Optional

Omit

<Delv_Country>

AN

Card purchaser's /delivery address
country 3-digit ISO country code (e.g.,
826 for UK). Mandatory if <Delv_AddrlL1>
is present.

Optional

Omit

<Delv_Code>

AN

12

The delivery code for the card. If
specified, the card manufacturer sends
all cards with the same delivery code to
the specified delivery address.

Optional

Omit

<Sms_Required>

AN

Whether an SMS is sent to the
cardholder with the card's CVV. 1 = yes;
0 =No. The defaultis ‘0’. The SMS is
configurable.

Optional

Omit

<CardManufacturer>

AN

10

The manufacturer to send the card
generation request to. For example:
TCT, AllPay, GNC, Gemalto, Nitecrest
and Exceet. For a full list, see Card
Manufacturers. If omitted, the default
for the Card Scheme will be used.

Optional

Omit

<CoBrand>

AN

The Co-Brand code for the card. If
supplied it will replace the
PROGRAMID field in the Balance XML
file.

Optional

Omit

<PublicToken>

AN

The card’s public token.The public
token of the newly-created card is
always returned in the response. If a
replacement card is required, specify

Conditional

Mandatory
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Length

Description

Request

Response

the 9-digit public token of the original
card.

<ExternalAuth>

AN

External Authorisation flag. Possible
values are: 0 = Do not set External
Authorisation on; 1 = Set External
Authorisation. Empty value defaults to
0.

Note: For legacy use only. Not
applicable if using EHI.

Optional

Omit

<LinkageGroup>

AN

10

Group code of the Card Linkage Group.
If this parameter is not supplied and this
is a new card request then the default
group for the cards product will be used.
If the default group is not required, you
can remove it by passing a space
character ‘ ‘. Note: The Card Linkage
Group is set up and configured via
Smart Client.

Optional

Omit

<VanityName>

AN

32

Enables you to add an additional
alternative form of title to the card, e.g.
“Company Director”. Can appear on
Embossed Line 4, or Thermal Line 1
and Thermal Line 2, if configured in
Smart Client, and be recorded in the
card purchaser details.

Optional

Omit

<PBlock>

AN

12

Initial value of the card PIN.

Optional

Omit

<PINMailer>

AN

Whether to send a PIN Mailer: 0 = No
(default); 1 =Yes. If 1, GPS sends
instructions in the file to the
manufacturer for them to create a PIN
Mailer letter.

Optional

Omit

<FXGroup>

AN

10

Group code of the FX Fee Group. If this
parameter is not supplied and this is a
new card request then the default group
for the cards product is used. If the
default group is not required, you can
remove it by passing a space character
‘“.Note: The FX Fee Group is set up
and configured via Smart Client.

Optional

Omit

<Email>

AN

50

Email address of the cardholder.

Optional

Omit

<MailOrSMS>

AN

The cardholder's preferred contact
method. 0 = SMS; 1 = email. 2 = SMS
and email. Default value is ‘0’.

Optional

Omit

<AuthCalendarGroup>.

AN

10

Group code of the Card Auth Calender
Group (controls the time when a card
can be used). If this parameter is not
supplied and this is a new card request
then the default group for the cards
product will be used. If the default group
is not desired, it can be removed by
passing a space character ‘ .

Optional

Omit

<BlackList>

AN

10

Group code of the card acceptor Deny
list. See Card Acceptor Deny list.

Optional

Omit

<WhiteList>

AN

10

Group code of the card acceptor Allow

Optional

Omit
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Length
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Length

Description

Request

Response

list. See Card Acceptor Allow list.

<PaymentTokenUsageGroup>

AN

1 10

Payment token usage group code.
Defines configuration options specific to
the provisioning of a digital payment
token. For details, see the Tokenisation
Guide. This is a numeric value; only
digits 0-9 are valid. Leave empty if no
usage group is required.

Optional

Omit

<Url>

AN

1 100

This value will be included in the GPS
Card Generation file, in the <ORCode>
field. For example: https://www.your-e-
card.com/balance/2909680989632389

For details, see the Card Generation
Interface Specifications.

Optional

Omit

Note: All tags marked as mandatory in the XML input document must be supplied. Tags marked as conditional can also be

mandatory in some circumstances. You must always include the conditional tags in your request, even if the value is empty. For

example: <FirstName></FirstName>. Tags marked as optional do not need to be included.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/” xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb”>

<soapenv:Header>

<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>

</soapenv:Header>
<soapenv:Body>

<hyp:Ws_BulkCreation>
<hyp:doc>
<CRDREQ>

<CARD>

<IssCode>PMT</IssCode>
<ClientCode></ClientCode>
<Title>Mr</Title>
<LastName>Bloggs</LastName>
<FirstName>Joe</FirstName>
<Addrl1>25</Addrll>
<Addrl2>Tester Street</Addrl2>
<City>London</City>
<PostCode>E1W 2BS</PostCode>
<Country>826</Country>
<Mobile>07721123456</Mobile>
<CardDesign>123</CardDesign>
<ExternalRef></ExternalRef>
<DOB></DOB>
<TerminalID>1234</TerminalID>
<LoadValue>10</LoadValue>
<CurCode>GBP</CurCode>
<Reason></Reason>
<AccCode>123456</AccCode>
<ItemSrc>2</ItemSrc>
<LoadFundsType>4</LoadFundsType>
<LoadSrc>10</LoadSrc>
<LoadFee>0.0</LoadFee>
<LoadedBy>Admin</LoadedBy>
<CreateImage>1</CreateImage>
<CreateType>1</CreateType>
<CustAccount></CustAccount>
<ActivateOrNot>0</ActivateOrNot>
<ExpDate></ExpDate>
<CardName>GIFT CARD</CardName>
<LimitsGroup>PMT-VL-002</LimitsGroup>
<MCCGroup></MCCGroup>

© 2023 Global Processing Services Ltd. All Rights Reserved.

46


https://developer.globalprocessing.com/Card_Generation_Interface_Specification.htm
https://developer.globalprocessing.com/Card_Generation_Interface_Specification.htm

Web Services Guide

<PERMSGroup>PMT-CU-002</PERMSGroup>
<ProductRef></ProductRef>
<CarrierType></CarrierType>
<Fulfili></Fulfili>
<Fulfil2></Fulfil2>
<DelvMethod>0</DelvMethod>
<ThermallLinel></ThermallLinel>
<ThermallLine2></ThermallLine2>
<EmbossLine4></EmbossLine4>
<ImageId></Imageld>
<LogoFrontId></LogoFrontId>
<LogoBackId></LogoBackId>
<Replacement>0</Replacement>
<FeeGroup></FeeGroup>
<PrimaryToken>123456789</PrimaryToken>
<Delv_AddrL1></Delv_AddrL1>
<Delv_AddrL2></Delv_AddrL2>
<Delv_AddrL3></Delv_AddrL3>
<Delv_City></Delv_City>
<Delv_PostCode> </Delv_PostCode>
<Delv_County></Delv_County>
<Delv_Country></Delv_Country>
<Sms_Required>1</Sms_Required>
<SchedFeeGroup></SchedFeeGroup>
<WSFeeGroup></WSFeeGroup>
<CardManufacturer></CardManufacturer>
<CoBrand></CoBrand>
<PublicToken></PublicToken>
<ExternalAuth>@</ExternalAuth>
<LinkageGroup></LinkageGroup>
<VanityName></VanityName>
<PBlock></PBlock>
<PINMailer>1</PINMailer>
<FxGroup></FxGroup>
<Email>joe.bloggs@gmail.com</Email>
<MailOrSMS>1</MailOrSMS>
<AuthCalendarGroup></AuthCalendarGroup>
<BlackList></BlackList>
<WhiteList>]</WhiteList>
<PaymentTokenUsageGroup></PaymentTokenUsageGroup>
<Url>https://www.your-e-card.com/balance/8109680989834104</Url>
</CARD>
<CARD>
<IssCode>PMT</IssCode>
<ClientCode></ClientCode>
<Title>Mrs</Title>
<LastName>Doe</LastName>
<FirstName>Jane</FirstName>
<Addrl1>25</Addrll>
<Addrl2>Deer Street</Addrl2>
<City>London</City>
<PostCode>ABW 2BS</PostCode>
<Country>826</Country>
<Mobile>07731423446</Mobile>
<CardDesign>123</CardDesign>
<ExternalRef></ExternalRef>
<DOB></DOB>
<TerminalID>1234</TerminalID>
<LoadValue>10</LoadValue>
<CurCode>GBP</CurCode>
<Reason></Reason>
<AccCode>123456</AccCode>
<ItemSrc>2</ItemSrc>
<LoadFundsType>4</LoadFundsType>
<LoadSrc>10</LoadSrc>
<LoadFee>0.0</LoadFee>
<LoadedBy>Admin</LoadedBy>
<CreateImage>1</CreateImage>
<CreateType>1</CreateType>
<CustAccount></CustAccount>
<ActivateOrNot>@</ActivateOrNot>
<ExpDate></ExpDate>
<CardName>GIFT CARD</CardName>
<LimitsGroup>PMT-VL-002</LimitsGroup>
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<MCCGroup></MCCGroup>
<PERMSGroup>PMT-CU-002</PERMSGroup>
<ProductRef></ProductRef>
<CarrierType></CarrierType>
<Fulfill></Fulfill>
<Fulfil2></Fulfil2>
<DelvMethod>0</DelvMethod>
<ThermallLinel></ThermallLinel>
<ThermallLine2></ThermallLine2>
<EmbossLine4></EmbossLine4>
<ImageId></Imageld>
<LogoFrontId></LogoFrontId>
<LogoBackId></LogoBackId>
<Replacement>0</Replacement>
<FeeGroup></FeeGroup>
<PrimaryToken>243456789</PrimaryToken>
<Delv_AddrL1></Delv_AddrL1>
<Delv_AddrL2></Delv_AddrL2>
<Delv_AddrL3></Delv_AddrL3>
<Delv_City></Delv_City>
<Delv_PostCode> </Delv_PostCode>
<Delv_County></Delv_County>
<Delv_Country></Delv_Country>
<Sms_Required>1</Sms_Required>
<SchedFeeGroup></SchedFeeGroup>
<WSFeeGroup></WSFeeGroup>
<CardManufacturer></CardManufacturer>
<CoBrand></CoBrand>
<PublicToken></PublicToken>
<ExternalAuth>@</ExternalAuth>
<LinkageGroup></LinkageGroup>
<VanityName></VanityName>
<PBlock></PBlock>
<PINMailer>1</PINMailer>
<FxGroup></FxGroup>
<Email>jane.doe@gmail.com</Email>
<MailOrSMS>1</MailOrsSMS>
<AuthCalendarGroup></AuthCalendarGroup>
<BlackList></BlackList>
<WhiteList>]</WhiteList>
<PaymentTokenUsageGroup></PaymentTokenUsageGroup>
<Url>https://www.gps-e-card.com/balance/7109680989634104</Url>
</CARD>
</CRDREQ>
</hyp:doc>
</hyp:Ws_BulkCreation>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/” xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema”>
<soap:Body>
<Ws_BulkCreationResponse xmlns="http://www.globalprocessing.ae/HyperionWeb”>
<Ws_BulkCreationResult>

<CardsCreated>2</CardsCreated>

<CardsNotCreated>2</CardsNotCreated>

<ActionCode>000</ActionCode>

<RequestWithError> </RequestWithError>

<CARDS xmlns=">

<CARD>

<IssCode>PMT</IssCode>
<PublicToken>123456889</PublicToken>
<ExternalRef></ExternalRef>
<ItemID>1234</ItemID>
<ClientCode>0@</ClientCode>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<LoadValue>10</LoadValue>
<IsLive>false</IsLive>
<ExpDate>03/25</ExpDate>
<CVV>123</CVV>
<MaskedPAN>987654******@123< /MaskedPAN>
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</CARD>

<CARD>
<IssCode>PMT</IssCode>
<PublicToken>234456889</PublicToken>
<ExternalRef></ExternalRef>
<ItemID>1234</ItemID>
<ClientCode>@</ClientCode>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<LoadValue>10</LoadValue>
<IsLive>false</IsLive>
<ExpDate>03/25</ExpDate>
<CVV>123</CVV>
<MaskedPAN>987655******@9124</MaskedPAN>

</CARD>

</CARDS>
</Ws_BulkCreationResult>
</Ws_BulkCreationResponse>
</soap:Body>
</soap:Envelope>
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Card Activate

APl Ws_Activate

This web service sets the status of the card to active to enable Mastercard or Visa network transactions. It is used to activate cards
issued in an inactive state.

Note: When converting from a virtual to a physical card, further activation is required on the physical card to ensure the
converted details are updated on the GPS host.

Record Description

Minimum Maximum

Type Description Request
e Length Length s .

Response

<WSID>

19

Web service ID. Should be unique for
every web service request sent. Tip:
You could use a number based on the
current date and time, as long as it is
unique (e.g., 20201217145006).

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See
Transaction Codes. Default value is
10.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems
using member logins. Returned in the
response if present in the request.
Note: Legacy field. Not used.

Optional

Conditional

<Title>

AN

Cardholder’s title. Also used as the
card purchaser's title if no delivery
address is supplied.

Optional

Omit

<LastName>

AN

20

Cardholder's last name. If no delivery
address is supplied it is also assumed
to be the card purchaser’s last name.

Optional

Omit

<FirstName>

AN

20

Cardholder's first name. Also used as
the card purchaser's first name if no
delivery address is supplied.
Mandatory if <lastName> is present.

Conditional

Omit

<Addrl1>

AN

50

Cardholder's address line 1. Also
used as the card purchaser's address
line 1if no delivery address is
supplied. Mandatory if ‘Address’
fields are specified.

Conditional

Omit

<Addrl2>

AN

50

Cardholder's address line 2. Also
used as the card purchaser's address
line 2 if no delivery address is
supplied.

Optional

Omit

<City>

AN

20

Cardholder's home city. Also used as
the card purchaser's city if no delivery
address is supplied. Mandatory if
<addrL1> is present, and <postcode> is
not present.

Conditional

Omit

<PostCode>

AN

10

Cardholder's home postcode. Also
used as the card purchaser's
postcode if no postcode is supplied.
Mandatory if <addrL1> is present, and

Conditional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

<city> is not present. See Postcode
Permitted Characters.

<Country>

AN

Cardholder’s country of residence.
This is represented as a 3 digit ISO

country code (e.g. 826 for UK).
Mandatory if <addrL1> is present.

Conditional

Omit

<ActMethod>

AN

Method used for card activation. See
Activation Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.
Mandatory in request if <track2?> and
<PublicToken> are not present.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in
request if <PAN> and <PublicToken>
are not present, when the value of
<AuthType>is ‘7’ or when the value of
<actMethod>is ‘4’. In virtual card
creation <track2> is not present in the
request.

Conditional

Omit

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN>and <Track2> are not
present. In virtual card creation
<PublicToken> is not required in the
request. Mandatory in the response.

Conditional

Mandatory

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth.

Conditional

Omit

<CVV>

AN

Card Verification Value, the 3-digit
code printed on the back of the card.
Mandatory if the value of <ActMethod>
is ‘2.

Conditional

Omit

<AccCode>

AN

Access code or passcode, which can
be used to set a code which is
validated during activation (e.g. via
the GPS IVR system). If provided,
must be 6 digits; leading zeroes are
acceptable. Mandatory if the value of
<AuthType>is ‘4’. Leave empty if not
required. Mandatory if the value of
<ActMethod> is ‘3. If <ActMethod> is
‘3’, the provided access code is used
for activation only; the GPS stored
value will not be updated. Leave
empty if not required.

Conditional

Omit

<ExpDate>

YYYY-MM-
DD

10

10

Expiry date. You can use this field to
update the internal card record expiry
date if you want to specify a shorter
expiry date than the card expiry date
that was set when the card was
issued. This will not change the
expiry date that was set when the
card was issued (which is shown on
the printed card or card image). If not
specified, then the expiry date that
was set when the card was issued will
be used. Note: You cannot specify an
expiry date that is later than the card

Optional

Omit
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Minimum
Length

Maximum
Length

Description

Request

Response

issue expiry date.

YYYY-MM- | 10 10
DD

<LocDate>

The local current date in year-month-
date format.

Mandatory

Mandatory

<LocTime> HHMMSS 6 6

The local current time, in hour-
minute-second format.

Mandatory

Mandatory

<Reason> AN 1 60

Reason for the card's status change.
Overrides default of ‘Card Activated’
that is shown in the card processor.
Text is shown in the Smart Client
Tracker screen.

Optional

Omit

<ltemSrc> N 1 2

Source field to define alternate fees.
Legacy field for information purposes
only; see Iltem Source Types.

Suggest using 0.

Mandatory

Omit

<SMSBalance> N 1 1

Whether to send an SMS regarding
the details of transaction amount and
available balance to the customer
after each card use. 0 or False = Do
not send; 1 or True = Send; 2 = Do
not change current value.

Mandatory

Omit

<IsLive> N 1 1

Specifies whether the card is active or
not. 1 or True = Active; 0 or False =
Not Active.

Omit

Mandatory

YYYY-MM- | 10 10
DD

<SysDate>

The system processing date.

Omit

Mandatory

<ActionCode> AN 3 3

The action code for the response.
See Action Codes.

Omit

Mandatory

<WebServiceResult> AN

Parameter group describing the result
of the Web Service call. Only has
values if the current request returns
an action code of 868 Duplicate
WSID. See WebServiceResult.

Omit

Mandatory

Security Details
Minimum Maximum -
Type Description Request Response
Length Length

<Secld> N 1 8 Do not use. Set to 0. Mandatory Omit

<SecVal> AN 1 64 Do not use. Optional Omit

<SecValPos> N 1 2 Do not use. Set to 0. Mandatory Omit
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Activate>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>0</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
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<hyp:Title>Mr</hyp:Title>
<hyp:LastName>Lastname</hyp:LastName>
<hyp:FirstName>Firstname</hyp:FirstName>
<hyp:Addrll>0ffice 13, Telfords Yard </hyp:Addrll>
<hyp:Addrl2>6-8 The Highway, Wapping</hyp:Addrl2>
<hyp:City>London</hyp:City>
<hyp:PostCode>E1W 2BS</hyp:PostCode>
<hyp:Country>826</hyp:Country>
<hyp:ActMethod>6</hyp:ActMethod>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:ExpDate></hyp:ExpDate>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:Reason></hyp:Reason>
<hyp:ItemSrc>2</hyp:ItemSrc>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>@</hyp:SecValPos>
<hyp:SMSBalance>@</hyp:SMSBalance>
</hyp:Ws_Activate>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_ActivateResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_ActivateResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>0@</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<ClientCode/>
<SysDate>2013-01-01</SysDate>
<ActionCode>000</ActionCode>
<IslLive>true</IsLive>
<WebServiceResult/>
</Ws_ActivateResult>
</Ws_ActivateResponse>
</soap:Body>
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Card Phone Activation

APIl: Ws_Phone_Activation

This web service enables activation of a card by phone. It also returns the PIN and the PIN status of that card.

Record Description

Minimum

Maximum

Description

Request

Response

<PAN>

AN

16

19

Card Number. Unique card identifier.
Mandatory in request if <track2> and
<PublicToken> are not present.

Conditional

Omit

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN> and <Track2> are not
present. In virtual card creation
<PublicToken> is not required in the
request. Mandatory in the response.

Conditional

Mandatory

<SecurityCode>

The card’s 6 digit security code. Mandatory
when <AuthType> is 4.

Mandatory

Omit

<ActivatelfNot>

If set to 1, then returns the PIN number of
the card and activates the card if not
already activated.

Mandatory

Omit

<AuthType>

AN

Parameter to specify how the card should
be authenticated. See Authentication
Methods.

Mandatory

Omit

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<|sLive>

Specifies whether the card is active or not.
1 or True = Active; 0 or False = Not Active.

Omit

Mandatory

<PinBlock>

AN

12

Current PIN number of the card,
represented as a 4-12 digit PIN block.

Omit

Mandatory

<PINStatus>

Indicates whether the allowed number of
card PIN tries has been exceeded. 0 = No;
1=Yes.

Omit

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionlkeb">

<soapenv:Header>

<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>
<hyp:Ws_Phone_Activation>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>

<hyp:SecurityCode>@</hyp:SecurityCode>

<hyp:ActivateIfNot>@</hyp:ActivateIfNot>
<hyp:AuthType>1</hyp:AuthType>

</hyp:Ws_Phone_Activation>

</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_Phone_ActivationResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
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<Ws_Phone_ActivationResult>
<PublicToken>123456789</PublicToken>
<ActionCode>000</ActionCode>
<IsLive>true</IsLive>
<PinBlock>1234</PinBlock>
<PINStatus>0</PINStatus>

</Ws_Phone_ActivationResult>

</Ws_Phone_ActivationResponse>
</soap:Body>
</soap:Envelope>
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Card Activate and Load

APIl: Ws_Activate_Load

This web service allows simultaneous load and activation of cards. This is a common requirement for cards sold from kiosks or from
retail stores. For cards ordered over the internet, delayed activation provides added security by ensuring that any card stolen or lost
in the post cannot be used.

Note: If the card already has a balance, then you cannot load again as part of activate load. In this case, use \Ws Activate and
Ws_ Load separately.

Record Description

Minimum Maximum

Type Description
2 Length Length 2

Request Response

<WSID>

19

Web service ID. Should be unique for
every web service request sent. Tip:
You could use a number based on the
current date and time, as long as it is
unique (e.g., 20201217145006).

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See
Transaction Codes. Default value is 10.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems
using member logins. Returned in the
response if present in the request.
Note: Legacy field. Not used.

Optional

Conditional

<Title>

AN

The cardholder’s title.

Optional

Omit

<LastName>

AN

20

The cardholder’s last name. Mandatory
if the value of <AuthType>is ‘6.

Conditional

Omit

<FirstName>

AN

20

The cardholder’s first name. Mandatory
if <lastName> is present and the value
of <AuthType> is not ‘6’.

Conditional

Omit

<Addrl1>

AN

50

Address line 1. Mandatory if ‘Address’
fields are being specified.

Conditional

Omit

<Addrl2>

AN

50

Cardholder's address line 2. Also used
as the card purchaser's address line 2
if no delivery address is supplied.

Optional

Omit

<City>

AN

20

Cardholder's home city. Also used as
the card purchaser's city if no delivery
address is supplied. Mandatory if
<addrL1> is present, and <postcode> is
not present.

Conditional

Omit

<PostCode>

AN

10

Cardholder's home postcode. Also
used as the card purchaser's postcode
if no postcode is supplied. Mandatory if
<addrL1>is present, and <city> is not
present. See Postcode Permitted

Characters.

Conditional

Omit

<Country>

AN

Cardholder’s country of residence. This
is represented as a 3 digit ISO country
code (e.g. 826 for UK). Mandatory if
<addrlL1> is present.

Conditional

Omit

<ActMethod>

AN

Method used for card activation. See

Mandatory

Omit
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Type

Minimum

Length

Maximum
Length

Description

Request

Response

Activation Methods.

<AuthType>

AN

Parameter to specify how the card
should be authenticated. See
Authentication Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier. In
virtual card creation PAN is not present
in the request. Mandatory in the
response if <PANorToken>is 1.

Conditional

Conditional

<Track2>

AN

40

The card’s Track 2. Mandatory in
request if <PAN> and <PublicToken> are
not present, when the value of
<AuthType>is ‘7’ or when the value of
<actMethod>is ‘4’. In virtual card
creation <track2> is not present in the
request.

Conditional

Omit

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN> and <Track2> are not
present. In virtual card creation
<PublicToken> is not required in the
request. Mandatory in the response.

Conditional

Mandatory

<CardDesign>

AN

The identifier of the card product, or
Product 1D, within GPS. For details,
check with your Implementation
Manager. Mandatory if not a
replacement card request. Note: this is
not the same field as the CrdDesign or
ProductRef.

Conditional

Omit

<ExternalRef>

AN

30

External reference code for the card.
Note: Legacy field. Not used.

Optional

Conditional

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth.
Mandatory if the value of <actMethod>
is ‘1’ or <AuthType>is ‘2’ or ‘6’.
Otherwise, may be supplied for
informational purposes or as part of
cardholder registration.

Conditional

Omit

<CVv>

AN

Card Verification Value, the 3-digit
code printed on the back of the card.
Mandatory if the value of <actMethod>
is ‘2’ or <AuthType> is ‘3’.

Conditional

Mandatory

<AccCode>

AN

Access code or passcode, which can
be used to set a code which is validated
during activation (e.g. via the GPS IVR
system). If provided, must be 6 digits;
leading zeroes are acceptable.
Mandatory if the value of <AuthType> is
‘4’. Leave empty if not required.

Mandatory if the value of <actMethod>
is ‘3’ or <AuthType> is ‘4’. If <actMethod>
is ‘3’, the access code is used for
activation only and the stored value will
not be updated. When used for
authentication, the provided access
code cannot be used to update the
stored value.

Conditional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-
date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<LoadValue>

20

Load value to put on the card. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which
has a currency exponent of 2). See
Currency Codes.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the

currency to load (e.g. EUR). This must
match the card’s currency or the action
will fail (Note: For a Multi-FX card, the
card can be loaded in any of the card's
currencies). If not provided, then card’s
billing currency will be used. See
Currency Codes.

Optional

Omit

<Reason>

AN

60

Reason for the card's status change.
Overrides default of ‘Card Activated’
that is shown in the card processor.
Text is shown in the Smart Client
Tracker screen.

Optional

Omit

<ExpDate>

YYYY-MM_
DD

10

10

Expiry date. You can use this field to
update the internal card record expiry
date if you want to specify a shorter
expiry date than the card expiry date
that was set when the card was issued.
This will not change the expiry date that
was set when the card was issued
(which is shown on the printed card or
card image). If not specified, then the
expiry date that was set when the card
was issued will be used. Note: You
cannot specify an expiry date that is
later than the card issue expiry date.

Conditional

Mandatory

<|ltemSrc>

Source field to define alternate fees.
Legacy field for information purposes
only; see Iltem Source Types. Suggest
using 0.

Mandatory

Omit

<LoadFundsType>

AN

Payment method used to load funds
onto the card. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used
to determine the fee for the load, if
applicable. If omitted, defaults to 14
“Unknown”. See Load Sources.

Optional

Omit

<LoadFee>

20

Fixed fee amount charged to the card
purchaser for handling the card
purchase and load. The amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency

Mandatory

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

Codes. If no load fee is required,
specify 0. The load fee does not affect
the card balance. It is only reported in
the XML.

<LoadedBy> AN

30

User who loaded the card.

Optional

Omit

<ActivateOrNot> N

Whether to activate the card while
loading. 1 = activate and load; 0 = load
only.

Mandatory

Omit

<PANorToken> N

Whether to return the PAN with the
public token. 1 = return PAN and token.
0 = public token only.

Mandatory

Omit

<CustAccount> AN

25

Cardholder account number or
reference number. You can use this
reference to find the cards linked to a
cardholder. Also displayed in Smart
Client as Customer Reference.

Optional

Omit

<SMSBalance> N

Whether to send an SMS regarding the
details of transaction amount and
available balance to the customer after
each card use. 0 or False = Do not
send; 1 or True = Send; 2 = Do not
change current value.

Mandatory

Omit

YYYY-MM-
DD

<SysDate>

10

10

The system processing date.

Omit

Mandatory

<ltem|D> AN

20

The unique item ID returned for this
load.

Omit

Mandatory

<IsLive> N

Specifies whether the card is active or
not. 1 or True = Active; 0 or False = Not
Active.

Omit

Mandatory

<ActionCode> AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<Description> AN**

150

Description of the load. If supplied, will
appear in the <description> tag of a
response to a card or account query.
See Card Statement (V1).

Optional

Omit

<BrnCode> AN

Branch code (or Agent code) with
which the card is associated. If
supplied, it will be exported in the XML
in CardLoadUnload > Card >
branchcode.

Optional

Omit

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Security fields
Minimum Maximum o
Type Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0. Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Set to 0. Mandatory Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb">
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<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Activate_Load>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>10</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:Title></hyp:Title>
<hyp:LastName>Lastname</hyp:LastName>
<hyp:FirstName>Firstname</hyp:FirstName>
<hyp:Addrll>0ffice 13, Telfords Yard</hyp:Addrll>
<hyp:Addrl2>6-8 The Highway, Wapping</hyp:Addrl2>
<hyp:City>London</hyp:City>
<hyp:PostCode>E1W 2BS</hyp:PostCode>
<hyp:Country>826</hyp:Country>
<hyp:ActMethod>6</hyp:ActMethod>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:CardDesign></hyp:CardDesign>
<hyp:ExternalRef></hyp:ExternalRef>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:LoadValue>10</hyp:LoadValue>
<hyp:CurCode>GBP</hyp:CurCode>
<hyp:Reason></hyp:Reason>
<hyp:ExpDate></hyp:ExpDate>
<hyp:ItemSrc>2</hyp:ItemSrc>
<hyp:LoadFundsType>4</hyp:LoadFundsType>
<hyp:LoadSrc>10</hyp:LoadSrc>
<hyp:LoadFee>0.0</hyp:LoadFee>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>
<hyp:LoadedBy></hyp:LoadedBy>
<hyp:ActivateOrNot>1</hyp:ActivateOrNot>
<hyp:PANorToken>1</hyp:PANorToken>
<hyp:CustAccount></hyp:CustAccount>
<hyp:SMSBalance>@</hyp:SMSBalance>
<hyp:BrnCode>Branch 12</hyp:BrnCode >
</hyp:Ws_Activate_Load>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Activate_LoadResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Activate_LoadResult>

<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>10</TxnCode>
<PAN>1234567891234567</PAN>
<PublicToken>123456789</PublicToken>
<CVV>194</CVV>
<ExternalRef/>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<ItemID>0</ItemID>
<ClientCode/>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
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<ExpDate>2015-03-31<ExpDate>
<LoadValue>10</LoadValue>
<IslLive>true</IsLive>
</Ws_Activate_LoadResult>
</Ws_Activate_LoadResponse>
</soap:Body>
</soap:Envelope>
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Card Load

API: Ws Load

This web service is used to load or re-load a card with a specified amount.

Note: The following card statuses will prevent the ability to load a card with funds: 04 (Capture Card), 14 (Invalid), 33 (Expired
Card), 36 (Restricted Card), 37 (Card acceptor call acquirer security), 41 (Lost), 43 (Stolen), 54 (Expired), 62 (Restricted), 67
(Card to be picked up at ATM), 83 (Destroyed) and G9 (IVR Lost/Stolen Block (like 41 Lost)).

Record Description

Minimum

W EYdulln
Length

Description

Request

Response

<WSID>

19

Web service ID. Should be unique for
every web service request sent. Tip:
You could use a number based on the
current date and time, as long as it is
unique (e.g., 20201217145006).

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See
Transaction Codes. Default value is 1
for the initial load and 20 for any
subsequent load.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems
using member logins. Returned in the
response if present in the request.
Note: Legacy field. Not used.

Optional

Conditional

<AuthType>

AN

Parameter to specify how the card
should be authenticated. See
Authentication Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.
Mandatory in request if <track2> and
<PublicToken> are not present.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in
request if <PAN> and <PublicToken>
are not present, when the value of
<AuthType>is ‘7’ or when the value of
<actMethod>is ‘4’. In virtual card
creation <track2> is not present in the
request.

Conditional

Omit

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN> and <Track2> are not
present. In virtual card creation
<PublicToken> is not required in the
request. Mandatory in the response.

Conditional

Mandatory

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth.
Mandatory if the value of <AuthType>
is ‘2’ or ‘6’.

Conditional

Omit

<CVv>

AN

Card Verification Value, the 3-digit
code printed on the back of the card.

Conditional

Omit

<AccCode>

AN

Access code or passcode. If
provided, must be 6 digits, leading
zeroes are acceptable. Leave empty
if not required.

Conditional

Omit
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Minimum

Length

Maximum

Description
Length

Request Response

<LastName>

AN

20

Cardholder's last name. If no delivery
address is supplied it is also assumed
to be the card purchaser’s last name.
Mandatory if the value of <AuthType>
is ‘6.

Conditional

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-
date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-
minute-second format.

Mandatory

Mandatory

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<LoadValue>

20

Load value to put on the card. The
amount can include up to four
decimal places, depending on the
currency exponent (e.g., 10.99 for
EUR which has a currency exponent
of 2). See Currency Codes.

Mandatory

Omit

<CurrCode>

AN

3-letter ISO currency code for the
currency to load (e.g. EUR).
Mandatory only when specifying a
LoadValue that is not zero. This
must match the card’s currency or
the action will fail (Note: For a
Multi-FX card, the card can be
loaded in any of the card's
currencies).

Mandatory

Omit

<LoadFundsType>

AN

Payment method of funds for the
load. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is
used to determine the fee for the load,
if applicable. If omitted, defaults to 14
“Unknown”. See Load Sources.

Optional

Omit

<LoadFee>

20

Fixed fee amount charged to the card
purchaser for handling the card
purchase and load. The amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See
Currency Codes. If no load fee is
required, specify 0. The load fee does

not affect the card balance. It is only
reported in the XML.

Optional

Omit

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<Description>

AN**

150

Description of the load. If supplied,
will appear in the <description> tag of
a response to a card or account
query. See Card Statement (V1).

Optional

Omit

<BrnCode>

AN

Branch code (or Agent code) with
which the card is associated. If
supplied, it will be exported in the
XML in CardLoadUnload > Card >
branchcode.

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

<Sms_Required> AN 1 1

Whether an SMS is sent to the
cardholder with the card's CVV. 1 =
yes; 0 =No. The defaultis ‘0’. The
SMS is configurable.

Optional

Omit

<Note> AN 1 256

Add a note. The text will be displayed
in the Smart Client notes field for the
transaction.

Optional

Optional

YYYY-MM- | 10 10
DD

<SysDate>

The system processing date.

Omit

Mandatory

<ltemld> AN 1 20

The unique item ID returned for this
load.

Omit

Mandatory

<ActionCode> AN 3 3

The action code for the response.
See Action Codes.

Omit

Mandatory

<WebServiceResult> AN

Parameter group describing the result
of the Web Service call. Only has
values if the current request returns
an action code of 868 Duplicate
WSID. See WebServiceResult.

Omit

Mandatory

Security
Minimum Maximum o
Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Load>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>1</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:LoadValue>10</hyp:LoadValue>
<hyp:CurrCode>GBP</hyp:CurrCode>
<hyp:LoadFundsType>4</hyp:LoadFundsType>
<hyp:LoadSrc>10</hyp:LoadSrc>
<hyp:LoadFee>0.0</hyp:LoadFee>
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<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>@</hyp:SecValPos>
<hyp:LoadedBy>Admin</hyp:LoadedBy>
<hyp:Description>Test Load</hyp:Description>
<hyp:Sms_Required>@</hyp:Sms_Required>
<hyp:BrnCode>Branch 12</hyp:BrnCode>
<hyp:Note>Test load</hyp:Sms_Required>
</hyp:Ws_Load>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_LoadResponse xmlns="http://www.globalprocessing.ae/Hyperioneb">
<Ws_LoadResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>1</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<ItemID>123</ItemID>
<ClientCode/>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<WebServiceResult/>
</Ws_LoadResult>
</Ws_LoadResponse>
</soap:Body>
</soap:Envelope>
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Card Unload

APIl: Ws Unload

This web service unloads a card. Note that any outstanding, unsettled authorisations on the card could result in the card going into a

negative balance.

Note: This service is only applicable for EHI Modes 2 or 3.

Record Description

Maximum
Length

Minimum

Length

Description

Request

Response

<WSID> N 1 19

Web service ID. Should be unique for
every web service request sent. Tip: You
could use a number based on the current
date and time, as long as it is unique (e.g.,
20201217145006).

Mandatory

Mandatory

<IssCode> AN 1 4

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode> AN 1 2

The Transaction Code. The default value is
'8'. See Transaction Codes.

Mandatory

Mandatory

<ClientCode> AN 1 64

User ID of the customer using the service.
Only applicable to systems using member
logins. Returned in the response if present
in the request. Note: Legacy field. Not
used.Mandatory if the value of <AuthType>
is'5'.

Optional

Conditional

<AuthType> AN 1 1

Parameter to specify how the card should
be authenticated. See Authentication
Methods.

Mandatory

Omit

<PAN> AN 16 19

Card Number. Unique card identifier.
Mandatory in request if <track2> and
<PublicToken> are not present.

Conditional

Omit

<Track2> AN 1 40

The card’s Track 2. Mandatory in request if
<PAN>and <PublicToken> are not present or
when <AuthType>is ‘7.

Conditional

Omit

<PublicToken> AN 1 9

The card’s public token, Mandatory in
request if <PAN> and <Track2> are not
present. Mandatory in the response.

Conditional

Mandatory

<DOB> YYYY-MM- | 10 10

DD

Date of Birth. Mandatory if value of
<AuthType> is ‘2’ or ‘6’.

Conditional

Omit

<CVv> AN 3 3

Card Verification Value, the 3-digit code
printed on the back of the card. Mandatory
if the value of <AuthType>is ‘3.

Conditional

Omit

<AccCode> AN 0 6

Access code or passcode. If provided,
must be 6 digits, leading zeroes are
acceptable. Leave empty if not required.
Mandatory if the value of <AuthType> is ‘4’

Conditional

Omit

<LastName> AN 1 20

Cardholder's last name, used to
authenticate the cardholder if the value of
<AuthType> is ‘6’.

Conditional

Omit

YYYY-MM- | 10 10
DD

<LocDate>

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime> HHMMSS 6 6

The local current time, in hour-minute-

Mandatory

Mandatory
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

second format.

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<LoadFundsType>

AN

Payment method used to load funds onto
the card. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used to
determine the fee for the load, if applicable.
If omitted, defaults to 14 “Unknown”. See
Load Sources.

Optional

Omit

<AmtUnLoad>

20

The requested amount to unload. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes. If 0 will unload the whole amount
remaining on the card. If the amount is
specified, this amount is returned in the
response. Otherwise, the actual amount
unloaded (net of fees) is returned.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the currency
(e.g. EUR). If supplied, it will be validated
against the cards billing currency.

Optional

Mandatory

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<Description>

AN**

150

Description of the load. If supplied, will
appear in the <description> tag of a
response to a card or account query. See
Card Statement (V1).

Optional

Omit

<Note>

AN

256

Add a note. The text will be displayed in the
Smart Client notes field for the transaction.

Optional

Optional

<AviBal>

20

The current balance on the card account.
This includes all financial transactions and
outstanding authorisations. The balance
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the card
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

<ltemld>

AN

20

The unique item ID returned for this load.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<WebServiceResult>

AN

Parameter group describing the result of
the Web Service call. Only has values if the
current request returns an action code of

Omit

Mandatory
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Minimum Maximum

Type Description Request Response
e Length Length > < 2

868 Duplicate WSID. See
WebServiceResult.

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Security
Minimum Maximum ..
Type Description Request Response
Length Length

<Secld> N 1 8 Do not use. Set to 0. Mandatory Omit

<SecVal> AN 1 64 Do not use. Optional Omit

<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_UnLoad>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>8</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:LoadFundsType>4</hyp:LoadFundsType>
<hyp:LoadSrc>10</hyp:LoadSrc>
<hyp:AmtUnLoad>10</hyp:AmtUnLoad>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>
<hyp:LoadedBy> </hyp:LoadedBy>
<hyp:Note>Test unload</hyp:Sms_Required>
</hyp:Ws_UnLoad>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_UnLoadResponse xmlns="http://www.globalprocessing.ae/Hyperionieb">
<Ws_UnLoadResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>8</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<AmtUnLoad>10</AmtUnLoad>
<ClientCode/>
<SysDate>2021-01-01</SysDate>
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<ActionCode>000</ActionCode>
<AvlBal>3</Av1Bal>
<BlkAmt>1</BlkAmt>
<ItemID>1234</ItemID>
<CurCode>GBP</CurCode>
<WebServiceResult/>
</Ws_UnLoadResult>
</Ws_UnLoadResponse>
</soap:Body>
</soap:Envelope>
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MVC Card Activation and Load

APIl: Ws_Activate_MVClLoad

This web service allows simultaneous load and activation of a Master Virtual Cards (MVC). It combines the functions of \Ws
BalanceTransfer and Ws_Activate for clients that are using MVCs.

Record Description

Minimum Maximum

Type Description Request Response
o Length Length > < 2

<WSID> N 1 19 Web service ID. Should be unique for every web | Mandatory Mandatory
service request sent. Tip: You could use a
number based on the current date and time, as
long as it is unique (e.g., 20201217145006).

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. | Mandatory Mandatory

Default value is 10.

<Title> AN 1 4 Cardholder’s title. Also used as the card Optional Omit
purchaser's title if no delivery address is
supplied.

<LastName> AN 1 20 Cardholder's last name. If no delivery address is | Optional Omit

supplied it is also assumed to be the card
purchaser’s last name.

<FirstName> AN 1 20 Member’s first name Conditional Omit
Mandatory if <LastName> is present and the
value of <ActMethod> is not ‘6.

<Addrl1> AN 1 50 Address Line 1 Conditional Omit
Mandatory if ‘Address’ fields are being specified

<Addri2> AN 1 50 Address line 2 Optional Omit

<City> AN 1 20 Cardholder's home city. Also used as the card Conditional Omit
purchaser's city if no delivery address is
supplied. Mandatory if <addrL1> is present, and
<postcode> is not present.

<Postcode> AN 1 10 Cardholder's home postcode. Also used as the Conditional Omit
card purchaser's postcode if no postcode is
supplied. Mandatory if <addrL1> is present, and
<city> is not present. See Postcode Permitted
Characters.

<Country> AN 1 3 Cardholder’s country of residence. This is Conditional Omit
represented as a 3 digit ISO country code (e.g.
826 for UK). Mandatory if <addrlL1> is present.

<ActMethod> AN 1 1 Method used for card activation. See Activation | Mandatory Omit
Methods.
<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit

authenticated. See Authentication Methods.

<PAN> AN 16 19 Card Number. Unique card identifier. Conditional | Omit
Mandatory in request if <track?> and
<PublicToken> are not present.

<PublicToken> AN 1 9 The card’s public token, Mandatory in request if | Conditional Mandatory
<PAN> is not present. Mandatory in the
response.

<DOB> YYYY-MM- | 10 10 The cardholder's date of birth. Mandatory if the Conditional Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

DD

value of <AuthType>is ‘2’ or ‘6.

<CVv>

AN

Card Verification Value, the 3-digit code printed
on the back of the card. Mandatory if the value of
<AuthType> is ‘3’.

Conditional

Omit

<AccCode>

AN

Access code or passcode, which can be used

to set a code which is validated during activation
(e.g. via the GPS IVR system). If provided, must
be 6 digits; leading zeroes are acceptable.
Mandatory if the value of <AuthType> is ‘4’.
Leave empty if not required.

Conditional

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-second
format.

Mandatory

Mandatory

<MVCPAN>

AN

16

19

MVC card unique identifier. Mandatory if
<MVCToken> is not present in the request.

Conditional

Omit

<MVCToken>

AN

16

19

The MVC card’s public token.

Conditional

Mandatory

<AmtTxn>

20

The requested amount to transfer. If not
specified, the full card balance is
transferred.The actual amount transferred is
returned in the response. The amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the currency to
load (e.g. EUR). This must match the card’s
currency or the action will fail (Note: For a Multi-
FX card, the card can be loaded in any of the
card's currencies). If not provided, then card’s

billing currency will be used. See Currency
Codes.

Conditional

Mandatory

<LoadSrc>

AN

The source of the load request is used to
determine the fee for the load, if applicable. For
transfers between Primary and Secondary
cards, the value must be 68. If omitted, defaults
to 74 - Unknown for normal transfers, but 68 for
Primary-Secondary card transfers.See Load
Sources.

Optional

Omit

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<Description>

AN**

150

Description of the load. If supplied, will appear in
the <description> tag of a response to a card or
account query. See Card Statement (V1).

Optional

Omit

<FeeWaiver>

Indicates whether to waive any web service fee
set up on the system: 0 = No, 1 =Yes, 2 = Waive
the fee on the “from” card only, 3= Waive the fee
on the “to” card only. Default is 0.

Optional

Omit

<BrnCode>

AN

Branch code (or Agent code) with which the card
is associated. If supplied, it will be exported in
the XML in CardLoadUnload > Card >
branchcode.

Optional

Omit

<ActivateOrNot>

Whether to activate the card while loading. 1 =

Mandatory

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

activate and load; 0 = load only.

<ExpDate>

YYYY-MM-
DD

10

10

Card expiry date. If left blank, updates with the
default expiry date, based on the Card
Scheme's validity period in months, otherwise
updates with the input value. This also applies to
replacement cards. The actual physical expiry is
returned in MM/YY format.

Optional

Omit

<ltemSrc>

Source field to define alternate fees. Legacy
field for information purposes only; see ltem

Source Types. Suggest using 0.

Mandatory

Omit

<SmsBalance>

Whether to send an SMS regarding the details of
transaction amount and available balance to the
customer after each card use. 0 or False = Do
not send; 1 or True = Send; 2 = Do not change
current value.

Optional

Omit

<|sLive>

Specifies whether the card is active or not. 1 or
True = Active; 0 or False = Not Active.

Omit

Mandatory

<AviBal>

20

The current balance on the card account. This
includes all financial transactions and
outstanding authorisations. The balance amount
can include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency exponent of
2). See Currency Codes.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the card account as
a result of all outstanding authorisations. The
balance amount can include up to four decimal
places, depending on the currency exponent
(e.g., 10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

<ltemld>

AN

20

The unique item ID for this Card Transfer. The
ID returned is the ID relating to the ‘unload’ leg
of the transfer, that is, the unload from the MVC.

Omit

Mandatory

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See MVC
Action Codes.

Omit

Mandatory

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionkeb">

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_Activate_MVCLoad>
<hyp:WSID>2021123456789</hyp:WSID>

<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>10</hyp:TxnCode>

<hyp:Title></hyp:Title>

<hyp:LastName></hyp:LastName>

<hyp:FirstName></hyp:FirstName>
<hyp:Addrll></hyp:Addrll>
<hyp:Addrl2></hyp:Addrl2>
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<hyp:City></hyp:City>
<hyp:PostCode></hyp:PostCode>
<hyp:Country></hyp:Country>
<hyp:ActMethod>6</hyp:ActMethod>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>670240217</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LocDate>2021-088-12</hyp:LocDate>
<hyp:LocTime>181818</hyp:LocTime>
<hyp :MVCPAN></hyp :MVCPAN>
<hyp:MVCToken>669773806</hyp:MVCToken>
<hyp:AmtTxn>10</hyp:AmtTxn>
<hyp:CurCode>USD</hyp:CurCode>
<hyp:LoadSrc>7</hyp:LoadSrc>
<hyp:LoadedBy>Mathews</hyp:LoadedBy>
<hyp:Description>Activation and MVC Load</hyp:Description>
<hyp:FeeWaiver></hyp:FeelWaiver>
<hyp:BrnCode></hyp:BrnCode>
<hyp:ActivateOrNot>1</hyp:ActivateOrNot>
<hyp:ExpDate></hyp:ExpDate>
<hyp:ItemSrc>0</hyp:ItemSrc>
<hyp:SMSBalance></hyp:SMSBalance>
</hyp:Ws_Activate_MVCLoad>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_Activate_MVCLoadResponse xmlns="http://www.globalprocessing.ae/Hyperionhkeb">
<Ws_Activate_MVCLoadResult>
<WSID>7290533590339256320</WSID>
<IssCode>PMT</IssCode>
<TxnCode>10</TxnCode>
<PublicToken>670240217</PublicToken>
<MVCToken>669773806</MVCToken>
<LocDate>2021-08-12</LocDate>
<LocTime>120000</LocTime>
<AmtTxn>10</AmtTxn>
<CurCode>USD</CurCode>
<IsLive>true</IsLive>
<AvlBal>10</Av1Bal>
<BlkAmt>0</BlkAmt>
<ItemID>123456</ItemID>
<SysDate>2021-08-12</SysDate>
<ActionCode>124</ActionCode>
</Ws_Activate_MVCLoadResult>
</Ws_Activate_MVCLoadResponse>
</soap:Body>
</soap:Envelope>
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MVC Load

API: Ws MVClLoad

This web service is used to load funds from Master Virtual Cards (MVC) only. This is similar to balance transfer; the only difference is

that the source is always an MVC token.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<|ssCode>

AN

GPS Issuer (Program Manager) Code. Assigned by
GPS.

Mandatory

Mandatory

<MVCToken>

The MVC card’s public token.

Mandatory

Mandatory

<NewToken>

The public token to where funds should be
transferred.

Mandatory

Mandatory

<AmtTxn>

20

The requested amount to transfer. If not specified, the
full card balance is transferred.The actual amount
transferred is returned in the response. The amount
can include up to four decimal places, depending on
the currency exponent (e.g., 10.99 for EUR which has
a currency exponent of 2). See Currency Codes.

Conditional

Mandatory

<CurCode>

AN

3-letter ISO currency code for the currency to load
(e.g. EUR). This must match the card’s currency or
the action will fail (Note: For a Multi-FX card, the card
can be loaded in any of the card's currencies). If not
provided, then card’s billing currency will be used.

See Currency Codes.

Must be supplied in the request if an <AmtTxn> is
specified.

Conditional

Mandatory

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<SysDate>

YYYY-
MM-DD

10

10

The system processing date.

Omit

Mandatory

<AvIBal>

20

The current balance on the card account. This
includes all financial transactions and outstanding
authorisations. The balance amount can include up to
four decimal places, depending on the currency
exponent (e.g., 10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the card account as a
result of all outstanding authorisations. The balance
amount can include up to four decimal places,
depending on the currency exponent (e.g., 10.99 for
EUR which has a currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<ltem|D>

AN

20

The unique item ID for this Card Transfer. The ID
returned is the ID relating to the ‘unload’ leg of the
transfer, that is, the unload from the MVC..

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See MVC Action
Codes.

Omit

Mandatory

<Description>

AN**

150

Description of the load. If supplied, will appear in the
<description> tag of a response to a card or account
query. See Card Statement (V1).

Optional

Omit

** Some formatting may be done on this string, see String Cleaning and Approved Characters.
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Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_MVCLoad>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:MVCToken>102530687</hyp :MVCToken>
<hyp:NewToken>102531699</hyp:NewToken>
<hyp:AmtTxn>10</hyp:AmtTxn>
<hyp:CurCode>GBP</hyp:CurCode>
<hyp:LoadedBy><span class="General.BrandName mc-variable">GPS</span> USER</hyp:LoadedBy>
</hyp:Ws_MVCLoad>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_MVCLoadResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_MVCLoadResult>
<IssCode>PMT</IssCode>
<MVCToken>102530687</MVCToken>
<NewToken>102531699</NewToken>
<SysDate>2021-02-27</SysDate>
<ActionCode>000</ActionCode>
<AvlBal>58</Av1Bal>
<BlkAmt>0</BlkAmt>
<AmtTxn>10</AmtTxn>
<CurCode>GBP</CurCode>
<ItemID>2291733350</ItemID>
</Ws_MVCLoadResult>
</Ws_MVCLoadResponse>
</soap:Body>
</soap:Envelope>
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MVC Unload

APIl: Ws_MVCUnload

This web service allows customers to unload back to a Master Virtual Cards (MVC) only.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<|ssCode>

AN

GPS Issuer (Program Manager) Code. Assigned by
GPS.

Mandatory

Mandatory

<MVCToken>

The MVC card’s public token.

Mandatory

Mandatory

<NewToken>

The public token to where funds should be
transferred.

Mandatory

Mandatory

<AmtTxn>

20

The requested amount to transfer. If not specified, the
full card balance is transferred.The actual amount
transferred is returned in the response. The amount
can include up to four decimal places, depending on
the currency exponent (e.g., 10.99 for EUR which has
a currency exponent of 2). See Currency Codes.

Com

Mandatory

<CurCode>

AN

3-letter ISO currency code for the currency to load
(e.g. EUR). This must match the card’s currency or
the action will fail (Note: For a Multi-FX card, the card

can be loaded in any of the card's currencies). If not
provided, then card’s billing currency will be used.
See Currency Codes.

Must be supplied in the request if an <AmtTxn> is
specified.

Conditional

Mandatory

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used to determine
the fee for the load, if applicable. If omitted, defaults to
14 “Unknown”. See Load Sources.The source of the
transfer request. If omitted, defaults to 14 “Unknown”.

Optional

Omit

<Description>

AN**

150

Description of the load. If supplied, will appear in the
<description> tag of a response to a card or account
query. See Card Statement (V1).

Optional

Omit

<SysDate>

YYYY-
MM-DD

10

10

The system processing date.

Omit

Mandatory

<AvIBal>

20

The current balance on the card account. This
includes all financial transactions and
outstanding authorisations. The balance amount
can include up to four decimal places, depending
on the currency exponent (e.g., 10.99 for EUR
which has a currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<BlkAmt>

20

Amount of funds blocked on the card account as a
result of all outstanding authorisations. The balance
amount can include up to four decimal places,
depending on the currency exponent (e.g., 10.99 for
EUR which has a currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<|tem|D>

AN

20

The unique item ID for this Card Transfer. The ID
returned is the ID relating to the ‘unload’ leg of the
transfer, that is, the unload from the MVC..

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See MVC

Omit

Mandatory
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Minimum [\ EY.dullin!

Type Description Request Response
ol Length Length 2 < 2

Action Codes.

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_MVCUnload>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:MVCToken>102530687</hyp:MVCToken>
<hyp:NewToken>102531699</hyp:NewToken>
<hyp:AmtTxn>10</hyp:AmtTxn>
<hyp:CurCode>GBP</hyp:CurCode>
<hyp:LoadedBy><span class="General.BrandName mc-variable">GPS</span> USER</hyp:LoadedBy>
<hyp:LoadSrc></hyp:LoadSrc>
</hyp:Ws_MVCUnload>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_MVCUnloadResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_MVCUnloadResult>
<IssCode>PMT</IssCode>
<MVCToken>102530687</MVCToken>
<NewToken>102531699</NewToken>
<SysDate>2021-02-27</SysDate>
<ActionCode>000</ActionCode>
<Av1Bal>68</Av1Bal>
<BlkAmt>0</BlkAmt>
<AmtTxn>10</AmtTxn>
<CurCode>GBP</CurCode>
<ItemID>2291733913</ItemID>
</Ws_MVCUnloadResult>
</Ws_MVCUnloadResponse>
</soap:Body>
</soap:Envelope>
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Card Change Status

APIl: Ws_StatusChange

This web service enables you to change the status of a card, for example to: Do not honor, lost, stolen and Card destroyed. For
details see Status Codes.

Note: Changes made to the card's status will also update the status of any linked digital payment tokens if the option dpan_
over_fpan = “N”is set for your cards. For details, see the Tokenisation Service Guide.

Record Description

Minimum Maximum -
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. | Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Mandatory Mandatory
Codes. Default value 2.
<ClientCode> AN 1 64 User ID of the customer using the service. | Optional Conditional
Only applicable to systems using member
logins. Returned in the response if present
in the request. Note: Legacy field. Not
used.
<AuthType> AN 1 1 Parameter to specify how the card should Mandatory Omit
be authenticated. See Authentication
Methods.
<PAN> AN 16 19 Card Number. Unique card identifier. Conditional Omit
<Track2> AN 1 40 The card’s Track 2. Mandatory in request if | Conditional Omit
<PAN>and <PublicToken> are not present or
when <AuthType> is ‘7.
<PublicToken> AN 1 9 The card’s public token, Mandatory in Conditional Mandatory
request if <PAN> and <Track2> are not
present. Mandatory in the response.
<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of Conditional Omit
DD <AuthType> is 2’ or ‘6’.
<CVV> AN 3 3 Card Verification Value, the 3-digit code Conditional Omit
printed on the back of the card. Mandatory
if the value of <AuthType>is ‘3.
<AccCode> AN 0 6 Access code or passcode. If provided, Conditional Omit
must be 6 digits, leading zeroes are
acceptable. Leave empty if not required.
Mandatory if the value of <AuthType> is ‘4’
<LastName> AN 1 20 Cardholder's last name, used to Conditional Omit
authenticate the cardholder if the value of
<AuthType> is ‘6’.
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date Mandatory Mandatory
DD format.
<LocTime> HHMMSS 6 6 The local current time, in hour-minute- Mandatory Mandatory
second format.
<NewStatCode> AN 2 2 New status code to change the card to. Mandatory Omit
See Status Codes.
Note: You cannot set an MFX card’s status
to 98 or 99.
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Minimum
Length

Type

Length

Maximum

Description

Request

Response

<Reason>

AN** 1 60

Reason for the status change.

Optional

Omit

<ltemSrc>

Source field which defines the item source
type. See Item Source Types. If used,
overrides any existing fees for using this

web service.

Mandatory

Omit

<TerminallD>

AN** 1 15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<SysDate>

YYYY-MM- | 10 10
DD

The system processing date.

Omit

Mandatory

<ActionCode>

AN 3 3

The action code for the response. See
Action Codes.

Omit

Mandatory

<Sms_Required>

AN 1 1

Whether an SMS is sent to the cardholder
with the card's CVV. 1 = yes; 0 =No. The
defaultis ‘0’. The SMS is configurable.

Optional

Omit

<WebServiceResult>

AN

Parameter group describing the result of
the Web Service call. Only has values if the
current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

Omit

Mandatory

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Security
Minimum Maximum -
Type Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_StatusChange>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>2</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

LastName></hyp:LastName>
LocDate>2021-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
NewStatCode>00</hyp:NewStatCode>
Reason></hyp:Reason>
ItemSrc>2</hyp:ItemSrc>
TerminalID></hyp:TerminalID>
SecID>0</hyp:SecID>
SecVal></hyp:SecVal>
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<hyp:SecValPos>0</hyp:SecValPos>
</hyp:Ws_StatusChange>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_StatusChangeResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_StatusChangeResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>2</TxnCode>
<PublicToken>123456789</PublicToken>
<WebServiceResult/>
</Ws_StatusChangeResult>
</Ws_StatusChangeResponse>
</soap:Body>
</soap:Envelope>
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Card Unload and Change Status

APIl: Ws_UnLoad_StatusChange

This web service simultaneously unloads the card and changes the card status (e.g., to expired).

Note: Changes made to the card's status will also update the status of any linked digital payment tokens if the option dpan_
over_fpan = “N”is set for your cards. For details, see the Tokenisation Service Guide.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Should be unique for
every web service request sent. Tip: You
could use a number based on the current
date and time, as long as it is unique (e.g.,
20201217145006).

Mandatory

Mandatory

<IssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction
Codes. Default value is11.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the service.
Only applicable to systems using member
logins. Returned in the response if present
in the request. Note: Legacy field. Not
used.Mandatory if the value of <AuthType>
is'5'.

Conditional

Conditional

<AuthType>

AN

Parameter to specify how the card should
be authenticated. See Authentication
Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.
Mandatory in request if <track2>and
<PublicToken> are not present.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in request if
<PAN>and <PublicToken> are not present or
when <AuthType>is ‘7.

Conditional

Omit

<PublicToken>

AN

The card’s public token, Mandatory in
request if <PAN> and <Track2> are not
present. Mandatory in the response.

Conditional

Mandatory

<DOB>

YYYY-MM-
DD

10

10

Date of Birth. Mandatory if value of
<AuthType> is ‘2’ or ‘6’.

Conditional

Omit

<CVv>

AN

Card Verification Value, the 3-digit code
printed on the back of the card. Mandatory
if the value of <AuthType>is ‘3.

Conditional

Omit

<AccCode>

AN

Access code or passcode. If provided,
must be 6 digits, leading zeroes are
acceptable. Leave empty if not required.
Mandatory if the value of <AuthType> is ‘4’

Conditional

Omit

<LastName>

AN

20

Cardholder's last name, used to
authenticate the cardholder if the value of
<AuthType> is ‘6’.

Conditional

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-

Mandatory

Mandatory

© 2023 Global Processing Services Ltd. All Rights Reserved.

81


#https://developer.globalprocessing.com/Tokenisation_Guide.htm

Web Services Guide

3.16

Minimum

Length

Maximum
Length

Description

Request

Response

second format.

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<LoadFundsType>

AN

Payment method used to load funds onto
the card. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used to
determine the fee for the load, if applicable.
If omitted, defaults to 14 “Unknown”. See
Load Sources.

Optional

Omit

<AmtUnLoad>

20

The requested amount to unload. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes. If 0 will unload the whole amount
remaining on the card. If the amount is
specified, this amount is returned in the
response. Otherwise, the actual amount
unloaded (net of fees) is returned.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the currency
(e.g. EUR). If supplied, it will be validated
against the cards billing currency.

Conditional

Mandatory

<AviBal>

20

The current balance on the card account.
This includes all financial transactions and
outstanding authorisations. The balance
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<BlIkAmt>

20

Amount of funds blocked on the card
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

<StatCode>

AN

The card status to set the card to (e.g.
Lost, Stolen and Destroyed). See Status
Code.

Note: You can’t set an MFX card’s status
to 98 or 99.

Mandatory

Omit

<Reason>

AN

60

Reason for the status change.

Optional

Omit

<Note>

AN

256

Add a note. The text will be displayed in the
Smart Client notes field for the transaction.

Optional

Optional

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<|tem|D>

AN

20

The unique item ID returned for this load.

Omit

Mandatory

<|ltemSrc>

N

Source field to define alternate fees. Itis
used in conjunction with existing fee server
Iltem. See ltem Source Types.

Mandatory

Omit
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Minimum Maximum

Description Request Response
Length Length
<LoadedBy> AN 1 30 User who unload amount from the card. Optional Omit
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory

Action Codes.

<WebServiceResult> AN Parameter group describing the result of Omit Mandatory
the Web Service call. Only has values if the
current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

Security
Minimum Maximum o
Description Request Response
Length Length

<Secld> N 1 8 Do not use. Setto 0. Mandatory Omit

<SecVal> AN 1 64 Do not use. Optional Omit

<SecValPos> N 1 2 Do not use. Set to 0. Mandatory Omit
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionieb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******¢ /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_UnLoad_StatusChange>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>11</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:LoadFundsType>4</hyp:LoadFundsType>
<hyp:LoadSrc>10</hyp:LoadSrc>
<hyp:AmtUnLoad>5</hyp:AmtUnLoad>
<hyp:CurCode>GBP</hyp:CurCode>
<hyp:StatCode>56</hyp:StatCode>
<hyp:Reason>Unload and Status Change</hyp:Reason>
<hyp:ItemSrc>2</hyp:ItemSrc>
<hyp:SecID>2</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>@</hyp:SecValPos>
<hyp:LoadedBy>Admin</hyp:LoadedBy>
<hyp:Note>Test unload and status change</hyp:Sms_Required>
</hyp:Ws_UnLoad_StatusChange>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
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<Ws_UnLoad_StatusChangeResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_UnLoad_StatusChangeResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>11</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<AmtUnLoad>5</AmtUnLoad>
<ClientCode/>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<AvlBal>17</Av1Bal>
<BlkAmt>1</BlkAmt>
<ItemID>1234</ItemID>
<CurCode>GBP</CurCode>
<WebServiceResult/>

</Ws_UnLoad_StatusChangeResult>

</Ws_UnLoad_StatusChangeResponse>
</soap:Body>
</soap:Envelope>
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Card PIN Control

API: WS_PinControl
This web service enables you to set, retrieve, unblock and change the PIN associated with the card.

It also allows you to unblock the CVC2 of a card or mobile device token.

PIN field usage

The table below displays the conditions under which each of the PIN fields must be present in the request and response for each
<function>. 'Y = the field must be present. Blank = the field must be left empty.

newPIN

confirmPIN

currentPIN

00 - Set PIN Y Y
01-GetPIN Y
02 - Change PIN Y Y Y
03 - Generate and Get PIN Y

04 - Unblock PIN

05 - Send PIN Mailer

06 - Forward PIN request to external API

07 - Unblock CVC2

08 - Unblock PIN and CVC2

Record Description

Minimum Maximum o
Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Should be unique for every Mandatory Mandatory
web service request sent. Tip: You could use a
number based on the current date and time, as
long as it is unique (e.g., 20201217145006).

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.

<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of Conditional | Omit

DD <AuthType>is ‘2’ or ‘6’.

<CVv> AN 3 3 Card Verification Value, the 3-digit code printed | Conditional Omit
on the back of the card. Mandatory if the value
of <AuthType> is ‘3’.

<AccCode> AN 0 6 Access code or passcode. If provided, must | Conditional | Omit
be 6 digits, leading zeroes are acceptable.
Leave empty if not required. Mandatory if
the value of <AuthType>is ‘4’.

<lastName> AN 1 20 Cardholder's last name, used to authenticate Optional Omit
the cardholder if the value of <AuthType>is ‘6’

<locDate> YYYY-MM- | 10 10 The local current date in year-month-date Mandatory Mandatory

DD format.

<locTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.

<PAN> AN 16 19 Card Number. Required in request if Conditional Omit
<AuthType>is‘1’,‘2’, ‘3,4’ or ‘6’ and
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85



Web Services Guide

3.16

Minimum

Length

Maximum
Length

Description

Request

Response

<PublicToken> not present.

<PublicToken>

AN

The card’s public token. Mandatory in request if
<PAN> is not present. Mandatory in the
response.

Conditional

Mandatory

<ClientCode>

AN

64

User ID of the customer using the service. Only
applicable to systems using member logins.
Returned in the response if present in the
request.

Note: Legacy field. Not used.

Conditional

Conditional

<Func>

AN

PIN function requested:

00 = Set PIN

01 =GetPIN

02 = Change PIN

03 = Generate and Get PIN
04 =Unblock PIN

05 = Send PIN mailer

06= Forward PIN request to external API. See
Forwarding a PIN request to a External API.

07 = Unblock CVC2
08 = Unblock PIN and CVC2

Mandatory

Omit

<CurrentPin>

AN

12

Current PIN. Represented as a 4-12 digit PIN
block. Usage depends on the value of
<func>.This field is mandatory in the request for
function 02. For all other functions, this field is
ignored. In the response, this field is mandatory
for function 01 and 03. For all other functions,
this field is omitted.

Conditional

Conditional

<NewPin>

AN

12

New PIN. Represented as a 4-12 digit PIN
block. Usage depends on the value of <func>.
This field is mandatory in the request for
functions 00 and 02. For all other functions, this
field is ignored. In the response, this field is
omitted.

Conditional

Conditional

<ConfirmPin>

AN

12

Confirmation of new PIN. Represented as a 4-
12 digit PIN block. Usage depends on the value
of <func>. This field is mandatory in the request
for functions 00 and 02. For all other functions,
this field is ignored. In the response, this field is
omitted.

Conditional

Omit

<PINStatus>

Indicates whether the allowed number of
card PIN tries has been exceeded. 0 = No;
1=Yes.

Omit

Mandatory

<Sms_Required>

AN

Whether to send an SMS to the cardholder with
the PIN. 0 = No; 1 = Yes. Default is ‘0’.

Optional

Omit

<FeeWaiver>

Indicates whether to waive any web service fee
set up on the system: 0 = No, 1=Yes. Default is
0.

Optional

Omit

<ExtAPICardID>

AN

50

External API card ID if applicable. Follows the
UUID canonical format: ‘XXXXXXXX-XXXX-XXXX~
XXXX-XXXXXXXXXXXX" (with x a hexadecimal char
0->f). If not used, leave blank.

Note: Legacy field. Not used.

Optional

Omit
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Minimum Maximum -
Description Request Response
Length Length
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.

Forwarding a PIN request to a External API

If the value of <Func>is “06” then GPS will:

1. Check there is an External API associated with the Program Manager of the card. If not, return action code 130.

2 Decrypt the GPS PIN Block and re-encrypt the PIN using the ISO-2 algorithm and KEK key associated with the Program

Manager.

3. Call the "PIN by E-channel server" endpoint to deliver the encrypted PIN.

4. Return either success “000” or appropriate action code in the response (see Action Codes).

Note: The CurrentPIN and NewPIN parameters will be left empty in the response if <Func> is “06”.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionlkeb">

<soapenv:Header>
<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:WS_PinControl>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:AuthType>string</hyp:AuthType>
<hyp:locDate>2021-01-01</hyp:locDate
<hyp:1locTime>120000</hyp:locTime>
<hyp:PAN></hyp:PAN>

<hyp:PublicToken>123456789</hyp:PublicToken>

<hyp:ClientCode></hyp:ClientCode>
<hyp:Func>01</hyp:Func>
<hyp:CurrentPin></hyp:CurrentPin>
<hyp:NewPin></hyp:NewPin>
<hyp:ConfirmPin></hyp:ConfirmPin>
<hyp:Sms_Required>1</hyp:Sms_Require
<hyp:ExtAPICardID></hyp:ExtAPICardID
</hyp:WS_PinControl>
</soapenv:Body>
</soapenv:Envelope>

Response

>

d>
>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<WS_PinControlResponse xmlns="http://www.globalprocessing.ae/Hyperionheb">

<WS_PinControlResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>

<PublicToken>123456789</PublicToken>

<ClientCode/>
<CurrentPin>1234</CurrentPin>
<NewPin/>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<PINStatus>0</PINStatus>
</WS_PinControlResult>
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</WS_PinControlResponse>
</soap:Body>
</soap:Envelope>
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Card Extend Expiry Date

API: Ws_ExtendExpiry

This web service enables you to change the GPS expiry date of a card.

Note: The GPS expiry refers to the expiry date held by GPS, calculated based on the GPS validity period from the
ProductMaster. This web service does not allow you to change the physical expiry date embossed on the card, calculated based
on the card validity period from the SchemeMaster.

The use of this web service is primarily when a scheme operates a shorter validity period within GPS than the embossed expiry
validity period. In this case you can extend the cardholder's GPS-held expiry period and potentially charge a fee.

Note: Changing the expiry date will also change the card status to '00' (All Good).

Note: You cannot extend the expiry date of a card which has been set to an irreversible status (such as Stolen or Destroyed);
see Status Codes. If the card is in an irreversible status, this web service will return the Action Code 654.

Record Description

Minimum Maximum

Type Description

Request Response

Length Length

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code. Assigned
by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction Codes.

Default value 17.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the service. Only
applicable to systems using member logins.
Returned in the response if present in the
request. Note: Legacy field. Not used.

Optional

Conditional

<LastName>

AN

20

Cardholder’s last name.

Optional

Omit

<AuthType>

AN

Parameter to specify how the card should be
authenticated. See Authentication Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in request and
response if <PAN> and <PublicToken> are not
present or when <AuthTyp> is ‘4’

Conditional

Omit

<PublicToken>

AN

The card’s public token, Mandatory in request if
<PAN>and <Track2> are not present. Mandatory
in the response.

Conditional

Mandatory

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth. Mandatory if value
of <AuthType> is ‘2’. Otherwise, may be supplied
for informational purposes or as part of
cardholder registration. If age-verification is
configured and conditions are met, the
<crdProduct> associated with the card will be
changed. Refer to the <crdProduct> field
description in the Cardholder Update message
for the impact of this change.

Conditional

Omit

<CVvv>

AN

Card Verification Value, the 3-digit code printed
on the back of the card. Mandatory if the value of
<AuthType> is ‘3’.

Conditional

Omit

<AccCode>

AN

Access code or passcode, which can be used

to set a code which is validated during activation
(e.g. via the GPS IVR system). If provided, must
be 6 digits; leading zeroes are acceptable.
Mandatory if the value of <AuthType>is ‘4’. Leave

Conditional

Omit
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Minimum Maximum o
Type Description Request Response
Length Length
empty if not required. If <AuthType> is ‘4’, the
provided access code is used for activation only;
the GPS stored value will not be updated.
<ExpDate> YYYY-MM- | 10 10 New GPS-held expiry date. Mandatory Mandatory
DD
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory
DD
<LocTime> HHMMSS |6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.
<Reason> AN 1 60 Reason for the status change. Optional Omit
<AviBal> D 1 20 The current balance on the card account. This Omit Mandatory
includes all financial transactions and
outstanding authorisations. The balance amount
can include up to four decimal places, depending
on the currency exponent (e.g., 10.99 for EUR
which has a currency exponent of 2). See
Currency Codes.
<BIKAmt> D 1 20 Amount of funds blocked on the card accountas | Omit Mandatory
a result of all outstanding authorisations. The
balance amount can include up to four decimal
places, depending on the currency exponent
(e.g., 10.99 for EUR which has a currency
exponent of 2). See Currency Codes.
<CurCode> AN 3 3 3-letter ISO currency code for the currency (e.g. Omit Mandatory
EUR).
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.

Security

Minimum
Length

Maximum

Length

Description

Request

Response

<Secld> N 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 64 Do not use. Optional Omit
<SecValPos> N 2 Do not use. Setto 0 Mandatory Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:
<hyp:

strUserName>******< /hyp:strUserName>

strPassword>******</hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
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ExtendExpiry>
WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>17</hyp:TxnCode>
ClientCode></hyp:ClientCode>
LastName></hyp:LastName>
AuthType>1</hyp:AuthType>
PAN></hyp : PAN>
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<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:ExpDate>2025-03-31</hyp:ExpDate>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:Reason></hyp:Reason>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>

</hyp:Ws_ExtendExpiry>

</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_ExtendExpiryResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_ExtendExpiryResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>17</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<ExpDate>2025-03-31</ExpDate>
<ClientCode/>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<Av1lBal>17</Av1Bal>
<BlkAmt>1</BlkAmt>
<CurCode>GBP</CurCode>
</Ws_ExtendExpiryResult>
</Ws_ExtendExpiryResponse>
</soap:Body>
</soap:Envelope>
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Card Renew

APIl: Ws_Renew_Card

This web service enables you to renew or replace a card. It combines the functionality of card replacement and card renewal. The

replacement card will have the same balance that the original card had at the time when the replacement card is activated. Any

linked cards will still point to the correct card.

If you want transfer the card balance immediately to the new card and to update any linked wallet/card payment tokens at the same

time, then select one of the following Renew Options (<RenewOptions>): 18,19,20,21,26 & 28.

Note: If you are replacing the card with a physical card, then you need to activate the card. See Card Activate.

Note: When the new card is activated, GPS will change the status of the old card to 62 restricted card.

Note: When a card is renewed, if you have enrolled the old card with 3D Secure credentials, then the new card is automatically

enrolled with the same 3D Secure credentials. For details, see the 3D Secure Guide.

Record Description

Minimum Maximum

Type Description

Request

Length Length

Response

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<PAN>

AN

16

19

Card Number. Mandatory if <PublicToken> is
not provided.

Mandatory in response. Card number is
displayed as masked (e.g.,
675926******1234).

If you are PCI compliant, the full PAN can
be returned. Check with your
Implementation Manager.

Conditional

Mandatory

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN> is not present. Mandatory in
the response.

Conditional

Mandatory

<RenewOptions>

See Renew Options below.

Mandatory

Omit

<ExpDate>

AN

10

10

Expiry Date in YYYY-MM-DD format; this
will be forced to the last day of the given
month. Mandatory if <RenewOptions>is 8, 10
or12.

Conditional

Mandatory

<NewProductID>

GPS Product ID for the new card.
Mandatory if <RenewOptions>is 4,5 or 12.

Conditional

Omit

<SendSMS>

Whether an SMS is sent to the cardholder
with the card's CVV. 1 = yes; 0 =No. The
default is ‘0’. The SMS is configurable.

Mandatory

Omit

<MailOrSMS>

AN

The cardholder's preferred contact method.
0 =SMS; 1 = email. 2 = SMS and email.
Default value is ‘0.

Optional

Omit

<Createlmage>

Specifies whether to create a card image. 1=
yes, 0 = No. Images are returned in the
<Image> response parameter, encrypted by
a pre-shared PGP encryption key.

Optional

Omit

<FeeWaiver>

Indicates whether to waive any web service
fee set up on the system: 0 = No, 1=Yes.
Defaultis 0.

Optional

Omit

<ProductRef>

AN

50

The physical card design reference as used
by the Card Manufacturer. Identifies the

Optional

Omit
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Minimum L\ EYdullin! -
Description Request Response
Length Length
PRODUCT_REF field in the XML file sent to
the card manufacturer.
<VirtualCardimage> AN 16 The Image ID for the virtual image for the Optional Omit
new card. Image IDs are set up in Smart
Client in the Image Master and Virtual Card
Images screens.Note: If you do not provide
an image ID, the default virtual card image
for the product is used.
<ImageSize> N 1 The size of the virtual image: 1 = 100%; 2= | Optional Omit
200%; 3 =300%; 4 =400%; 5 = 500%.
Defaultis 1.
<DelvMethod> AN 1 The delivery method for the card. Options Optional Omit
include:
0 = Standard delivery;
1 = Registered mail;
2 = Direct delivery;
3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;
Default value is 0
< CarrierType> AN 30 The Carrier Product design reference as Optional Omit
used by the Card Manufacturer. This is the
letter onto which the card is attached when
sent to the cardholder. Identifies the Carrier
Product type of the Card Manufacturer.
<Url> AN 100 This value will be included in the GPS Card | Optional Omit
Generation file, in the <QRCode> field. For
example: https://www.your-e-
card.com/balance/2909680989632389
For details, see the Card Generation
Interface Specifications.
<CVv> AN 3 3 New card CVV. Omit Mandatory
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.
<Image> Base 64 PGP-encrypted image of the card. Requires | Omit Conditional
configuration within Smart Client. Check
with your Implementation Manager.
EWALLETS If you are renewing an eWallet, the response | Omit Conditional
returns an EWALLET structure.
<WebServiceResult> AN Parameter group describing the result of the | Omit Mandatory
Web Service call. Only has values if the
current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

Renew Options

Description

0 = No options turned on, produce a card identical to the cardholder's current card (used for damaged card replacement)

1 = Calculate a new expiry date.

© 2023 Global Processing Services Ltd. All Rights Reserved.
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2 = Use a new card number with same expiry as the replaced card.

3 = Use a new card number with new expiry.

4 = Use a new product with same expiry as replaced card.

5 = Use a new product with new expiry.

8 = Override normal expiry date calculation.

10 = Use new card number and override normal expiry date calculation.

12 = Use new product and override normal expiry date calculation.

18 = Immediate balance transfer and use a new card number with same expiry as the replaced card.
19 = Immediate balance transfer and use a new card number with new expiry.

20 = Immediate balance transfer and use a new product with same expiry as replaced card.

21 = Immediate balance transfer and use a new product with new expiry.

26 = Immediate balance transfer and use new card number and override normal expiry date calculation.
28 = Immediate balance transfer and use new product and override normal expiry date calculation.

Note: Do not choose Renew Options 0, 1 and 8 if the card status is 41, 43, 83, 98 or 99.

EWALLET Response Description

Minimum Maximum ..
Type Description Request Response
Length Length
<IDENTITY> AN 1 9 The GPS 16-digit public token. Mandatory in | Omit Mandatory
the response.
<CARDS> See CARDS Description below. Omit Mandatory
<ACCOUNTS> See ACCOUNTS Description below; may Omit Mandatory

occur multiple times.

CARDS Response Description

Minimum W EYdulln! -
Type Description Request Response
Length Length

<PAN> AN 1 9 Card’s physical PAN. Omit Mandatory

<CRDCURRCODE> AN 3 3 3-digit Alpha currency code. Omit Mandatory

<CRDPRODUCT> AN 1 50 GPS product type. Omit Mandatory

<CUSTCODE> AN 1 25 Customer account number. Mandatory | Omit Conditional
in the response if present.

<PRIMARY> AN 1 1 Indicates if the card is the Primary card. | Omit Mandatory
Default value is "Y'

<PROGRAMID> AN 1 50 Card’s program ID. Omit Mandatory

<STATCODE> AN 2 2 The status code of the card. See Status | Omit Mandatory
Codes.

<EXPDATE> AN 10 10 Expiry date of the card in YYYY-MM-DD | Omit Mandatory
format.

ACCOUNTS Response Description

Minimum W EYdulin! -
Type Description Request Response
Length Length
<ACCNO> AN 1 9 Account number of the card. Omit Mandatory
<ACCTYPE> AN 2 2 Type of card account. See Account Types. Omit Mandatory
<CURRCODE> AN 3 3 3-letter ISO currency code for the Omit Mandatory
cardholder's account (billing) currency.
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Minimum Maximum -
Type Description Request Response
Length Length
<FINAMT> D 1 20 Balance of the account, excluding blocked Omit Mandatory
amount.
<BLKAMT> D 1 20 Amount of funds blocked on the card Omit Mandatory

account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

<AMTAVL> D 1 20 Balance of the card account. This includes Omit Mandatory
all financials and outstanding
authorisations.

WebServiceResult

This parameter is returned in the response to a request when the request included the same WSID as a previosuly submitted
request. It can be used to check if the previous request was successful.

Minimum Maximum ..
Description
Length Length
<WSID> N 1 19 Web service ID from the original request.
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by GPS.
<PublicToken> AN 1 9 The public token of the card from the original request.
<Response> AN 3 3 Three digit action code indicating the status of the request. If

successful, returns: 000.

<Description> AN 1 50 Description of the status of the original request. If successful,
returns: Normal, approve.

<ActionCode> AN 3 3 The action code for the response. See Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Renew_Card>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:RenewOptions>3</hyp:RenewOptions>
<hyp:ExpDate>2025-06-30</hyp:ExpDate>
<hyp:NewProductID></hyp:NewProductID>
<hyp:SendSMS>0</hyp:SendSMS>
<hyp:MailOrSMS></hyp:MailOrSMS>
<hyp:CreateImage>0</hyp:CreateImage>
<hyp:FeeWaiver></hyp:FeeWaiver>
<hyp:ProductRef></hyp:ProductRef>
<hyp:DelvMethod></hyp:DelvMethod>
<hyp:VirtualCardImage></hyp:VirtualCardImage>
<hyp:ImageSize></hyp:ImageSize>
<hyp:CarrierType>123456789012345678901234567890123</hyp:CarrierType>
<hyp:Url></hyp:Url>
</hyp:Ws_Renew_Card>
</soapenv:Body>
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</soapenv:Envelope>
Response
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Renew_CardResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Renew_CardResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<PAN>999999******1234< /PAN>
<PublicToken>123456789</PublicToken>
<ExpDate>2025-06-30</ExpDate>
<ActionCode>000</ActionCode>
<CVV>404</CVV>
<WebServiceResult/>
</Ws_Renew_CardResult>
</Ws_Renew_CardResponse>
</soap:Body>
</soap:Envelope>
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Card Regenerate Image

APIl: Ws_Regenerate

This web service enables you to retrieve the card image configured on the GPS platform, which can then be displayed to the
cardholder. Card images are stored for both virtual cards and physical cards that have been converted from virtual cards. If a
customer wants to see the image some time after card creation you can regenerate the image by using this web service.

Record Description

Minimum Maximum

Type Description
Ve Length Length .

Request Response

<PublicToken>

AN

The card’s public token. Mandatory in
request and response.

Mandatory

Mandatory

<RegenType>

Whether to regenerate the card. 0 = only
return the CVV and do not regenerate; 1 =
Regenerate the card only if it has a status
of lost or stolen, else recreate the card
image (note: legacy only, use \Ws_Renew
Card. See Card Renew); 2 = Only create
the card image, do not regenerate card.

Mandatory

Omit

<Sms_
Required>

Whether an SMS is sent to the cardholder
with the card's CVV. 1 =yes; 0 =No. The
defaultis ‘0’. The SMS is configurable.

Mandatory

Omit

<Sms_Content >

Reserved for future use; set to 0.

Mandatory

Omit

<CVvv>

AN

Card Verification Value, the 3-digit code
printed on the back of the card.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<Image>

Base64
Binary

PGP-encrypted image of the card. Is only
returned if a PGP key has been shared
and configured.

Omit

Conditional

<ExternalRef>

AN

30

External reference code for the card. Note:

Legacy field. Not used.

Optional

Omit

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

< MailOrSMS>

AN

The cardholder's preferred contact
method. 0 = SMS; 1 = email. 2= SMS and
email. Default value is ‘0’.

Optional

Omit

<CustAccount>

AN

25

Cardholder account number or reference
number. You can use this reference to find
the cards linked to a cardholder. Also
displayed in Smart Client as Customer
Reference.

Optional

Optional

<PAN>

16

19

Card Number displayed as masked.

Note: For customers who are PCI DSS
Compliant, the full PAN can be returned if
required. This must be enabled at
Program Manager level and will apply to
all web services which return the PAN.
Only returned for successful calls.

Omit

Conditional

<WSID>

19

Web service ID. Unique for every request.

Optional

Omit

<IssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Optional

Omit
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Minimum Maximum

Type Description Request Response
o Length Length > < 2

<FeeWaiver> N 1 1 Indicates whether to waive any web Optional Omit
service fee set up on the system: 0 = No,
1=Yes. Default is 0.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Regenerate>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:RegenType>1</hyp:RegenType>
<hyp:Sms_Required>@</hyp:Sms_Required>
<hyp:Sms_Content>0</hyp:Sms_Content>
<hyp:ExternalRef>ABCDOO1</hyp:ExternalRef>
<hyp:TerminalID>POS-TEST</hyp:TerminalID>
<hyp:MailOrSMS>0@</hyp:MailOrSMS>
<hyp:WSID>2021123456789678</hyp:WSID>
<hyp:IssCode>CLIENT</hyp:IssCode>
</hyp:Ws_Regenerate>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_RegenerateResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">
<Ws_RegenerateResult>
<PublicToken>123456789</PublicToken>
<ActionCode>000</ActionCode>
<CVV>123</CVV>
<PAN>123456******4391< /PAN>
</Ws_RegenerateResult>
</Ws_RegenerateResponse>
</soap:Body>
</soap:Envelope>
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Card Get Passcode

APIl: Ws_Get_Passcode

This web service enables you to retrieve the Access Code (also known as passcode or activation code) of a card.

Note: The access code must first be provided to GPS when creating a card. See Card Create.

Record Description

Minimum Maximum o
Type Description Request Response
Length

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by Mandatory Mandatory
GPS.

<PAN> AN 16 19 Card Number. Mandatory if <PublicToken> is not Conditional Omit
provided.

<PublicToken> AN 1 9 The card’s public token. Mandatory in request if <PAN> | Conditional Omit
is not present. Mandatory in the response.

<AccCode> AN 0 6 Access code. Can be used to set a code which is Omit Mandatory
validated during activation, e.g. via an IVR system. If
provided, it must be 6 digits, leading zeroes are
acceptable. Leave empty if not required.

<ActionCode> AN 3 3 The action code for the response. See Action Codes. Omit Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soap:Body>
<hyp:Ws_Get_Passcode>
<hyp:WSID>202107150820</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>
</hyp:Ws_Get_Passcode>
</soap:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Get_PasscodeResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">
<Ws_Get_PasscodeResult>
<WSID>202107150820</WSID>
<AccCode>935647</AccCode>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
</Ws_Get_PasscodeResult>
</Ws_Get_PasscodeResponse>
</soap:Body>
</soap:Envelope>
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Card Convert to Physical

APIl: Ws_Convert_Card

This web service enables you to upgrade a virtual card to a physical card. It triggers the inclusion of the card in the next XML card
manufacturer or personalisation bureau file for your programme. As part of the upgrade to a physical card, a new expiry date and
CVV2 will be generated if the conversion and production of the XML card file falls in a different calendar month to the virtual card

creation.

Following successful conversion, replacement or renewal, cards are generated as physical card records.
Note: Where a virtual card has been activated, the physical card will also be active in transit. We recommend you enforce virtual

only usage until the cardholder has received the card. You also need to use Ws Activate (see Card Activate) to ensure GPS has
the updated card record data (where CVV2 and expiry date differ to the virtual card).

Record Description

Minimum Maximum

Description Request Response
Length Length
<PublicToken> AN 1 9 The card’s public token. Mandatory in request and Mandatory Mandatory
response.
<ConvertDate> YYYY- 10 10 The date on which the virtual card is upgraded to a Optional Mandatory
MM-DD physical card.
<Apply_Fee> N 1 1 Whether to apply a card upgrade fee. 0 or blank = No, | Mandatory Omit
1=Yes.
<ExpDate> YYYY- 10 10 Card expiry date. If left blank, updates with the default | Optional Omit
MM-DD expiry date, based on the Card Scheme's validity

period in months, otherwise updates with the input
value. This also applies to replacement cards. The
actual physical expiry is returned in MM/YY format.

<Imageld> AN 1 16 Reference which identifies the card manufacturer's Optional Omit
image file that will be printed on the face of the card. If
not supplied, then the Imageld supplied with Ws
CreateCard will be used if available.

< CarrierType> AN 1 30 The Carrier Product design reference as used by the | Optional Omit
Card Manufacturer. This is the letter onto which the
card is attached when sent to the cardholder.
Identifies the Carrier Product type of the Card
Manufacturer.

<ActionCode> AN 3 3 The action code for the response. See Action Codes. | Omit Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperioneb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Convert_Card>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:ConvertDate>2021-01-01</hyp:ConvertDate>
<hyp:Apply Fee>0</hyp:Apply Fee>
<hyp:ExpDate>2025-083-31</hyp:ExpDate>
<hyp:ImageId></hyp:Imageld>
<hyp:CarrierType>123456789012345678901234567890123</hyp:CarrierType>
</hyp:Ws_Convert_Card>
</soapenv:Body>
</soapenv:Envelope>
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Response
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Convert_CardResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Convert_CardResult>
<ActionCode>000</ActionCode>
<PublicToken>123456789</PublicToken>
<ConvertDate>2021-01-01</ConvertDate>
</Ws_Convert_CardResult>
</Ws_Convert_CardResponse>
</soap:Body>
</soap:Envelope>
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Card Send Files

APIl: Ws_Send_CardFiles

This web service enables you to create two .csv files and send the files to the SFTP folder specified in the request. One file contains
the 9 digit public token and CVV. The other file contains the 9 digit public token and the middle 6 digits of the PAN.

Record Description

Minimum Maximum o
Type Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.
<CustAccount> AN 1 25 Cardholder account number or reference Mandatory Mandatory
number.
<Password> AN 1 50 Password to encrypt the files. Mandatory Mandatory
<SFTP> AN 1 50 SFTP folder name. Mandatory Mandatory
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Send_CardFiles>
<hyp:WSID>20211234567896</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:CustAccount>ABCD123</hyp:CustAccount>
<hyp:Password>@bc123$</hyp:Password>
<hyp:SFTP>Test</hyp:SFTP>
</hyp:Ws_Send_CardFiles>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>

<Ws_Send_CardFilesResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">

<Ws_Send_CardFilesResult>
<IssCode>PMT</IssCode>
<CustAccount> ABCD123</CustAccount>
<Password>>@bc123%$</Password>
<SFTP>Test</SFTP>
<WSID>20211234567896</WSID>
<ActionCode>000</ActionCode>
</Ws_Send_CardFilesResult>
</Ws_Send_CardFilesResponse>
</soap:Body>
</soap:Envelope>
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Cardholder Send Message

APIl: Ws_SendMessage

This web service enables you to send a pre-defined message to the cardholder via SMS or Email. GPS can configure the message
using a selection of variables.

Note: If the SMS or Email option is selected and a bespoke message has not been configured, the default GPS message will be
sent. Character limitation is in line with standard SMS message capacity.

Record Description

Minimum Maximum

Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned Mandatory Mandatory
by GPS.
<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit

authenticated. See Authentication Methods.

<PAN> AN 16 19 Card Number. Required in request if <AuthType>is | Conditional Omit
‘1°,2’, 3,4’ or ‘6’ and <PublicToken> is not
present.

<PublicToken> AN 1 9 The card’s public token. Mandatory in request if Conditional Mandatory

<PAN> is not present. Mandatory in the response.

<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory
DD
<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.
<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of <AuthType>is | Conditional Omit
DD ‘2’ or‘6’.
<CVV> AN 3 3 Card Verification Value, the 3-digit code printed Conditional Omit

on the back of the card. Mandatory if the value of
<AuthType> is ‘3’

<AccCode> AN 0 6 Access code or passcode, which can be used Conditional Omit
to set a code which is validated during activation
(e.g. via the GPS IVR system). If provided, must
be 6 digits; leading zeroes are acceptable.
Mandatory if the value of <AuthType> is ‘4’. Leave
empty if not required.

<LastName> AN 1 20 Cardholder’s last name. Optional Omit

<Eventld> N 1 4 ID of the event. See Event ID below. GPS Mandatory Omit
generates and sends the appropriate SMS or
Email message.

<MailOrSMSs> N 1 1 The cardholder's preferred contact method. 0 = Mandatory Omit
SMS; 1 = email. 2 = SMS and email. Default value
is ‘0.
<SysDate> YYYYY- 10 10 The system processing date. Omit Mandatory
MM-DD
<ActionCode> AN 3 3 The action code for the response. Relevant codes | Omit Mandatory
are:

604 = Invalid event ID
787 = Email address is missing

788 = Invalid mail or SMS
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Event ID
ID Description ID  Description
1 Activation 12 Balance Adjustment
2 Balance Enquiry 13 Balance Transfer
3 Card Creation 14 Change Groups
4 Card Renewal 15 Extent Expiry
5 Card Replacement 16 Unload
6 Load 17 Unload and Status Change
7 PIN Retrieval 18 Update Cardholder
8 Status Change 19 Send Mobile Activation code to Cardholder
9 Card Image Regeneration | 20 Notification of Tokenisation
10 Card Conversion 21 CVC2 Unblock
11 Activation and Load

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionieb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>*****< /hyp:strUserName>
<hyp:strPassword>*****</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_SendMessage>
<hyp:WSID>5122404400194940928</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:LocDate>2015-07-20</hyp:LocDate>
<hyp:LocTime>101010</hyp:LocTime>
<hyp:DOB>1982-01-01</hyp:DOB>
<hyp:CVV>223</hyp:CVV>
<hyp:AccCode/>
<hyp:LastName>Abraham</hyp:LastName>
<hyp:EventId>1</hyp:EventId>
<hyp:MailOrSMS>1</hyp:MailOrSMS>
</hyp:Ws_SendMessage>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_SendMessageResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_SendMessageResult>
<WSID>5122404400194940928</WSID>
<IssCode>PMT</IssCode>
<PublicToken>101967192</PublicToken>
<LocDate>2015-07-20</LocDate>
<LocTime>101010</LocTime>
<SysDate>2015-07-22</SysDate>
<ActionCode>000</ActionCode>

</Ws_SendMessageResult>

</Ws_SendMessageResponse>
</soap:Body>
</soap:Envelope>
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Cards Link

APIl: Ws_link_cards

This web service enables you to links cards in a Primary and Secondary relationship, which is useful when the primary card with
existing secondary card linkage(s) needs to be replaced with a new token. The secondary cards can be linked to the new token via
this web service. More than one secondary card can be linked to a primary card.

Notes

* The billing currency of the cards you want to link must be the same.
» If the supplied PAN or PublicToken belongs to a primary card with no secondary cards then it is linked as a new secondary
card of the card specified by NewPAN or NewToken.

» If the supplied PAN or PublicToken belongs to a secondary card, then the primary card of that secondary card is changed to
the card identified by NewPAN/NewToken.

 If the supplied PAN or PublicToken belongs to a card with one or more secondary cards, then the primary card of each of those
secondary cards is changed to NewPAN/NewToken.

Record Description

Minimum Maximum o
Type Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned Mandatory Mandatory
by GPS.

<PAN> AN 16 19 The account number of the card you want to link to | Conditional Omit
another card. Mandatory in request if
<PublicToken> is not provided.

<PublicToken> AN 1 9 The public token of the card you want to link to Conditional Mandatory
another card. Mandatory in request if <PAN> is not
present. Mandatory in the response.

<NewPAN> AN 16 19 The account number of the card you want to link Conditional Omit
to. Mandatory in the request if <newToken> is not
present.

<NewToken> AN 16 19 The public token of the card you want to link to. Conditional Mandatory
Mandatory in the request if <NewPAN> is not
present.

<LinkageGroup> AN 1 10 Linkage Group to use for linking the two tokens. If | Conditional Mandatory
not specified, uses the default Linkage Group.

<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.

<NewPublicToken> AN 1 9 New public token assigned to the linked cards. Omit Mandatory

<SecondaryCards> - - - An array of secondary cards. See Secondary Card | Omit Mandatory
below. Can occur multiple times within the
message.

Secondary Card

Type

Minimum

Description

Request

Response

<PublicToken> AN

Public token of the secondary card. Omit

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionkeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
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<hyp:
</hyp:Au
</soapenv:H
<soapenv:Bo
<hyp:Ws_
<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:
</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt

<soap:Body>

<Ws_Link_CardsResponse xmlns="http://www.globalprocessing.ae/Hyperionheb">

<Ws_L

strPassword>******< /hyp:strPassword>
thSoapHeader>

eader>

dy>

Link_Cards>
WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
PAN></hyp: PAN>
PublicToken>123456789</hyp:PublicToken>
NewPAN></hyp :NewPAN>
NewToken>987654321</hyp :NewToken>
_Link_Cards>

ody>

lope>

p://www.w3.0rg/2001/XMLSchema" >

ink_CardsResult>

<WSID>2021123456789</WSID>

<I
<P

<NewPublicToken>987654321</NewPublicToken>

ssCode>PMT</IssCode>
ublicToken>123456789</PublicToken>

<ActionCode>000</ActionCode>

<S

</

econdaryCards>
<SecondaryCard>

<PublicToken>792710863</PublicToken>

</SecondaryCard>
<SecondaryCard>

<PublicToken>506904572</PublicToken>

</SecondaryCard>
<SecondaryCard>

<PublicToken>422232038</PublicToken>

</SecondaryCard>
<SecondaryCard>

<PublicToken>546808888</PublicToken>

</SecondaryCard>
<SecondaryCard>

<PublicToken>838454145</PublicToken>

</SecondaryCard>
<SecondaryCard>

<PublicToken>590228767</PublicToken>

</SecondaryCard>
SecondaryCards>

</Ws_Link_CardsResult>
</Ws_Link_CardsResponse>

</soap:Body>

</soap:Envelope>
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Remove Cardholder Data

APIl: Ws_Remove_CardHolder_Data

This web service removes personally identifying cardholder data (cardholder name, address, email and phone number) from the
specified card. You can remove data from multiple cards in a single request.

Before removing data from a card record, the web service checks that the card's issue date is more than 6 years old. The card must
not have any balance or blocked amount. The status of the card must be either Destroyed or Expired.

No transaction details will be removed. This web service does not affect transactional data, such as authorisationsand financial

records.

Note: Once deleted, this operation cannot be undone. Please take extra care before using this web service.

Record Description

Minimum

W EYdulin

Description

Length

Request

Response

<WSID>

19

Web service ID. Should be unique
for every web service request
sent. Tip: You could use a number
based on the current date and
time, as long as it is unique (e.g.,
20201217145006).

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<TokenData>

AN

The public token of the card. You
can specify an array of TokenData
elements, to remove cardholder
data from multiple cards in a single
request.

Mandatory

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-
month-date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-
minute-second format.

Mandatory

Mandatory

<ActionCode>

AN

The action code for the response.
See Action Codes.

Omit

Mandatory

<TokensCount>

AN

The number of pubic token
updates requested.

Omit

Mandatory

<TokenDetailsResponse>

Provides an array of token results,
one for each public token update
request. See TokenResult.

Omit

Mandatory

TokenResult

Normal, approve indicates that the
public token has been sucessfully
updated.

Minimum Maximum -
Description Request Response
Length Length

<PublicToken> AN 1 The public token of the card. Omit Mandatory
<ActionCode> AN 3 The action code for the public token: 000 | Omit Mandatory

indicates that the public token has been

sucessfully updated. See Action Codes.
<ActionDescription> AN 1 Description of the result of the request: Omit Mandatory
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Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Remove_CardHolder_Data>
<hyp:WSID>2022202208301234556</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TokenData>
<!--Zero or more repetitions:-->
<hyp:TokenData>

<hyp:PubToken>523686956</hyp:PubToken>

</hyp:TokenData>
<hyp:TokenData>

<hyp:PubToken>136331110</hyp:PubToken>

</hyp:TokenData>
<hyp:TokenData>

<hyp:PubToken>112060766</hyp:PubToken>

</hyp:TokenData>
<hyp:TokenData>

<hyp:PubToken>112060766</hyp:PubToken>

</hyp:TokenData>
<hyp:TokenData>

<hyp:PubToken>112730529</hyp:PubToken>

</hyp:TokenData>
</hyp:TokenData>
<hyp:LocDate>2022-20-05</hyp:LocDate>
<hyp:LocTime>1200800</hyp:LocTime>
</hyp:Ws_Remove_CardHolder_Data>
</soapenv:Body>

Response

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>

<Ws_Remove_CardHolder_DataResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_Remove_CardHolder_DataResult>
<WSID>2022202208301234556</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<SysDate>2022-04-01</SysDate>
<TokensCount>5</TokensCount>
<TokenDetailsResponse>
<TokenResult>
<PubToken>136331110</PubToken>
<ActionCode>000</ActionCode>

<ActionDescription>Normal, approve</ActionDescription>

</TokenResult>

<TokenResult>
<PubToken>112060766</PubToken>
<ActionCode>000</ActionCode>

<ActionDescription>Normal, approve</ActionDescription>

</TokenResult>

<TokenResult>
<PubToken>523686956</PubToken>
<ActionCode>000</ActionCode>

<ActionDescription>Normal, approve</ActionDescription>

</TokenResult>

<TokenResult>
<PubToken>112060766</PubToken>
<ActionCode>000</ActionCode>

<ActionDescription>Normal, approve</ActionDescription>

</TokenResult>

<TokenResult>
<PubToken>112730529</PubToken>
<ActionCode>000</ActionCode>

<ActionDescription>Normal, approve</ActionDescription>
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</TokenResult>
</TokenDetailsResponse>
<LocDate>2022-20-05</LocDate>
<LocTime>1200800</LocTime>
</Ws_Remove_CardHolder_DataResult>
</Ws_Remove_CardHolder_DataResponse>
</soap:Body>
</soap:Envelope>
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You can use the following web services to manage cardholder enquiries:
Card Enquiry (Live and Archived): Ws Enquiry
Card Enquiry (Live): Ws_Customer_Enquiry and Ws_Customer_Enquiry V2
Cardholder Details Enquiry: Ws_CardHolder_Details_Enquiry and Ws_CardHolder_Details_Enquiry_V2
Update Cardholder Details (V1): Ws Update Cardholder Details
Update Cardholder Details (V2): Ws Update Cardholder Details V2
Cards Get Expiring Soon: Ws Get Card ExpireSoon
Card Statement (V1): Ws Card Statement
Card Statement (V2): Ws_Banking_Card_Statement_V2
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Card Enquiry

APIL: Ws Enquiry

This web service provides the details of a card, such as: Token, Expiry Date, Status and Cardholder name. It can be used to quickly
determine the validity of a card. It returns useful information such as the status, balance and group membership details of a card.

This web service returns details of both live and archived cards. If you only want to return live cards or all cards associated with a

customer, we recommend you use Ws_Customer Enquiry. See Customer Enquiry.

Note: The full 16 Digit PAN can be supplied for customers who are PCI DSS compliant.

Record Description

Maximum
Length

Minimum

Description
Length

Type

Request

Response

Web service ID. Should be
unique for every web service

<WSID> N 1 19

request sent. Tip: You could
use a number based on the
current date and time, as long
as itis unique (e.g.,
20201217145006).

Mandatory

Mandatory

<IssCode> AN 1 4 GPS Issuer (Program
Manager) Code. Assigned by

GPS.

Mandatory

Mandatory

<TxnCode> AN 1 2 The Transaction Code. See

Transaction Codes. Default

value is 9.

Mandatory

Mandatory

<AuthType> AN 1 1 Parameter to specify how the
card should be authenticated.

See Authentication Methods.

Mandatory

Omit

<ClientCode> AN 1 64 User ID of the customer using
the service. Only applicable to
systems using member logins.
Returned in the response if
present in the request. Note:

Legacy field. Not used.

Conditional

Conditional

<PAN> AN 16 19 Card Number. Unique card
identifier. Mandatory in
request if <track2> and

<PublicToken> are not present.

Optional

Omit

AN 1 28 Account number of the card.
Mandatory if neither

<ClientCode> nor <PAN> are

<AccNo>

provided. Returned in the
response if present in the
request.

Conditional

Mandatory

<PublicToken> AN 1 9 The card’s public token,
Mandatory in request if <PAN>
and <accno> are not present.

Mandatory in the response.

Conditional

Mandatory

<CurCode> AN 3 3 3-letter ISO currency code

for the currency (e.g. EUR).

Optional

Mandatory

YYYY-MM- | 10 10
DD

<LocDate> The local current date in year-

month-date format.

Mandatory

Mandatory

<LocTime> HHMMSS 6 6 The local current time, in hour-

minute-second format.

Mandatory

Mandatory
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Minimum Maximum o
Description Request Response

Length Length

<ltemSrc> N 1 5 Source field to define alternate | Mandatory Omit
fees. Legacy field for
information purposes only; see
Iltem Source Types. Suggest
using 0.

<LastName> AN 1 20 Cardholder's last name, used | Optional Omit
to authenticate the cardholder
if the value of <AuthType>is ‘6.

<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if Conditional Omit
DD value of <AuthType>is ‘2’ or ‘6’.
<CVV> AN 3 3 Card Verification Value, the 3- | Conditional Omit

digit code printed on the back
of the card. Mandatory if the
value of <AuthType>is ‘3.

<AccCode> AN 0 6 Access code or passcode. If Conditional Omit
provided, must be 6 digits,
leading zeroes are acceptable.
Leave empty if not required.
Mandatory if the value of
<AuthType> is ‘4.

<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the Omit Mandatory

response. See Action Codes.

<StartDate> AN 5 5 Start date printed on the card Omit
in the format MM/YY.
<EndDate> AN 5 5 Physical end date printed on Omit

the card in the format MM/YY.

<ExpDate> YYYY-MM- | 10 10 Expiry date of the card in Omit Mandatory
DD YYYY-MM-DD format.
<StatCode> AN 2 2 The status code of the card. Omit Mandatory

See Status Codes.

<AvIBal> D 1 20 The current balance on the Omit Mandatory
card account. This includes all
financial transactions and
outstanding authorisations.
The balance amount can
include up to four decimal
places, depending on the
currency exponent (e.g., 10.99
for EUR which has a currency
exponent of 2). See Currency
Codes.

<BIKAmt> D 1 20 Amount of funds blocked on Omit Mandatory
the card account as a result of
all outstanding authorisations.
The balance amount can
include up to four decimal
places, depending on the
currency exponent (e.g., 10.99
for EUR which has a currency
exponent of 2). See Currency
Codes.
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Minimum Maximum o
Description Request Response
<EmbossName> AN 1 51 Name embossed on the card. | Omit Mandatory
<IsLive> N 1 1 Specifies whether the card is Omit Mandatory
active or not. 1 or True =
Active; 0 or False = Not Active.
<Scheme> AN 1 50 The card’s GPS scheme. Omit Mandatory
<Product> AN 1 50 The name you gave to your Omit Mandatory
GPS card product. This is
stored in Smart Client.
<MaskedPAN> AN 16 19 Card number displayed as Omit Mandatory
masked (e.g.,
675926******1234). Note. The
full PAN can be returned if you
are PCI DSS compliant.
Contact your Implementation
Manager.
<LimitGroup> AN 1 10 Group code of the Limit Group. | Omit Mandatory
<MCCGroup> AN 1 10 Group code of the MCC Omit Mandatory
Group.
<PERMSGroup> AN 1 10 Group code of the Usage Omit Mandatory
Group.
<FeeGroup> AN 1 10 Group code of the Fee Group. | Omit Mandatory
<SchedFeeGroup> AN 1 10 Group code of the Scheduled Omit Mandatory
Fee Group.
<WSFeeGroup> AN 1 10 Group code of the Web Omit Mandatory
Service Fee Group.
<LinkageGroup> AN 1 10 Group code of the Card Omit Mandatory
Linkage Group.
<AuthCalendarGroup> AN 1 10 Group code of the Auth Omit Mandatory
Calendar Group.
<FXGroup> AN 1 10 Group code of the FX Group. Omit Mandatory
<PrimaryToken> AN 1 9 The primary card’s public Omit Mandatory
token.
<BlackList> AN 1 10 Group code of the card Omit Mandatory
acceptor Deny list. See Card
Acceptor Deny list.
<WhiteList> AN 1 10 Group code of the card Omit Mandatory
acceptor Allow list. See Card
Acceptor Allow list.
<PaymentTokenUsageGroup> AN 1 10 Payment token usage group Omit Mandatory
code. For details, check with
your Implementation Manager.
<CVV2_RemainingTries> AN 1 2 The number of online CVV2 Omit Mandatory
tries remaining.
<PIN_RemainingTries> AN 1 2 The number of online PIN tries | Omit Mandatory
remaining.
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Security
Minimum Maximum -
Description Request Response
Length Length

<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit

<SecVal> AN 1 64 Do not use. Optional Omit

<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Enquiry>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>9</hyp:TxnCode>
AuthType>1</hyp:AuthType>
ClientCode></hyp:ClientCode>
PAN></hyp : PAN>
AccNo></hyp:AccNo>
PublicToken>123456789</hyp:PublicToken>
CurCode></hyp:CurCode>
LocDate>2013-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
ItemSrc>2</hyp:ItemSrc>
DOB></hyp:DOB>

CVV></hyp:CVV>
AccCode></hyp:AccCode>
LastName></hyp:LastName>
SecId>@</hyp:SecId>
SecVal></hyp:SecVal>
SecValPos>@</hyp:SecValPos>

</hyp:Ws_Enquiry>

</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_EnquiryResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_EnquiryResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>9</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2013-01-01</LocDate>
<LocTime>120000</LocTime>
<StartDate>10/12</StartDate>
<EndDate>@3/15</EndDate>
<ExpDate>2015-03-31</ExpDate>
<StatCode>00</StatCode>
<EmbossName>GIFT CARD</EmbossName>
<Av1Bal>17</Av1Bal>
<BlkAmt>1</BlkAmt>
<CurCode>GBP</CurCode>
<ClientCode></ClientCode>
<SysDate>2013-01-01</SysDate>
<ActionCode>000</ActionCode>
<IsLive>true</IsLive>
<Scheme>Giftcard</Scheme>
<Product>Gift card brand A</Product>
<MaskedPAN>987654******@123</MaskedPAN>
<LimitGroup>PMT-VL-002</LimitGroup>
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<MCCGroup></MCCGroup>
<PERMSGroup>PMT-CU-002</PERMSGroup>
<FeeGroup></FeeGroup>
<AuthCalendarGroup></AuthCalendarGroup>
<FXGroup></FXGroup>
<PrimaryToken>9876543212345678</PrimaryToken>
<BlackList>BL-01</BlackList>
<WhitelList></WhitelList>
<PaymentTokenUsageGroup></PaymentTokenUsageGroup>
<CVV2_RemainingTries>5</CVV2_RemainingTries>
<PIN_RemainingTries>3</PIN_RemainingTries>
</Ws_EnquiryResult>
</Ws_EnquiryResponse>
</soap:Body>
</soap:Envelope>
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Customer Enquiry

API: Ws_Customer_Enquiry and Ws_Customer_Enquiry_V2

This web service returns the list of cards associated with a customer name. It does not return the details of archived cards.

Note: We recommend you use V2 of this service, which provides additional request and response parameters. V2 returns all
cards linked to a specified <PublicToken>or <CustAccount> including secondary cards. See below.

Record Description

Minimum

Maximum

Description

Request

Response

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction
Codes. Default value 4.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the service.
Only applicable to systems using member
logins. Returned in the response if
present in the request. Note: Legacy
field. Not used.

Removed in V2 of service

Conditional

Conditional

<PAN>

AN

16

19

Card Number. Mandatory if <ClientCode>
or <accno> are not provided.

Optional

Omit

<AccNo>

AN

28

Account number of the card. Mandatory if
neither <ClientCode> nor <PAN> are
provided. Returned in the response if
present in the request.

Removed in V2 of service

Conditional

Omit

<PublicToken>

AN

The card’s public token, Mandatory in
request if <PAN> and <accno> are not
present. Mandatory in the response.

Conditional

Mandatory

<CustAccount>

AN

25

Cardholder account number or reference
number. You can use this reference to
find the cards linked to a cardholder. Also
displayed in Smart Client as Customer
Reference.

Only available in V2 of the service

Omit

Optional

<CurrCode>

AN

3-letter ISO currency code for the
currency (e.g. EUR).

Conditional

Conditional

<CardList>

See Card List below.

Omit

Optional

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<ltemSrc>

Source field to define alternate fees.
Legacy field for information purposes
only; see Item Source Types. Suggest
using 0.

Mandatory

Omit

<SysDate>

YYYY-MM_
DD

10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See

Omit

Mandatory
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Minimum

Length

Description

Request

Response

Action Codes.

Card List

Minimum

Maximum

Description

Request

Response

<PAN>

AN

16

Length

19

Card Number. Unique card
identifier.

Omit

Mandatory

<ExpDate>

YYYY-
MM_DD

10

10

Expiry date of the card in YYYY-
MM-DD format.

Omit

Mandatory

<CurCode>

AN

3-letter ISO currency code for the
currency (e.g. EUR).

Omit

Mandatory

<StatCode>

AN

The status code of the card. See
Status Codes.

Omit

Mandatory

<CrdProduct>

AN

The identifier of the card product,
or Product 1D, within GPS. For
details, check with your
Implementation Manager.

Omit

Mandatory

<Program>

AN

The ID of the Program this card
belongs to.

Omit

Optional

<DesignRef>

AN

50

Predefined design reference code
associated with the card, also
known as PRODUCT_REF.

Omit

Optional

<AviBal>

20

The current balance on the card
account. This includes all
financial transactions and
outstanding authorisations. The
balance amount can include up to
four decimal places, depending
on the currency exponent (e.g.,
10.99 for EUR which has a
currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<LastName>

AN

100

Cardholder’s last name.

Omit

Mandatory

<FirstName>

AN

100

Cardholder’s first name.

Omit

Mandatory

<EmbossName>

AN

51

Name embossed on the card.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the
card account as a result of all
outstanding authorisations. The
balance amount can include up to
four decimal places, depending
on the currency exponent (e.g.,
10.99 for EUR which has a
currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<CustType>

Identifies the owner of the card: 0
= primary customer; 1 = additional
customer (authorised user).

Legacy field, no longer used."

Omit

Mandatory

<PaymentTokenUsageGroup>

AN

10

Payment token usage group
code. For details, check with your

Omit

Mandatory
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Minimum Maximum -
Type Description Request Response
Length Length

Implementation Manager.

Note: Fields listed below are only available in V2 of the web service

<PublicToken> AN 1 9 GPS 9-digit public token of the Omit Mandatory
card.

<Primary> AN 1 1 Indicates if the card is the Primary | Omit Mandatory
card.

<IsLive> N 1 1 Specifies whether the card is Omit Mandatory
active or not. 1 or True = Active; 0
or False = Not Active.

<scheme> AN 1 50 The card’s GPS scheme. Omit Mandatory

<product> AN 1 50 The name you gave to your GPS | Omit Mandatory
card product. This is stored in
Smart Client.

<MaskedPAN> AN 16 19 Card Number displayed as Omit Mandatory
masked. i.e. 675926******1234.

<StartDate> AN 5 5 Start date printed on the card in Omit Mandatory
the format MM/YY.

<EndDate> AN 5 5 Physical end date printed on the Omit Mandatory
card in the format MM/YY.

<LimitsGroup> AN 1 10 Group code of the Limit Group. Omit Mandatory

<MCCGroup> AN 1 10 Group code of the MCC Group. Omit Mandatory

<PERMSGroup> AN 1 10 Group code of the Usage Group. | Omit Mandatory

<FeeGroup> AN 1 10 Group code of the Fee Group. Omit Mandatory

<SchedFeeGroup> AN 1 10 Group code of the Scheduled Fee | Omit Mandatory
Group.

<WSFeeGroup> AN 1 10 Group code of the Web Service Omit Mandatory
Fee Group.

<LinkageGroup> AN 1 10 Group code of the Card Linkage Omit Mandatory
Group.

<AuthCalendarGroup> AN 1 10 Group code of the Auth Calendar | Omit Mandatory
Group.

<FXGroup> AN 1 10 Group code of the FX Group. Omit Mandatory

<ProductID> N 1 5 GPS Product ID. Omit Mandatory

<ProductRef> AN 1 50 The physical card design Omit Mandatory
reference as used by the Card
Manufacturer. Identifies the
PRODUCT_REF field in the XML
file sent to the card manufacturer.

Request (v1)

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******</hyp:strPassword>

</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
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<hyp:Ws_Customer_Enquiry>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:Ws

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>4</hyp:TxnCode>
ClientCode></hyp:ClientCode>
PAN></hyp:PAN>
AccNo></hyp:AccNo>
PublicToken>123456789</hyp:PublicToken>
CurrCode>GBP</hyp:CurrCode>
LocDate>2013-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
ItemSrc>2</hyp:ItemSrc>
_Customer_Enquiry>

</soapenv:Body>

</soapenv:Enve

Response (v1

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt

<soap:Body>

<Ws_Customer_EnquiryResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_C

lope>

)

p://www.w3.0rg/2001/XMLSchema" >

ustomer_EnquiryResult>

<WSID>2021123456789</WSID>

<I

ssCode>PMT</IssCode>

<TxnCode>4</TxnCode>

<C
<P

lientCode/>
ublicToken>123456789</PublicToken>

<AccNo>1234567891234567</AccNo>

<C
<L
<L
<S

urCode>GBP</CurCode>
ocDate>2013-01-01</LocDate>
0cTime>120000</LocTime>
ysDate>2013-01-01</SysDate>

<ActionCode>000</ActionCode>

<C

</

ards>
<CardList>
<PAN>530823******7234< /PAN>
<ExpDate>2015-03-31</ExpDate>
<CurCode>GBP</CurCode>
<StatCode>00</StatCode>
<CrdProduct>MCRD</CrdProduct>
<Program>GPSCRU2C</Program>
<DesignRef/>
<EmbossName>GIFT CARD</EmbossName>
<Av1Bal>10</Av1Bal>
<BlkAmt>1</BlkAmt>
<FirstName>Firstname</FirstName>
<LastName>Lastname</LastName>
<CustType/>
</CardList>
Cards>

</Ws_Customer_EnquiryResult>

</Ws_Cus
</soap:Body
</soap:Envelop

Request (V2)

tomer_EnquiryResponse>
>
e>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">

<soapenv:He
<hyp:Aut
<hyp:

<hyp:
</hyp:Au
</soapenv:H
<soapenv:Bo
<hyp:Ws_
<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:
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ader>

hSoapHeader>

strUserName>******< /hyp:strUserName>
strPassword>******</hyp:strPassword>
thSoapHeader>

eader>

dy>

Customer_Enquiry_V2>
WSID>1233</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>4</hyp:TxnCode>
PAN></hyp : PAN>
CustAccount>ABCDE123</hyp:CustAccount>
PublicToken></hyp:PublicToken>
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<hyp:Curr
<hyp:LocD
<hyp:LocT
<hyp:Item
</hyp:Ws_Cus
</soapenv:Body>
</soapenv:Envelope

Response (v2)

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

Code>GBP</hyp:CurrCode>
ate>2015-09-02</hyp:LocDate>
ime>1610</hyp:LocTime>
Src>1</hyp:ItemSrc>
tomer_Enquiry V2>

>

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_Customer_Enquiry_V2Response xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_Customer_Enquiry_V2Result>

<WSID>
<IssCo
<TxnCo
<Publi
<CustA
<CurCo

123</WSID>

de>PMT</IssCode>
de>4</TxnCode>
cToken>123456789</PublicToken>
ccount>ABCDE123</CustAccount>
de>GBP</CurCode>

<LocDate>2021-09-02</LocDate>
<LocTime>1610</LocTime>
<SysDate>2021-09-02</SysDate>

<Actio
<Cards
<Ca

nCode>000</ActionCode>

>

rdList2>
<PAN>675926******6797 < /PAN>
<ExpDate>2025-04-30</ExpDate>
<CurCode>GBP</CurCode>
<StatCode>00</StatCode>
<CrdProduct>MCRD</CrdProduct>
<Program>9876</Program>

<DesignRef>Your product name here</DesignRef>

<EmbossName>JOHN SMITH</EmbossName>
<AvlBal>33.11</Av1Bal>
<BlkAmt>0</BlkAmt>
<FirstName>John</FirstName>
<LastName>Smith</LastName>

<CustType/>
<PublicToken>123456789</PublicToken>
<Primary>Y</Primary>

<IslLive>1</IsLive>

<Scheme>Your Scheme Name here</Scheme>
<Product> Your product name here </Product>
<MCCGroup>PMT-MCC-01</MCCGroup>
<LimitGroup>PMT-VL-002</LimitGroup>
<PERMSGroup>PMT-CU-002</PERMSGroup>
<FeeGroup>PMT-FEE-01</FeeGroup>
<SchedFeeGroup>PMT-SFG-02</SchedFeeGroup>
<WsFeeGroup>PMT-WSG-09</WsFeeGroup>
<LinkageGroup/>
<PrimaryToken>123456789</PrimaryToken>
<MaskedPAN>675926******6791< /MaskedPAN>
<ProductID>9876</ProductID>
<ProductRef>PROGRAM11</ProductRef>

<PaymentTokenUsageGroup></PaymentTokenUsageGroup>
</CardList2>

</Card

s>

</Ws_Customer_Enquiry V2Result>

</Ws_Custome
</soap:Body>
</soap:Envelope>

r_Enquiry_V2Response>
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Cardholder Details Enquiry

APIl: Ws_CardHolder_Details_Enquiry and Ws_CardHolder_Details_Enquiry_V2

This web service returns the details of a cardholder.
Note: V2 of this web service has some additional parameters and does not return the details of archived cards. See below.
Record Description

Maximum
Length

Minimum

Description Request Response

Length

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction

Codes. Default value 13.

Mandatory

Mandatory

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-
date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<AuthType>

AN

Parameter to specify how the card
should be authenticated. See
Authentication Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in
request if <PAN> and <PublicToken> are
not present or when <AuthType>is ‘7.

Conditional

Omit

<PublicToken>

AN

The card’s public token, Mandatory in
request if <PAN> and <Track2> are not
present. Mandatory in the response.

Conditional

Mandatory

<DOB>

YYYY-MM-
DD

10

10

Date of Birth. Mandatory if value of
<AuthType> is ‘2’ or ‘6’.

Conditional

Mandatory

<CVV>

AN

Card Verification Value, the 3-digit code
printed on the back of the card.
Mandatory if the value of <AuthType> is
531.

Conditional

Omit

<AccCode>

AN

Access code or passcode. If provided,
must be 6 digits, leading zeroes are

acceptable. Leave empty if not required.

Mandatory if the value of <AuthType> is
i4!.

Conditional

Omit

<CrdProduct>

AN

Card product associated with the card.
Legacy field.

Omit

Mandatory

<ClientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems
using member logins. Returned in the

response if present in the request. Note:

Legacy field. Not used.

Not available in V2.

Conditional

Conditional

<CustAccount>

AN

25

Cardholder account number or
reference number. You can use this
reference to find the cards linked to a

Omit

Optional
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Maximum

Description

Request

Response

cardholder. Also displayed in Smart
Client as Customer Reference.

Only available in V2

= divorced; W = widowed; space = not
specified.

<ltemSrc> N 5 Source field which defines the item Mandatory Omit
source type. See ltem Source Types. If
used, overrides any existing fees for
using this web service.
<LastName> AN 20 Cardholder's last name, used to Conditional Mandatory
authenticate the cardholder if the value
of <AuthType> is ‘6’.
<StatCode> AN 3 The status code of the card. See Status | Omit Mandatory
Codes.
<Title> AN 4 Cardholder’s title. Omit Optional
<FirstName> AN 20 Cardholder’s first name. Omit Optional
<Addrl1> AN 50 Address line 1. Omit Optional
<Addri2> AN 50 Address line 2. Omit Optional
<AddrI3> AN 50 Address line 3. Omit Optional
Only available in V2
<City> AN 20 City. Omit Optional
<PostCode> AN 10 Postcode. Omit Optional
<Country> AN 3 Cardholder’s country of residence. This | Omit Optional
is represented as a 3 digit ISO country
code (e.g. 826 for UK).
<Tel> AN 20 Telephone number. See Processing of Omit Optional
Phone Numbers.
<WorkAddrl1> AN 35 Work address line 1. Omit Optional
<WorkAddrl2> AN 35 Work address line 2. Omit Optional
<WorkAddrl3> AN 35 Work address line 3. Omit Optional
<WorkCity> AN 20 Work city. Omit Optional
<WorkPostCode> AN 10 Work postcode. Omit Optional
<WorkCounty> AN 20 Work county. Omit Optional
<WorkCountry> AN 3 Work country of residence. This is Omit Optional
represented as a 3 digit ISO country
code (e.g. 826 for UK).
<WorkTel> AN 20 Work telephone number. See Omit Optional
Processing of Phone Numbers.
<EMail> AN 64 Email address of the cardholder. Omit Optional
<Fax> AN 20 Fax number. Omit Optional
<PObox> AN 8 Post office box number. Omit Optional
<MobTel> AN 20 Cardholder’s mobile phone number Omit Optional
(including dialing code if applicable).
See Processing of Telephone Numbers.
<MaritalStatus> AN 1 Marital status: S= single; M= married; D | Omit Optional
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Type

Minimum

Maximum
Length

Description

Request

Response

<Sex>

AN

Gender: M = male; F= female; space=
Not specified.

Omit

Optional

<AccNo>

AN

28

Account number of the card.

Not available in V2.

Omit

Optional

<EmbossName>

AN

27

Name embossed on the card.

Omit

Optional

<RefuseCheck>

AN

Whether cheques should be refused.

0 = No; 1= Yes. For customer use only.
GPS ignore this field.

Omit

Optional

<MailShots>

AN

Whether the cardholder accepts
mailshots or member contact. 0 = No; 1
=Yes

For customer use only. GPS ignore this
field.

Omit

Optional

<Discret>

AN

25

Discretionary data, for customer use
only. GPS ignores this field.

Omit

Optional

<UsrData>

AN

30

Cardholder information stored at card
level, free text field. For customer use
only. GPS ignores this field.

Omit

Optional

<UsrData1>

AN

12

Cardholder information stored at
member level, free text field. For
customer use only. GPS ignores this
field.

Omit

Optional

<UsrData2>

AN

12

Cardholder information stored at
member level, free text field. For
customer use only. GPS ignores this
field.

Omit

Optional

<UsrData3>

AN

12

Cardholder information stored at
member level, free text field. For
customer use only. GPS ignores this
field.

Omit

Optional

<UsrData4>

AN

32

Cardholder information stored at
member level, free text field.
GPS ignores this field.

Omit

Optional

<CurrCode>

AN

3-letter ISO currency code for the

account billing currency.

Omit

Optional

<ExpDate>

YYYY-MM-
DD

10

10

Expiry date of the card in YYYY-MM-DD
format. This will be the GPS expiry date.
If the GPS expiry date is not set, this will
be the expiry date printed on the card.

Omit

Optional

<EffDate>

YYYY-MM-
DD

10

10

The issue date of the card. If the issue
date is not set, then is the

<DateCreated>.

Omit

Optional

<SvcCode>

AN

Card Service Code. The three-digit
number which indicates where the card
is valid for use.

Omit

Optional

<AdditionalNo>

Number of additional cards. Zero
indicates the card is a primary card.
Currently always set to 0.

Reserved for future use.

Omit

Optional

<DateCreated>

YYYY-MM-

10

10

The date created, or the issue date of

Omit

Optional
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Type

Minimum

Length

Maximum
Length

Description

Request

Response

DD

the card if this is set.

<DateActivated>

YYYY-MM-
DD

10

10

Date the card was activated in the
system.

Omit

Optional

<CrdDesign>

AN

50

The card manufacturer's card design
reference. Also knows as PRODUCT _
REF in the XML file sent to the card
manufacturer.

Omit

Optional

<PIN>

AN

Indicates whether the card should have
a PIN: 0=No; 1=Yes

Reserved for future use

Omit

Optional

<DlvMethod>

AN

The delivery method for the card.
Options include:

0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;

Default value is 0

Omit

Optional

<ImagelD>

AN

16

Reference which identifies the card
manufacturer's image file that will be
printed on the face of the card.

Omit

Optional

<BrnCode>

AN

Branch code (or Agent code) with which
the card is associated.

Omit

Optional

<ReNew>

AN

Indicates whether the card should be
renewed on expiry: 0= No; 1= Yes.

Omit

Optional

<DenyMCC>

AN

192

List of MCC’s (merchant category
codes) that should be denied for the
card. MCC’s can be comma-separated,
specified as a range, or combinations of
both(e.g., 4546,5462,5667-5673,5957).
These restrictions are in addition to
MCC restrictions defined at the card
product level.

Legacy field. Do not use.

Omit

Optional

<DenySVC>

AN

64

Comma separated list of services
(authorised on Transaction Codes) that
should be denied for the card:

0 = Sale (Goods & services); 1 = Cash,;
9 = Sale with cashback

These restrictions are in addition to
service code restrictions defined at the
Card Product level.

Note: For backwards compatibility only.
Not used.

Omit

Optional

<AccType>

AN

Type code for the account associated
with the card.

Legacy field. Not used.

Omit

Optional
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Minimum W EYdulin! -
Type Description Request Response
Length Length
<CvC2> AN 3 3 Card Verification Value, the 3-digit code | Omit Conditional
printed on the back of the card.
<DIvTitle> AN 4 16 Delivery address title. Omit Optional
<DIvFirstName> AN 1 20 Delivery first name. Omit Optional
<DlvLastName> AN 1 20 Delivery last name. Omit Optional
<DIvAddrL1> AN 1 50 Delivery address line 1. Omit Optional
<DIvAddrL2> AN 1 50 Delivery address line 2. Omit Optional
<DIvAddrL3> AN 1 50 Delivery address line 3. Omit Optional
<DIvCity> AN 1 20 Delivery city. Omit Optional
<DIvPostcode> AN 1 10 Delivery Post code Omit Optional
Only available in V2.
<DIvCounty> AN 1 20 Card purchaser's /delivery address Omit Optional
county.
<DIvCountry> AN 1 3 Card purchaser's /delivery address Omit Optional
country 3-digit ISO country code (e.g.,
826 for UK).
<DIvTel> AN 1 20 Delivery telephone number. Omit Optional
<DIvEffDate> YYYY-MM- 10 10 Date at which the delivery name and/or | Omit Optional
DD address became effective. If not
present, the current date is the effective
date.
Legacy field. Not used.
<DIvExpDate> YYYY-MM- 10 10 Date after which the delivery name Omit Optional
DD and/or address expires. Mandatory if
name and/or address delivery fields are
present.
Legacy field. Not used.
<SysDate> YYYY-MM- 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.
<IsoLang> AN 2 2 The language code in ISO 639-1 format. | Omit Optional
The language is used for card mailers,
and also used if bespoke SMS
templates are set up.
Security
Minimum Maximum ..
Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit

Request

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
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<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_CardHolder_Details_Enquiry>
<hyp:WSID>12345678</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>13</hyp:TxnCode>
<hyp:LocDate>2021-082-17</hyp:LocDate>
<hyp:LocTime>094300</hyp:LocTime>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN />
<hyp:Track2 />
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB />
<hyp:CWV />
<hyp:AccCode />
<hyp:ClientCode />
<hyp:ItemSrc>0</hyp:ItemSrc>
<hyp:LastName />
<hyp:secID>@</hyp:secID>
<hyp:secVal />
<hyp:SecValPos>0</hyp:SecValPos>
</hyp:Ws_CardHolder_Details Enquiry>
</soapenv:Body>
</soapenv:Envelope>
Response
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_CardHolder_Details_EnquiryResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_CardHolder_Details_EnquiryResult>
<WSID>2021123456789678</WSID>
<IssCode>PMT</IssCode>
<TxnCode>13</TxnCode>
<LocDate>2021-02-17</LocDate>
<LocTime>094300</LocTime>
<ClientCode/>
<PublicToken>123456789</PublicToken>
<D0B>1990-01-01</DOB>
<StatCode>00</StatCode>
<CrdProduct/>
<Title>Mr</Title>
<FirstName>Bloggs</FirstName>
<LastName>Joe</LastName>
<Addrl1>0ffice 13, The High Street</Addrll>
<Addrl2>6-8 Aldgate</Addrl2>
<City>London</City>
<PostCode>EC3A 7BB</PostCode>
<Country>826</Country>
<Tel/>
<WorkAddrl1/>
<WorkAddrl2/>
<WorkAddrl3/>
<WorkCity/>
<WorkPostCode/>
<WorkCounty/>
<WorkCountry/>
<WorkTel/>
<EMail>joe.bloggs@google.com</EMail>
<Fax/>
<POBox>EC3A 7BB</POBox>
<MobTel/>
<MaritalStatus/>
<Sex/>
<AccNo/>
<EmbossName>GIFT CARD</EmbossName>
<RefuseCheck>0</RefuseCheck>
<MailShots>1</MailShots>
<Discret/>
<UsrData/>
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<UsrDatal/>
<UsrData2/>
<UsrData3/>
<UsrData4/>
<CurrCode>GBP</CurrCode>
<ExpDate>2021-12-31</ExpDate>
<EffDate>2021-01-19</EffDate>
<SvcCode>221</SvcCode>
<AdditionalNo>@</AdditionalNo>
<DateCreated>2021-01-19</DateCreated>
<DateActivated>2021-01-20</DateActivated>
<CrdDesign>PMTPPU</CrdDesign>
<PIN>@</PIN>
<D1lvMethod>0</DlvMethod>
<ImagelD/>
<BrnCode/>
<ReNew>@</ReNew>
<DenyMCC/ >
<DenySVC/>
<AccType/>
<CVC2>554</CvVC2>
<D1vTitle>Mr</D1lvTitle>
<D1lvFirstName>Bloggs</D1vFirstName>
<DlvLastName>Joe</DlvLastName>
<D1vAddrL1>0ffice 13, The High Street</DlvAddrlL1>
<D1vAddrL2>6-8 Aldgate</DlvAddrL2>
<D1lvAddrL3/>
<DlvCity>London</D1lvCity>
<DlvCounty/>
<DlvCountry>826</DlvCountry>
<D1lvTel/>
<D1vEffDate/>
<D1lvExpDate/>
<IsolLang/>
<SysDate>2021-02-17</SysDate>
<ActionCode>000</ActionCode>
</Ws_CardHolder_Details_EnquiryResult>
</Ws_CardHolder_Details EnquiryResponse>
</soap:Body>
</soap:Envelope>
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Update Cardholder Details (V1)

APIl: Ws_Update_Cardholder_Details

This web service allows you to update cardholder details, such as: name and address.

Note: You can also use \Ws Update Cardholder Details V2, which provides additional fields. See Update Cardholder Details (V2).

Note: You must use Ws_Update_Cardholder_Details_V2 if you want to update the card profile ID (ProductRef field) used for card
tokenisation.

Record Description

Minimum Maximum

Type Description

Request Response

Length Length

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction
Codes. Default value is 13.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the service.
Only applicable to systems using member
logins. Returned in the response if present in
the request.

Note: Legacy field. Not used.

Optional

Conditional

<AuthType>

AN

Parameter to specify how the card should be
authenticated. See Authentication Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in request if
<PAN>and <PublicToken> are not present or
when <AuthType>is 7.

Conditional

Omit

<PublicToken>

AN

The card’s public token, Mandatory in
request if <PAN> and <Track2> are not
present. Mandatory in the response.

Conditional

Mandatory

<DOB>

YYYY-
MM-

DD

10

10

Date of Birth. Mandatory if value of
<AuthType> is ‘2’ or ‘6.

Conditional

Omit

<CVVv>

AN

Card Verification Value, the 3-digit code
printed on the back of the card. Mandatory if
the value of <AuthType>is ‘3.

Conditional

Omit

<accCode>

AN

Access code or passcode. If provided, must
be 6 digits, leading zeroes are acceptable.
Leave empty if not required. Mandatory if the
value of <AuthType> is ‘4’

Conditional

Omit

<newAccCode>

AN

The new access code for the card.

This can be updated by the primary card and
by additional cards that share the same
customer record. If provided, must be 6
digits, leading zeroes are acceptable. Leave
empty if not required.

Optional

Omit

<crdProduct>

AN

Card product associated with the card.
Legacy field. Will always be blank.

Optional

Conditional

<lastName>

AN

20

Cardholder's last name, used to authenticate
the cardholder if the value of <AuthType> is
‘6.

Omit
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Type

Maximum

Description

Request

Response

<Title>

AN

Cardholder’s title. This can be updated by
the primary card and by additional cards that
share the same customer record.

Optional

Omit

<firstName>

AN

20

Cardholder's first name. Also used as the
card purchaser's first name if no delivery
address is supplied. Mandatory if <lastName>
is present

and the value of <AuthType>is not ‘6’.

Conditional

Omit

<addri1>

AN

50

Cardholder's address line 1. Also used as
the card purchaser's address line 1 if no
delivery address is supplied. Mandatory if
‘Address’ fields are specified.

Conditional

Omit

<addr2>

AN

50

Cardholder's address line 2. Also used as
the card purchaser's address line 2 if no
delivery address is supplied.

Optional

Omit

<addr3>

AN

50

Cardholder's address line 3. Also used as
the card purchaser's address line 3 if no
delivery address is supplied.

Optional

Omit

<city>

AN

20

Cardholder's home city. Also used as the
card purchaser's city if no delivery address is
supplied. Mandatory if <addrL1> is present,
and <postcode> is not present.

Conditional

Omit

<postcode>

AN

10

Cardholder's home postcode. Also used as
the card purchaser's postcode if no postcode
is supplied. Mandatory if <addrL1> is present,
and <city> is not present. See Postcode
Permitted Characters.

Conditional

Omit

<country>

AN

Cardholder’s country of residence. This is
represented as a 3 digit ISO country code
(e.g. 826 for UK). Mandatory if <addrL1>is
present.

Conditional

Omit

<tel>

AN

20

Telephone number. See Processing of
Phone Numbers.

Optional

Omit

<Workaddr1>

AN

35

Work address line 1. Mandatory if work
address fields are being specified. If set to
<space>, then clears all work address fields.

Conditional

Omit

<Workaddr2>

AN

35

Work address line 2.

Optional

Omit

<Workaddr3>

AN

35

Work address line 3.

Optional

Omit

<Workcity>

AN

20

Work city. Mandatory if <workAddrL1> is
present, and <workPostcode> is not present.

Conditional

Omit

<Workpostcode>

AN

10

Work postcode. Mandatory if <addrl1> is
present, and <workCity> is not present. See
Postcode Permitted Characters.

Conditional

Omit

<Workcounty>

AN

20

Work county.

Optional

Omit

<Workcountry>

AN

Work country of residence. This is
represented as a 3 digit ISO country code
(e.g. 826 for UK). Mandatory if <workAddrL1>
is present.

Conditional

Omit

<Worktel>

AN

20

Work telephone number. See Processing of
Phone Numbers.

Optional

Omit
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Minimum Maximum -
Type Description Request Response
Length
<pobox> AN 8 Post office box number. Optional Omit
<email> AN 64 Email address of the cardholder. Optional Omit
<fax> AN 20 Fax number. Optional Omit
<mobTel> AN 25 Cardholder’s mobile phone number Optional Omit
(including dialing code if applicable). See
Processing of Telephone Numbers.
<maritalStatus> AN 1 Marital status: S= single; M= married; D = Optional Omit
divorced; W = widowed; space = not
specified.
<sex> AN 1 Gender: M = male; F= female; space= Not Optional Omit
specified.
<embossName> AN 27 Name embossed on the card. Note that Optional Omit
actual embossed name will not change until
the card is re-issued. This can be updated by
the primary card and by additional cards that
share the same customer record.
<refuseCheck> AN 1 Whether cheques should be refused. Optional Omit
0 = No; 1= Yes. For customer use only. GPS
ignore this field.
<mailShots> AN 1 Whether the cardholder accepts mailshots or | Optional Omit
member contact. 0 = No; 1 =Yes
For customer use only. GPS ignore this field.
<discret> AN 25 Discretionary data, for information only. Optional Omit
<userdata> AN 30 Cardholder information stored at card level, Optional Omit
free text field.
<userdatal> AN 12 Cardholder information stored at member Optional Omit
level, free text field.
<userdata2> AN 12 Cardholder information stored at member Optional Omit
level, free text field.
<userdata3> AN 12 Cardholder information stored at member Optional Omit
level, free text field.
<userdata4> AN 32 Cardholder information stored at member Optional Omit
level, free text field.
<pin> AN 1 Indicates whether the card should have a Optional Omit
PIN: 0 =No; 1 =Yes.
This can be updated by the primary card and
by additional cards that share the same
member record.
Note: updating this value to reflect that the
card has a PIN will not induce a PIN-
generation request. This must be initiated by
another means. An update from 0 to 1
means that a PIN may be requested.
<imagelD> AN 16 ID of the card manufacturer image to be Optional Omit
printed on the card. This can be updated by
the primary card and by additional cards that
share the same member record.
<brncode> AN 8 8 Branch code (or Agent code) with which the | Optional Omit
card is associated. This can be updated by
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

the primary card and by additional cards that
share the same member record.

<renew>

AN

Indicates whether the card should be
renewed on expiry: 0 = No, 1= Yes.

Note: The value is stored,but currently not
used. Future feature.

Optional

Omit

<dlvMethod>

AN

The delivery method for the card. Options
include:

0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;

Default value is 0

Optional

Omit

<denyMCC>

AN

192

List of MCC’s (merchant category codes)
that should be denied for the card. MCC’s
can be comma-separated, specified as a
range, or combinations of both (e.g.
4546,5462,5667-5673,5957). These
restrictions are in addition to MCC
restrictions defined at the card product level.

Note: For legacy use only.

Optional

Omit

<denySvc>

AN

64

Comma separated list of services
(authorised on Transaction Codes) that
should be denied for the card:

0 = Sale (Goods & services); 1 = Cash; 9 =
Sale with cashback

These restrictions are in addition to service
code restrictions defined at the Card Product
level.

Note: For backwards compatibility only. Not
used.

Optional

Omit

<accType>

AN

Type of card account. See Account Types.

Optional

Omit

<memo>

AN

4096

Add a memo to the customer details that will
be visible to CSR’s on the GUI application.

Optional

Omit

<memoScope>

Scope of visibility for the memo.

0 - full visibility (any user logged in to the GUI
application will be able to view this memo).

To set more restrictive scopes, the Member
and GPS must agree the value for each
level. This value may then be used here.

Default value as 0.

Mandatory

Omit

<memoUser>

AN

15

The user that created the memo.

Optional

Omit

<itemSrc>

Source field to define alternate fees. Legacy
field for information purposes only; see Item

Source Types. Suggest using 0.

Mandatory

Omit

<dIvTitle>

AN

16

Delivery address title.

Optional

Omit
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Minimum

Maximum

Description

Request

Response

Reserved for future use. DO NOT USE

<dlvfirstName> AN 1 20 Delivery first name. Mandatory if Conditional Omit
<dlvLastName> is present.
<dlvlastName> AN 1 20 Delivery last name. Conditional Omit
Mandatory if delivery name fields are being
specified.
<dlvaddr1> AN 1 50 Delivery address line 1. Conditional Omit
Mandatory if delivery address fields are
being specified.
<dlvaddr2> AN 1 50 Delivery address line 2. Optional Omit
<dlvaddr3> AN 1 50 Delivery address line 3. Optional Omit
<dlvcity> AN 1 20 Delivery city. Mandatory if <dlvAddrL1>is Conditional Omit
present, and <dlvPostcode> is not present.
<dlvpostcode> AN 1 10 Delivery postcode. Mandatory if <dlvAddrL1> | Conditional Omit
is present, and <dlvCity> is not present. See
Postcode Permitted Characters.
<dlvcounty> AN 1 20 Delivery county. Optional Omit
<dlvcountry> AN 1 3 Card purchaser's /delivery address country Conditional Omit
3-digit ISO country code (e.g., 826 for UK).
Mandatory if <dlvAddrL1> is present.
<dlvtel> AN 1 20 Delivery telephone number. Optional Omit
<dIvEffDate> YYYY- 10 10 Date at which delivery name and/or address | Optional Omit
MM-DD becomes effective. If not specified, the
current date is used as the effective date.
<dlvDaysValid> N 1 3 No longer used. Set to 0. Mandatory Omit
<crdprogram> AN 1 6 Pre-defined program reference code Optional Omit
associated with the card. This can be
updated by the primary card and by
additional cards that share the same
customer record.
<crddesign> AN 1 50 The card manufacturer's card design Optional Omit
reference. Also knows as PRODUCT_REF in
the XML file sent to the card manufacturer.
<sysDate> YYYY- 10 10 The system processing date. Omit Mandatory
MM-DD
<actionCode> AN 3 3 The action code for the response. See Action | Omit Mandatory
Codes.
<feeTier> AN 1 3 The fee tier based on which fees are charged | Optional Omit
for the card.
<isoLang> AN 2 2 The language code in ISO 639-1 format. The | Optional Omit
language is used for card mailers, and also
used if bespoke SMS templates are set up.
<fundcrdPAN> AN 13 19 PAN of source-of-funds card. Optional Omit
Reserved for future use. DO NOT USE
<fundCrdEffDate> YYYY- 10 10 Start Date of source-of-funds card. Optional Omit
MM-DD Reserved for future use. DO NOT USE
<fundCrdExpDate> YYYY- 10 10 Expiry Date of source-of-funds card. Optional Omit
MM-DD
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Minimum

Length

Maximum
Length

Description

Request

Response

<fundCrdType>

AN

15

Type of card used as source of funds:
MC = MasterCard

VISA = Visa

DELTA =Visa Debit/Delta

SWITCH = UK Maestro

MASTRO = International Maestro
SOLO = Solo

AMEX = American Express

Reserved for future use. DO NOT USE

Optional

Omit

<fundCrdlssNum>

Issuer number of source of card funds.

Reserved for future use. Set to 0.

Mandatory

Omit

<fundCrdCVC>

Card verification code of source of card
funds.

Reserved for future use. Set to 0.

Mandatory

Omit

<SmsBalance>

Whether to send an SMS regarding the
details of transaction amount and available
balance to the customer after each card use.
0 or False = Do not send; 1 or True = Send; 2
= Do not change current value.

Mandatory

Omit

<CustAccount>

AN

25

Client reference for the card.

Optional

Omit

< VanityName>

AN

32

Enables you to add an additional alternative
form of title to the card, e.g. “Company
Director”. Can appear on Embossed Line 4,
or Thermal Line 1and Thermal Line 2, if
configured in Smart Client, and be recorded
in the card purchaser details.

Optional

Omit

< CarrierType>

AN

30

The Carrier Product design reference as
used by the Card Manufacturer. This is the
letter onto which the card is attached when
sent to the cardholder. Identifies the Carrier
Product type of the Card Manufacturer.

Optional

Omit

<Url>

AN

100

This value will be included in the GPS Card
Generation file, in the <QRCode> field. For
example: https://www.your-e-
card.com/balance/2909680989632389

For details, see the Card Generation
Interface Specifications.

Optional

Omit

Service Details

Minimum Maximum o
Description Request Response
Length Length

<svcSrc> N RESERVED FOR FUTURE USE Mandatory Omit

Source of the service. Please use the value 4

(has no effect)
<svcType> N RESERVED FOR FUTURE USE Mandatory Omit

The service type. Please use the value 1 (has

no effect)
<svcStatus> N RESERVED FOR FUTURE USE Mandatory Omit

The service status associated with
<SMISSVCTYPE>. Please use the value 1 (has
no effect)
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Security
Minimum Maximum -
Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit
Clearing Field Values
The following fields can have their values cleared by sending a <space>:
Title tel maritalStatus imagelD Fulfil2
lastName userdata sex VanityName ProductRef
firstName workAddrl userdatal dlvpostcode ThermallLinel
addrl workAddr2 userdata2 dlvaddrl ThermalLine2
addr2 workAddr3 userdata3 dlvaddr2
addr3 workecity userdata4d dlvaddr3
city workcounty email dlvcity
county workpostcode fax dlvcountry
postcode workcountry mobTel EmbossLine4
country worktel embossName Fulfill
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionieb">

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:
<hyp:

strUserName>******< /hyp:strUserName>
strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>
</soapenv:Header>

<soapenv:Body>
<hyp:Ws_Update_Cardholder_Details>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>13</hyp:TxnCode>
ClientCode></hyp:ClientCode>
AuthType>1</hyp:AuthType>
PAN></hyp: PAN>
Track2></hyp:Track2>
DOB></hyp:DOB>

CVV></hyp:CVV>
accCode></hyp:accCode>
newAccCode></hyp:newAccCode>
crdProduct></hyp:crdProduct>
lastName></hyp:lastName>
Title></hyp:Title>
firstName></hyp:firstName>
addril></hyp:addrl>
addr2></hyp:addr2>
city></hyp:city>
postcode></hyp:postcode>
country></hyp:country>
tel></hyp:tel>

Workaddr1>0ffice 13, Telfords Yard</hyp:Workaddrl>
Workaddr2>6-8 The Highway, Wapping </hyp:Workaddr2>
Workaddr3></hyp:Workaddr3>
Workcity>London</hyp:Workcity>
Workpostcode>E1W 2BS</hyp:Workpostcode>
Workcounty></hyp:Workcounty>
Workcountry>826</hyp:Workcountry>
Worktel></hyp:Worktel>
pobox></hyp:pobox>
email></hyp:email>

fax></hyp:fax>
mobTel></hyp:mobTel>
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<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt

<soap:Body>

<Ws_Update_Cardholder_DetailsResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_U

maritalStatus>M</hyp:maritalStatus>
sex>M</hyp:sex>
embossName></hyp:embossName>
refuseCheck></hyp:refuseCheck>
mailShots></hyp:mailShots>
discret></hyp:discret>
userdata></hyp:userdata>
userdatal></hyp:userdatal>
userdata2></hyp:userdata2>
userdata3></hyp:userdata3>
userdata4></hyp:userdata4d>
pin></hyp:pin>
imageID></hyp:imageID>
brncode></hyp:brncode>
renew></hyp:renew>
dlvMethod></hyp:dlvMethod>
denyMCC></hyp:denyMCC>
denySvc></hyp:denySvc>
accType></hyp:accType>

memo></hyp :memo>
memoScope>0</hyp:memoScope>
memoUser></hyp:memoUser>
itemSrc>2</hyp:itemSrc>
dlvTitle></hyp:dlvTitle>
dlvfirstName></hyp:dlvfirstName>
dlvlastName></hyp:dlvlastName>
dlvaddrl></hyp:dlvaddril>
dlvaddr2></hyp:dlvaddr2>
dlvaddr3></hyp:dlvaddr3>
dlvcity></hyp:dlvcity>
dlvpostcode></hyp:dlvpostcode>
dlvcounty></hyp:dlvcounty>
dlvcountry></hyp:dlvcountry>
dlvtel></hyp:dlvtel>
dlvEffDate></hyp:dlvEffDate>
dlvDaysValid>@</hyp:dlvDaysValid>
crdprogram></hyp:crdprogram>
crddesign></hyp:crddesign>
feeTier></hyp:feeTier>
isoLang></hyp:isolLang>
fundcrdPAN></hyp:fundcrdPAN>
fundCrdEffDate></hyp:fundCrdEffDate>
fundCrdExpDate></hyp:fundCrdExpDate>
fundCrdType>1</hyp:fundCrdType>
fundCrdIssNum>1</hyp:fundCrdIssNum>
fundCrdCVC>1</hyp:fundCrdCVC>
svcSrc>1</hyp:svcSrc>
svcType>1</hyp:svcType>
svcStatus>1</hyp:svcStatus>
secID>@</hyp:secID>
SecVal></hyp:SecVal>
SecValPos>@</hyp:SecValPos>
PublicToken>123456789</hyp:PublicToken>
SmsBalance>@</hyp:SmsBalance>
Url></hyp:Url>

_Update_Cardholder_Details>

ody>
lope>

p://www.w3.0rg/2001/XMLSchema" >

pdate_Cardholder_DetailsResult>

<WSID>2021123456789</WSID>

<I

ssCode>PMT</IssCode>

<TxnCode>13</TxnCode>

<C
<P
<C
<S

lientCode/>
ublicToken>123456789</PublicToken>
rdProduct/>
ysDate>2013-01-01</SysDate>

<ActionCode>000</ActionCode>
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</Ws_Update_Cardholder_DetailsResult>
</Ws_Update_Cardholder_DetailsResponse>
</soap:Body>
</soap:Envelope>
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Update Cardholder Details (V2)

APIl: Ws_Update_Cardholder_Details_V2

This web service updates the details of a cardholder.

Note: This web service is an enhancement to \Ws Update Cardholder_Details (see Update Cardholder Details (V1). It allows you
to update additional cardholder details, such as Embossiine4, ProductRef andThermallinel.

Record Description

Minimum Maximum -
Type Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned Mandatory Mandatory
by GPS.

<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. Mandatory Mandatory
Default value is 13.

<ClientCode> AN 1 64 User ID of the customer using the service. Only Optional Conditional
applicable to systems using member logins.
Returned in the response if present in the request.
Note: Legacy field. Not used.

<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.

<PAN> AN 16 19 Card Number. Unique card identifier. Conditional Omit

<PublicToken> AN 1 9 The card’s public token, Mandatory in request if Conditional Mandatory
<PAN>and <Track2> are not present. Mandatory in
the response.

<DOB> YYYY- 10 10 Date of Birth. Mandatory if value of <AuthType> is Conditional Omit

MM- ‘2’ or ‘6’
DD

<CVv> AN 3 3 Card Verification Value, the 3-digit code printed on | Conditional Omit
the back of the card. Mandatory if the value of
<AuthType> is ‘3’.

<accCode> AN 0 6 Access code or passcode. If provided, must be 6 Conditional Omit
digits, leading zeroes are acceptable. Leave
empty if not required. Mandatory if the value of
<AuthType> is ‘4’.

<newAccCode> AN 0 6 The new access code for the card. Optional Omit
This can be updated by the primary card and by
additional cards that share the same customer
record. If provided, must be 6 digits, leading
zeroes are acceptable. Leave empty if not
required.

<lastName> AN 1 20 Cardholder's last name, used to authenticate | C Omit
the cardholder if the value of <AuthType> is ‘6’.

<Title> AN 1 4 Cardholder’s title. This can be updated by the Optional Omit
primary card and by additional cards that share the
same customer record.

<firstName> AN 1 20 Cardholder's first name. Also used as the card Conditional Omit
purchaser's first name if no delivery address is
supplied. Mandatory if <lastName> is present
and the value of <AuthType> is not ‘6’.

<addr1> AN 1 50 Cardholder's address line 1. Also used as the card | Conditional Omit
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Type

Maximum

Description

Request

Response

purchaser's address line 1 if no delivery address is
supplied. Mandatory if ‘Address’ fields are
specified.

<addr2>

AN

50

Cardholder's address line 2. Also used as the card
purchaser's address line 2 if no delivery address is
supplied.

Optional

Omit

<addr3>

AN

50

Cardholder's address line 3. Also used as the card
purchaser's address line 3 if no delivery address is
supplied.

Optional

Omit

<city>

AN

20

Cardholder's home city. Also used as the card
purchaser's city if no delivery address is supplied.
Mandatory if <addrL1> is present, and <postcode> is
not present.

Conditional

Omit

<postcode>

AN

10

Conditional

Omit

<country>

AN

Cardholder’s country of residence. This is
represented as a 3 digit ISO country code (e.g.
826 for UK). Mandatory if <addrlL1> is present.

Conditional

Omit

<tel>

AN

20

Telephone number. See Processing of Phone
Numbers.

Optional

Omit

<Workaddr1>

AN

35

Work address line 1. Mandatory if work address
fields are being specified. If set to <space>, then
clears all work address fields.

Conditional

Omit

<Workaddr2>

AN

35

Work address line 2.

Optional

Omit

<Workaddr3>

AN

35

Work address line 3.

Optional

Omit

<Workcity>

AN

20

Work city. Mandatory if <workAddrL1> is present,
and <workPostcode> is not present.

Conditional

Omit

<Workpostcode>

AN

10

Work postcode. Mandatory if <addrL1> is present,
and <workCity> is not present. See Postcode
Permitted Characters.

Conditional

Omit

<Workcounty>

AN

20

Work county.

Optional

Omit

<Workcountry>

AN

Work country of residence. This is represented
as a 3 digit ISO country code (e.g. 826 for UK).
Mandatory if <workAddrL1> is present.

Conditional

Omit

<Worktel>

AN

20

Work telephone number. See Processing of Phone

Numbers.

Optional

Omit

<email>

AN

64

Email address of the cardholder.

Optional

Omit

<fax>

AN

20

Fax number.

Optional

Omit

<mobTel>

AN

25

Cardholder’s mobile phone number (including
dialing code if applicable). See Processing of
Telephone Numbers.

Optional

Omit

<maritalStatus>

AN

Marital status: S= single; M= married; D =
divorced; W = widowed; space = not specified.

Optional

Omit

<sex>

AN

Gender: M = male; F= female; space= Not
specified.

Optional

Omit

<embossName>

AN

27

Name embossed on the card. Note that actual
embossed name will not change until the card is
re-issued. This can be updated by the primary
card and by additional cards that share the same
customer record.

Optional

Omit
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Type

Maximum

Description

Request

Response

<discret>

AN

25

Discretionary data, for information only.

Optional

Omit

<userdata>

AN

30

Cardholder information stored at card level, free
text field.

Optional

Omit

<userdatal>

AN

12

Cardholder information stored at member level,
free text field.

Optional

Omit

<userdata2>

AN

12

Cardholder information stored at member level,
free text field.

Optional

Omit

<userdata3>

AN

12

Cardholder information stored at member level,
free text field.

Optional

Omit

<userdata4>

AN

32

Cardholder information stored at member level,
free text field.

Optional

Omit

<imagelD>

AN

16

ID of the card manufacturer image to be printed on
the card. This can be updated by the primary card
and by additional cards that share the same
member record.

Optional

Omit

<brncode>

AN

Branch code (or Agent code) with which the card is
associated. This can be updated by the primary
card and by additional cards that share the same
member record.

Optional

Omit

<dlvMethod>

AN

The delivery method for the card. Options include:
0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;

4 = Customized DelvMethod 2;

5 = Customized DelvMethod 3;

6= Customized DelvMethod 4;

7 = Customized DelvMethod 5;

Default value is 0

Optional

Omit

<itemSrc>

Source field to define alternate fees. Legacy field
for information purposes only; see Item Source

Types. Suggest using 0.

Mandatory

Omit

<dIvTitle>

AN

16

Delivery address title.

Optional

Omit

<dlvfirstName>

AN

20

Delivery first name. Mandatory if <dlvLastName> is
present.

Conditional

Omit

<dlvlastName>

AN

20

Delivery last name.

Mandatory if delivery name fields are being
specified.

Conditional

Omit

<dlvaddr1>

AN

50

Delivery address line 1.

Mandatory if delivery address fields are being
specified.

Conditional

Omit

<dlvaddr2>

AN

50

Delivery address line 2.

Optional

Omit

<dlvaddr3>

AN

50

Delivery address line 3.

Optional

Omit

<dlvcity>

AN

20

Delivery city. Mandatory if <dlvAddrL1> is present,
and <dlvPostcode> is not present.

Conditional

Omit

<dlvpostcode>

AN

10

Delivery postcode. Mandatory if <dlvAddrL1>is
present, and <dlvCity> is not present. See
Postcode Permitted Characters.

Conditional

Omit
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Minimum Maximum -
Description Request Response

Length Length

<dlvcounty> AN 1 20 Delivery county. Optional Omit

<dlvcountry> AN 1 3 Card purchaser's /delivery address country 3-digit | Conditional Omit
ISO country code (e.g., 826 for UK). Mandatory if
<dlvAddrL1> is present.

<crdprogram> AN 1 6 Pre-defined program reference code associated Optional Omit
with the card. This can be updated by the primary
card and by additional cards that share the same
customer record.

<ProductRef> AN 1 50 The card manufacturer's card design reference. Optional Omit
Also knows as PRODUCT_REF in the XML file
sent to the card manufacturer.

Note: This field serves dual purposes and can
also be used during mobile wallet tokenisation, to
specify which card profile (image artwork and
terms and conditions) the card scheme should
use. For details, see the Tokenisation Service
Guide.

<SysDate> YYYY- 10 10 The system processing date. Omit Mandatory
MM-DD

<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.

<isoLang> AN 2 2 The language code in ISO 639-1 format. The Optional Omit
language is used for card mailers, and also used if
bespoke SMS templates are set up.

<SmsBalance> N 1 1 Whether to send an SMS regarding the details of Mandatory Omit
transaction amount and available balance to the
customer after each card use. 0 or False = Do not
send; 1 or True = Send; 2 = Do not change current
value.

<CustAccount> AN 1 25 Cardholder account number or reference number. | Optional Omit
You can use this reference to find the cards linked
to a cardholder. Also displayed in Smart Client as
Customer Reference.

< VanityName> AN 1 32 Enables you to add an additional alternative form Optional Omit
of title to the card, e.g. “Company Director”. Can
appear on Embossed Line 4, or Thermal Line 1
and Thermal Line 2, if configured in Smart Client,
and be recorded in the card purchaser details.

< CarrierType> AN 1 30 The Carrier Product design reference as used by Optional Omit
the Card Manufacturer. This is the letter onto
which the card is attached when sent to the
cardholder. Identifies the Carrier Product type of
the Card Manufacturer.

<Fulfil1> AN 1 50 Free text field which can be used for transferring Optional Omit
extra information to the card manufacturer, for
example, to be printed on the Carrier. Identifies
the FULFIL1 field in the XML file sent to the card
manufacturer.

<Fulfil2> AN 1 50 Free text field which can be used for transferring Optional Omit
extra information to the card manufacturer, for
example, to be printed on the Carrier. Identifies
the FULFILZ2field in the XML file sent to the card
manufacturer.

© 2023 Global Processing Services Ltd. All Rights Reserved. 141


https://en.wikipedia.org/wiki/List_of_ISO_3166_country_codes
https://en.wikipedia.org/wiki/List_of_ISO_3166_country_codes
https://developer.globalprocessing.com/Tokenisation_Guide.htm
https://developer.globalprocessing.com/Tokenisation_Guide.htm
https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes

Web Services Guide

3.16

Minimum Maximum -
Type Description Request Response
Length Length
<ThermallLine1> AN 1 120 Free text field which can be used for transferring Optional Omit
extra information to be printed on the card. For
example, to add a customer service phone
number.
<ThermallLine2> AN 1 70 Free text field which can be used for transferring Optional Omit
extra information to be printed on the card. For
example, to add a link to your service terms and
conditions.
<EmbossLine4> AN 1 27 The card’s embossed line 4 on the front of the Optional Omit
card. Could be used for example, to add an
account number or sort code.
<LogoFrontID> AN 1 30 Reference which identifies the card Optional Omit
manufacturer's logo logo file that will be printed on
the face of the card.
<LogoBackID> AN 1 30 Reference which identifies the card Optional Omit
manufacturer's logo file that will be printed on the
back of the card, if supported.
<Delv_Code> AN 1 12 The delivery code for the card. If specified, the Optional Omit
card manufacturer sends all cards with the same
delivery code to the specified delivery address.
<Url> AN 1 100 This value will be included in the GPS Card Optional Omit
Generation file, in the <QRCode> field. For
example: https://www.your-e-
card.com/balance/2909680989632389
For details, see the Card Generation Interface
Specifications.
Clearing field values
The following fields may have their values cleared by sending a <space>:
Title tel maritalStatus imagelD Fulfil2
lastName userdata sex VanityName ProductRef
firstName workAddrl userdatal dlvpostcode ThermalLinel
addrl workAddr2 userdata2 dlvaddrl ThermalLine2
addr2 workAddr3 userdata3 dlvaddr2
addr3 workcity userdata4 dlvaddr3
city workcounty email dlvcity
county workpostcode fax dlvcountry
postcode workcountry mobTel EmbossLine4
country worktel embossName Fulfill
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>
<hyp:Ws_Update_Cardholder_Details_ V2>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>13</hyp:TxnCode>
ClientCode></hyp:ClientCode>
AuthType>1</hyp:AuthType>
PAN></hyp : PAN>

© 2023 Global Processing Services Ltd. All Rights Reserved.

xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb" >

142



https://developer.globalprocessing.com/Card_Generation_Interface_Specification.htm
https://developer.globalprocessing.com/Card_Generation_Interface_Specification.htm

Web Services Guide

3.16

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:

PublicToken>123456789</hyp:PublicToken>
DOB></hyp:DOB>
CVV></hyp:CVV>
accCode></hyp:accCode>
newAccCode></hyp:newAccCode>
lastName></hyp:lastName>
Title></hyp:Title>
firstName></hyp:firstName>
addril></hyp:addrl>
addr2></hyp:addr2>
addr3></hyp:addr3>
city></hyp:city>
postcode></hyp:postcode>
country></hyp:country>
tel></hyp:tel>

Workaddr1>0ffice 13, Telfords Yard</hyp:Workaddrl>
Workaddr2>6-8 The Highway, Wapping </hyp:Workaddr2>

Workaddr3></hyp:Workaddr3>
Workcity>London</hyp:Workcity>
Workpostcode>E1W 2BS</hyp:Workpostcode>
Workcounty></hyp:Workcounty>
Workcountry>826</hyp:Workcountry>
Worktel></hyp:Worktel>
email></hyp:email>
fax></hyp:fax>
mobTel></hyp:mobTel>
maritalStatus>M</hyp:maritalStatus>
sex>M</hyp:sex>
embossName></hyp:embossName>
discret></hyp:discret>
userdata></hyp:userdata>
userdatal></hyp:userdatal>
userdata2></hyp:userdata2>
userdata3></hyp:userdata3>
userdata4></hyp:userdata4d>
imageID></hyp:imageID>
brncode></hyp:brncode>
dlvMethod></hyp:dlvMethod>
itemSrc>2</hyp:itemSrc>
dlvTitle></hyp:dlvTitle>
dlvfirstName></hyp:dlvfirstName>
dlvlastName></hyp:dlvlastName>
dlvaddril></hyp:dlvaddril>
dlvaddr2></hyp:dlvaddr2>
dlvaddr3></hyp:dlvaddr3>
dlvcity></hyp:dlvcity>
dlvpostcode></hyp:dlvpostcode>
dlvcounty></hyp:dlvcounty>
dlvcountry></hyp:dlvcountry>
crdprogram></hyp:crdprogram>
ProductRef></hyp:ProductRef>
isoLang></hyp:isolLang>
SmsBalance>@</hyp:SmsBalance>
CustAccount></hyp:CustAccount>
VanityName></hyp:VanityName>
CarrierType></hyp:CarrierType>
Fulfill></hyp:Fulfill>
Fulfil2></hyp:Fulfil2>
ThermallLinel></hyp:ThermallLinel>
ThermallLine2></hyp:ThermallLine2>
EmbossLine4></hyp:EmbossLine4>
LogoFrontId></hyp:LogoFrontId>
LogoBackId></hyp:LogoBackId>
Delv_Code></hyp:Delv_Code>
Url></hyp:Url>
Ws_Update_Cardholder Details V2>

</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:
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<Ws_Update_Cardholder_Details V2Response xmlns="http://www.globalprocessing.ae/Hyperionheb">
<Ws_Update_Cardholder_Details V2Result>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>13</TxnCode>
<ClientCode/>
<PublicToken>123456789</PublicToken>
<SysDate>2020-08-01</SysDate>
<ActionCode>000</ActionCode>
</Ws_Update_Cardholder_Details V2Result>
</Ws_Update_Cardholder_Details_V2Response>
</soap:Body>
</soap:Envelope>
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Cards Get Expiring Soon

APIl: Ws_Get_Card_ExpireSoon

This web service returns the details of cards that are going to expire before the end of the current month. The response returns all
cards due to expire, regardless of the volume.

Record Description

Minimum Maximum

Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by Mandatory Mandatory

GPS.
<SysDate> YYYY- 10 10 The system processing date. Omit Mandatory

MM-DD

<ActionCode> AN 3 3 The action code for the response. See Action Codes. Omit Mandatory
<cardList> - - - An array of Card_Details. See Card_Details below. Can

occur multiple times within the message.

Card_Details

Minimum Maximum

e Loy Description Request Response
<Scheme> AN 1 50 Scheme name. Omit Mandatory
<Product> AN 1 50 Name of the product. Omit Mandatory
<PublicToken> N 16 19 Card’s public token. Omit Mandatory
<Emboss_Name> | AN 1 51 Name embossed on the card. Omit Mandatory
<ExpiryDate> YYYY-MM- | 10 10 Expiry date of the card in YYYY-MM-DD Omit Mandatory

DD format.
<IsLive> N 1 1 Indicates whether the card is active: Omit Mandatory

1 = Active; 0 = Not Active

<ActivationDate> YYYY-MM- | 10 10 Activation date of the card. Omit Mandatory
DD
<AvIBal> D 1 20 The current balance on the card account. Omit Mandatory

This includes all financial transactions and
outstanding authorisations. The balance
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

<BlIkAmt> D 1 20 Amount of funds blocked on the card Omit Mandatory
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

<CurCode> AN 3 3 3-letter ISO currency code for the account | Omit Mandatory

billing currency.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">
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<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Get_Card_ExpireSoon>
<hyp:WSID>20211234567896</hyp :WSID>
<hyp:IssCode>PMT</hyp:IssCode>
</hyp:Ws_Get_Card_ExpireSoon>
</soapenv:Body>
</soapenv:Envelope>

Response

soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd-

d="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>

<Ws_Get_Card_ExpireSoonResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_Get_Card_ExpireSoonResult>

<WSID>20211234567896</WSID>

<IssCode>PMT</IssCode>

<SysDate>2021-10-22</SysDate>

<ActionCode>000</ActionCode>

<cardList>

<Card_Details>

<Scheme>ABCD</Scheme>
<Product>XYZ</Product>

<PublicToken>123456789</PublicToken>
<Emboss_Name>FIRSTNAME LASTNAME</Emboss_Name>
<ExpiryDate>2021-11-12</ExpiryDate>
<IsLive>true</IsLive>
<ActivationDate>2020-11-12</ActivationDate>
<Av1Bal>2206</Av1Bal>
<BlkAmt>0.00</BlkAmt>
<CurCode>GBP</CurCode>

</Card_Details>

<Card_Details>
<Scheme>ABCD</Scheme>
<Product>ASDF</Product>
<PublicToken>789456123</PublicToken>
<Emboss_Name>FIRSTNAME LASTNAME</Emboss_Name>
<ExpiryDate>2021-11-15</ExpiryDate>
<IsLive>true</IsLive>
<ActivationDate>2020-01-08</ActivationDate>
<AvlBal>@</Av1Bal>
<BlkAmt>0.00</BlkAmt>
<CurCode>GBP</CurCode>

</Card_Details> </cardList>

</Ws_Get_Card_ExpireSoonResult>
</Ws_Get_Card_ExpireSoonResponse>
</soap:Body>
</soap:Envelope>
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Card Statement (V1)

APIl: Ws_Card_Statement

This web service returns transactions performed by the cardholder which took place on the card since a specified date. If the date is
omitted then one month's transactions are returned. Starting balance and current (actual and available) balances are also returned.
See also Card Statement (V2).

Record Description

Minimum
Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction
Codes. Default value 5.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems using
member logins. Returned in the response
if present in the request.

Note: Legacy field. Not used.

Optional

Conditional

<|ltemSrc>

Source field which defines the item
source type. See ltem Source Types. If
used, overrides any existing fees for
using this web service.

Mandatory

Omit

<AuthType>

AN

Parameter to specify how the card should
be authenticated. See Authentication
Methods.

Mandatory

Omit

<PAN>

AN

16

19

Card Number. Unique card identifier.

Conditional

Omit

<Track2>

AN

40

The card’s Track 2. Mandatory in request
if <PAN> and <PublicToken> are not
present or when <AuthType> is ‘7.

Conditional

Omit

<PublicToken>

AN

The card’s public token, Mandatory in
request if <PAN> and <Track2> are not
present. Mandatory in the response.

Conditional

Mandatory

<DOB>

YYYY-MM-
DD

10

10

Date of Birth. Mandatory if value of
<AuthType> is ‘2’ or ‘6’.

Conditional

Omit

<CVVv>

AN

Card Verification Value, the 3-digit code
printed on the back of the card.

Mandatory if the value of <AuthType> is
‘3.

Conditional

Omit

<AccCode>

AN

Access code or passcode. If provided,
must be 6 digits, leading zeroes are
acceptable. Leave empty if not required.
Mandatory if the value of <AuthType> is
‘4’

Conditional

Omit

<LastName>

AN

20

Cardholder's last name, used to
authenticate the cardholder if the value of
<AuthType> is ‘6’

Conditional

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-

Mandatory

Mandatory
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Minimum

Length

Maximum
Length

Description

Request

Response

second format.

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

<StartBal>

20

The opening balance of the card account
for the period required, ignoring any
pending authorisations. The amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<EndBal>

20

The closing balance of the card for the
period required, ignoring pending
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<TxnFilter>

AN

Filter method to control the type of
account entries returned:

0 = All account entries. Includes
redemption transactions (including
refunds), loads, and unloads, transfers,
balance adjustments, account status
changes and web service and card load
fees. Also includes pending
authorisations, expired authorisations,
and auths matched with a financial i.e.
cleared, and manually cleared
authorisations. This is the default option
if a value is not provided.

1 = Account entries affecting the account
balance or available funds. Same as '0',
but excludes cleared authorisations and
account status changes.

2 = Financial entries only. Same as '1',
but excludes all authorisations and also
Expiry breakages.

3 = Shows only Loads, unloads, expiry
breakages, balance adjustments and
fees.

4 = Settled transactions only. Includes
loads, unloads, presentments, balance
adjustments, expiries and all other
settled transactions, but excludes
outstanding authorisations.

5 = All financial transactions, i.e.,
includes redemption transactions
(including refunds), loads and unloads,
transfers, balance adjustments, pending
authorisations, expired authorisations,
and authorised matched with a financial
(i.e. cleared, and manually cleared
authorisations).

6 = Accepted, pending authorisations
only

Optional

Conditional
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Type

Minimum
Length

Maximum

Description

Request

Response

7 = Same as 0 but also shows ATM/POS
fees as separate fee entries.

The field must be present in the response
if present in the request.

<StartDate>

YYYY-MM-
DD

10

10

Start date for the Enquiry. Valid dates are
in the range 1900-01-01 to 2079-06-06.

Only account entries on this day and
beyond are returned.

If not specified and if <NumTxn>is 0, the
search returns results of one calendar
month by default. These results are
sorted in ascending order of <ltemld>.

The field is returned in the response if it
is in the request.

Note: If the field is present and date
range is more than 3 months then this
field value will be overridden with a new
start date value, calculated by GPS to
provide the most recent 3 months.

Optional

Conditional

<EndDate>

YYYY-MM-
DD

10

10

End date for the Enquiry. Valid dates are
in the range 1900-01-01 to 2079-06-06.
Only account entries on this day and
before is returned.

If not specified and if <NumTxn>is 0, the
search returns results up to the last
account entry. These results are sorted in
ascending order of <item|d>. The field is
returned in the response if itis in the
request.

Note: If the field is present and date
range is more than 3 months then
response contains only the most recent 3
months of data.

Optional

Conditional

<NumTxn>

Number of transactions to return. Used
for requesting a specific number of the
most recent transactions. The
transactions are sorted in descending
order of <ltemld>.

If present, <StartDate> and <EndDate> are
ignored. In the response, this field
indicates the actual number of
transactions returned.

Optional

Mandatory

<DataSrc>

The data source to be used to make the
account enquiry. It has two predefined
values: 0 or 1 = Live database ; 2 =
Archive database.

Mandatory

Omit

<ltemSrc>

Source field which defines the item
source type. See Iltem Source Types. If
used, overrides any existing fees for

using this web service.

Mandatory

Mandatory

<DescriptionDelimiter>

AN

If provided, is used as an alternative
delimiter to separate the Card Acceptor
Name Location (DE 043) field of the
presentment returned from MasterCard

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

or Visa into: Street, City and Country.

<CurBill>

AN

3-letter ISO currency code for the
cardholder's account (billing) currency.

Omit

Mandatory

<Av|Bal>

20

The current balance on the card account.
This includes all financial transactions
and outstanding authorisations. The
balance amount can include up to four
decimal places, depending on the
currency exponent (e.g., 10.99 for EUR
which has a currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the card
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<SysDate>

DD

YYYY-MM_

10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<Transactions>

List of 0 or more Transaction2 elements
(see Transaction2 Description below).

Omit

Mandatory

Security
Minimum Maximum o
Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit

Transaction2 Description

Minimum

Length

Maximum
Length

Description

Request

Response

<TxnDate>

YYYY-MM-
DD

10

10

Calendar date on which the transaction
is processed. Also the settlement date
for certain types of transactions, such as
presentments.

Optional

Mandatory

<PostDate>

YYYY-MM-
DD

10

10

The businesses date on which GPS
process the transaction. For most
transactions this is the same as the
system date when the transaction was
created. For fee collections, this is the
reconciliation date.

Optional

Mandatory

<AmtBill>

20

The amount of the transaction billed (for
financials) or blocked (for

authorisations) to the cardholder
account, expressed in the account
currency <CurBill>.

Omit

Mandatory
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Minimum

Length

[\ EY.dullin!
Length

Description

Request

Response

<AmtTxn>

20

The transaction amount, expressed in
the transaction currency <CurTxn>. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which has
a currency exponent of 2). See Currency
Codes.

Omit

Optional

<BillConvRate>

The conversion rate used to calculate
the billing amount <AmtBill> from the
transaction amount <AmtTxn>.

BillConvRate = AmtTxn /AmtBill

Omit

Conditional

<DebOrCred>

AN

Whether a debit or credit transaction.
‘-1’ = Debit; ‘1’ = Credit.

Omit

Mandatory

<Terminalld>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Omit

Conditional

<Description>

AN

150

Transaction description

Omit

Mandatory

<RRN>

AN

12

Retrieval reference number (DE037) from
MasterCard or Visa.

Omit

Optional

<CurTxn>

AN

Transaction currency, represented by
the 3-letter ISO currency code.

Omit

Optional

<ltemld>

AN

20

The item ID. Present in all returned items
that impact the funds on the account.

Omit

Conditional

<AviBal>

20

The current balance on the card
account. This includes all financial
transactions and outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the card
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.

Omit

Mandatory

<TransactionType>

AN

The type of the transaction. See
Transaction Types. For certain changes
relating only to account details, this field
may be omitted.

Omit

Conditional

<StatusCode>

AN

The transaction status code. See
Transaction Status. For certain changes

relating only to account details, this field
may be omitted.

Omit

Conditional

<StatusDesc>

AN

50

Transaction status description. See
Transaction Status.

Omit

Conditional

<TxnTime>

Time at which GPS processed the
transaction in HHMMSS format.

Omit

Mandatory

<LocDate>

YYYY-MM-

10

10

Calendar date the transaction was

Omit

Conditional
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Length

Description

Request

Response

authorisation, presentment or reversal
only):

pos = point of sale transaction.
atm = automated teller machine
transaction (e.g.,cash withdrawal)

DD generated by the terminal (POS/ATM) or

acquirer. Applicable to MasterCard or
Visa received transactions only.
For presentment transactions it is the
local date of the terminal that generated
the transaction.

<Feeld> N 19 Specifies the unique identifier of the fee, | Omit Optional
created by GPS.

<WSID> N 19 Web service ID. Unique for every Omit Optional
request.

<FixedFee> D 20 Fixed fee applied to this transaction. Omit Optional

<RateFee> D 20 Rate fee applied to this particular Omit Optional
transaction.

<FxPdg> D 20 Padding amount applied for a foreign Omit Optional
currency transaction.

<MCCPdg> D 20 Padding amount applied against a Omit Optional
particular merchant category.

<Linkld> AN 20 Identifier of the linked financial Omit Conditional
transaction.

<MCC> AN 4 Merchant category code (presentments | Omit Conditional
only).

<OrigStan> AN 50 System Trace Audit Number (STAN) Omit Optional
returned from MasterCard or Visa.

<ProcCode> AN 6 Processing code (DE003) of the Omit Conditional
transaction if processed by Mastercard
or Visa. GPS also use this field to supply
a processing code for GPS-generated
transactions; See Processing Codes.

<MCCDescription> AN 250 Merchant Category Code (MCC) Omit Conditional
description.

<Dom_Fee_Fixed> D 20 Fixed domestic fee amount. Omit Conditional

<Dom_Fee_Rate> D 20 Rate domestic fee amount. Omit Conditional

<Non_Dom_Fee_ D 20 Fixed non-domestic fee amount. Omit Conditional

Fixed>

<Non_Dom_Fee_ D 20 Rate non-domestic fee amount. Omit Conditional

Rate>

<Fx_Fee_Fixed> D 20 Fixed foreign exchange (FX) fee Omit Conditional
amount.

<Fx_Fee_Rate> D 20 Rate foreign exchange (FX) fee amount. | Omit Conditional

<Other_Fee_Desc> D 20 Description of any other fees applied to Omit Conditional
this transaction (e.g., monthly fee).

<Other_Fee_Amt> D 20 Other fee amount. Omit Conditional

<TxnCodeType> AN 20 Transaction type code (for an Omit Conditional

© 2023 Global Processing Services Ltd. All Rights Reserved.

152



Web Services Guide

3.16

Minimum
Length

Type

Description

Response

pos_cb = point of sale transaction with
cashback.

pos_re = purchase refund

tfr = cardholder funds transfer.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperioneb">

<soapenv:Header>
<hyp:AuthSoapHeader>

<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Card_Statement>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>5</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:ItemSrc>2</hyp:ItemSrc>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>

<hyp:PublicToken>123456789</hyp:PublicToken>

<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>

<hyp:LocDate>2021-01-01</hyp:LocDate>

<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>
<hyp:TxnFilter>5</hyp:TxnFilter>
<hyp:StartDate></hyp:StartDate>
<hyp:EndDate></hyp:EndDate>
<hyp:NumTxn>0</hyp:NumTxn>
<hyp:DataSrc>0</hyp:DataSrc>
</hyp:Ws_Card_Statement>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance"
p p p p p g p p p g

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_Card_StatementResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_Card_StatementResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>5</TxnCode>
<ClientCode/>

<PublicToken>123456789</PublicToken>

<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<StartBal>10</StartBal>
<EndBal>@</EndBal>
<TxnFilter>5</TxnFilter>
<StartDate/>

<EndDate/>

<NumTxn>2</NumTxn>
<ItemSrc>2</ItemSrc>
<CurBill>GBP</CurBill>
<AvlBal>@</Av1Bal>
<BlkAmt>0</BlkAmt>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<Transactions>
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<Transaction2>
<TxnDate>2021-01-01</TxnDate>
<PostDate>2021-01-01</PostDate>
<AmtBill>10</AmtBill>
<AmtTxn>10</AmtTxn>
<BillConvRate>1</BillConvRate>
<DebOrCred>-1</DebOrCred>
<TerminalId/>
<Description> Unload: UnlLoad</Description>
<RRN/>
<CurTxn>GBP</CurTxn>
<ItemId>4321</ItemId>
<AvlBal>@</Av1Bal>
<BlkAmt>0</BlkAmt>
<TransactionType>U</TransactionType>
<StatusCode>S</StatusCode>
<StatusDesc>Settled : -</StatusDesc>
<TxnTime>105025</TxnTime>
<LocDate>2021-01-01</LocDate>
<Feeld>0</Feeld>
<WSID>2021123456789</WSID>
<FixedFee>0</FixedFee>
<RateFee>0@</RateFee>
<FxPdg>0</FxPdg>
<MCCPdg>0</MCCPdg>
<LinkId>@</LinkId>
<ProcCode>230000</ProcCode>
</Transaction2>
<Transaction2>
<TxnDate>2021-01-01</TxnDate>
<PostDate>2021-01-01</PostDate>
<AmtBill>10</AmtBill>
<AmtTxn>10</AmtTxn>
<BillConvRate>1</BillConvRate>
<DebOrCred>1</DebOrCred>
<TerminalId/>
<Description> Load: Web services load </Description>
<RRN/>
<CurTxn>GBP</CurTxn>
<ItemId>1233</ItemId>
<AvlBal>10</Av1Bal>
<BlkAmt>0</BlkAmt>
<TransactionType>L</TransactionType>
<StatusCode>S</StatusCode>
<StatusDesc>Settled : -</StatusDesc>
<TxnTime>100854</TxnTime>
<LocDate>2021-01-01</LocDate>
<Feeld>0</Feeld>
<WSID>2021123456789</WSID>
<FixedFee>0</FixedFee>
<RateFee>0@</RateFee>
<FxPdg>0</FxPdg>
<MCCPdg>0</MCCPdg>
<LinkId>@</LinkId>
<ProcCode>220000</ProcCode>
</Transaction2>
</Transactions>
</Ws_Card_StatementResult>
</Ws_Card_StatementResponse>
</soap:Body>
</soap:Envelope>
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Card Statement (V2)

APIl: Ws_Banking_Card_Statement_V2

This web service is an enhancement to Ws Card Statement (see Card Statement (V1)) and returns all statement details for this card,
as well as for previous cards if the card has been replaced.

Request Description
The details for the request are identical to those in Card Statement (V1): Ws Card Statement.

Response Description

Minimum Maximum

Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<ActionCode> N 3 3 The action code for the response. See Action Mandatory
Codes.
<ErrorText> AN Human readable text of the error that Optional

occurred. Should be read in conjunction with
the <ActionCode>.

<Statements > List A list of card statements. Each statement
(CardStatement2 gives details of the card's associated
) statements. For details, see Card Statement
(V1).
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>*****</hyp:strUserName>
<hyp:strPassword>*****</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Banking_Card_Statement_V2>
<hyp:request>
<hyp:WSID>1234465</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>5</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:ItemSrc>2</hyp:ItemSrc>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>
<hyp:TxnFilter>5</hyp:TxnFilter>
<hyp:StartDate></hyp:StartDate>
<hyp:EndDate></hyp:EndDate>
<hyp :NumTxn>@</hyp:NumTxn>
<hyp:DataSrc>0</hyp:DataSrc>
<hyp:DescriptionDelimiter>,</hyp:DescriptionDelimiter>
</hyp:request>
</hyp:Ws_Banking_Card_Statement_V2>
</soapenv:Body>
</soapenv:Envelope>
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Response

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"” xmlns:soap="h-
ttp://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Ws_Banking_Card_Statement_V2Response xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Banking_Card_Statement_V2Result>
<WSID>1234</WSID>
<ActionCode>string</ActionCode>
<ErrorText>string</ErrorText>
<Statements>
<CardStatement2>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>5</TxnCode>
<ClientCode></ClientCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<StartBal>10</StartBal>
<EndBal>@</EndBal>
<TxnFilter>5</TxnFilter>
<StartDate></StartDate>
<EndDate></EndDate>
<NumTxn>2</NumTxn>
<ItemSrc>2</ItemSrc>
<CurBill>GBP</CurBill>
<AvlBal>@</Av1lBal>
<BlkAmt>0</BlkAmt>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<Transactions xsi:nil="true" />
</CardStatement2>
<CardStatement2>
<WSID>20211234567896</WSID>
<IssCode>PMT</IssCode>
<TxnCode>5</TxnCode>
<ClientCode></ClientCode>
<PublicToken>234456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<StartBal>10</StartBal>
<EndBal>@</EndBal>
<TxnFilter>5</TxnFilter>
<StartDate></StartDate>
<EndDate></EndDate>
<NumTxn>2</NumTxn>
<ItemSrc>2</ItemSrc>
<CurBill>GBP</CurBill>
<AvlBal>@</Av1Bal>
<BlkAmt>0</BlkAmt>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<Transactions xsi:nil="true" />
</CardStatement2>
</Statements>
</Ws_Banking Card_Statement_V2Result>
</Ws_Banking_Card_Statement_V2Response>
</soap:Body>
</soap:Envelope>

© 2023 Global Processing Services Ltd. All Rights Reserved.

156



Web Services Guide

3.16

Card Balance Overview

You can use the following web services to check, update or transfer the balance on an account:

Card Balance Enquiry: Ws_Balance_Enquiry and Ws_Balance_Enquiry(_V2)

Card Balance Enquiry (lightweight): Ws_Card_BalEng

Card Balance Adjustment: Ws BalanceAdjustment

Card Balance Update: Ws BalanceUpdate

Card Balance Transfer: \Ws BalanceTransfer
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Card Balance Enquiry

API: Ws_Balance_Enquiry and Ws_Balance_Enquiry_V2
This web service returns the current available balance on the card.

Note: There are two versions of this web service. \Ws Balance Enquiry V2 omits a few request parameters and includes a new
LimitInfo response structure, as described below.

Note: GPS recommends that clients implement EHI (External Host Interface) to receive up-to-date customer balances after
every transaction to comply with a Mastercard mandate which states that issuers must offer a mobile-based transaction alerts
service to cardholders. For details, contact your Implementation Manager.

Record Description

Minimum Maximum .
Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.

<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. Mandatory Mandatory
Default value ‘3’.

<ClientCode> AN 1 64 User ID of the customer using the service. Only Conditional Conditional
applicable to systems using member logins.
Returned in the response if present in the
request. Note: Legacy field. Not used.

<itemSrc> N 1 5 Source field which defines the item source type. Mandatory Omit
See Item Source Types. If used, overrides any
existing fees for using this web service.

<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.

<PAN> AN 16 19 Card Number. Unique card identifier. Mandatory | Conditional Omit
in request if <track2>and <PublicToken> are not
present.

<Track2> AN 1 40 The card’s Track 2. Mandatory in request and Conditional Omit
response if <PAN> and <PublicToken> are not
present or when <AuthType> is ‘4’.

<PublicToken> AN 1 9 The card’s public token, Mandatory in request if Conditional Mandatory
<PAN>and <Track2> are not present. Mandatory
in the response.

<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of <AuthType>is | Conditional Omit

DD ‘2’ or‘6’.

<CVvV> AN 3 3 Card Verification Value, the 3-digit code printed Conditional Omit
on the back of the card. Mandatory if the value of
<AuthType> is ‘3’.

<AccCode> AN 0 6 Access code or passcode. If provided, must | Conditional | Omit
be 6 digits, leading zeroes are acceptable.
Leave empty if not required. Mandatory if the
value of <AuthType>is ‘4.

<LastName> AN 1 20 Cardholder's last name, used to authenticate the | Conditional Omit
cardholder if the value of <AuthType> is ‘6’.

<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory

DD

<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory

format.
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Minimum

Length

Maximum

Length

Description

Request

Response

<TerminallD> AN

15

Point of Sale (POS) or other terminal identifier,

such as a hostname.

Optional

Omit

<GetLimits> AN

Optional request parameter to return limit

information. Possible values are: 0 = Do not

return limits information; 1 = Return limits

information. If GetLimits is empty or not supplied,
the defaultis 0. If GetLimits is 1, an extra XML

element is returned in the reponse. See Limitinfo
Details below.

Optional

Omit

<AviBal> D

20

The current balance on the card account. This

includes all financial transactions and

outstanding authorisations. The balance amount

can include up to four decimal places, depending
on the currency exponent (e.g., 10.99 for EUR
which has a currency exponent of 2). See

Currency Codes.

Omit

Mandatory

<BlkAmt> D

20

Amount of funds blocked on the card account as
a result of all outstanding authorisations. The
balance amount can include up to four decimal

places, depending on the currency exponent
(e.g., 10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

<CurCode> AN

3-letter ISO currency code for the currency (e.g.

EUR).

Omit

Mandatory

YYYY-MM-
DD

<SysDate>

10

10

The system processing date.

Omit

Mandatory

<PINStatus> N

Indicates whether the allowed number of card

PIN tries has been exceeded. 0 = No; 1 = Yes.

Omit

Mandatory

<LimitInfo>

See LimitInfo Details below. Occurs 0 or 1 times

in the response.

Omit

Optional

<ActionCode> AN

The action code for the response. See Action

Codes.

Omit

Mandatory

Limitinfo Details (V1)

Minimum Maximum -
Description Request Response
Length
<MaxAllowableBalance> D 1 20 Maximum allowed balance of the | Omit Mandatory
card.
<DailyLoadLimit> D 1 20 Daily load limit. Omit Mandatory
<DailyLoadFrequencyLimit> D 1 20 Daily load frequency. Omit Mandatory
<AmountLoaded> D 1 20 Amount loaded today. Omit Mandatory
<NoOfLoads> D 1 20 Number of loads today. Omit Mandatory
<AmountLeftToLoad> D 1 20 Available amount left to load Omit Mandatory
today.
<NoOfLoadLeft> D 1 20 Available number of loads left Omit Mandatory
today.
<DailyPosLimit> D 1 20 Daily POS terminal spend limit. Omit Mandatory
<DailyPosFrequencyLimit> D 1 20 Daily POS spend frequency limit | Omit Mandatory
(how many times the cardholder
is allowed to spend at a POS
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Minimum Maximum -
Description Request Response
Length
terminal.)
<POSUsage> 20 POS terminal spend value so far | Omit Mandatory
today.
<NoOfPOSUsage> 20 POS terminal spend frequency Omit Mandatory
today.
<ValueOfPOSLeft> 20 POS terminal spend value left Omit Mandatory
today.
<NoOfPOSTransactionsLeft> 20 POS terminal spend frequency Omit Mandatory
left today.
<DailyCashLimit> 20 Cash withdrawal daily value Omit Mandatory
limit.
<DailyCashFrequencyLimit> 20 Cash withdrawal daily frequency | Omit Mandatory
limit.
<CashWithdrawal> 20 Cash withdrawals so far today. Omit Mandatory
<NoOfCashWithdrawal> 20 Cash withdrawal frequency Omit Mandatory
today.
<ValueOfCashLeft> 20 Cash withdrawal value left today. | Omit Mandatory
<NoOfCashTransactionLeft> 20 Cash withdrawal frequency left Omit Mandatory
today.
<DailyUnLoadLimit> 20 Unload daily limit. Omit Mandatory
<DailyUnLoadFrequencyLimit> 20 Unload daily frequency limit. Omit Mandatory
<AmountUnLoaded> 20 Amount unloaded so far today. Omit Mandatory
<NoOfUnLoads> 20 Frequency of unloads today. Omit Mandatory
<AmountLeftToUnLoad> 20 Amount available to unload Omit Mandatory
today.
<NoOfUnLoadLeft> 20 Frequency of unloads available | Omit Mandatory
today.
Limitinfo Details (V2)
Maximum -
Description Request Response
Length
<MaxAllowableBalance> D 20 Maximum allowed balance of the Omit Mandatory
card.
<SubLimit> Containing element (repeats). Omit Mandatory
<Process> AN 10 Name of the process that the sub- Omit Mandatory
limit affects. Valid values are: POS,
CASH and LOAD.
Source (attribute) N 3 The numeric Load Source (LoadSrc). | Omit Conditional
Only applies to LOAD sub limits and
is optional.
<MaxPerTransaction> D 20 Maximum amount of a single Omit Mandatory
transaction.
<MinPerTransaction> D 20 Minimum amount of a single Omit Mandatory
transaction.
<SubLimitPeriod> Containing element (repeats) Omit Mandatory
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Minimum Maximum -
Type Description Request Response
Length Length

<Period> N 1 10 Number of units of the period. Omit Mandatory

<Unit> AN 1 10 Type of period unit. Valid values are: | Omit Mandatory
Hour, Day, Month and Year.

<Limit> D 1 20 Total financial amount of limit per Omit Mandatory
period.

<Frequency> N 1 10 Number of transactions allowed Omit Mandatory
within the period.

<Usage> D 1 20 Current usage of total financial Omit Mandatory
amount of limit.

<No> N 1 10 Current usage of number of Omit Mandatory
transactions within the period.

<SubLimitPeriod> Containing element (repeats). Omit Mandatory

<SubLimit> Containing element (repeats). Omit Mandatory

Security details (v1)
Minimum Maximum ..
Type Description Request Response
Length Length

<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit

<SecVal> AN 1 64 Do not use. Optional Omit

<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">

<soapenv:Header>

<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>

<hyp:strPassword>******</hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
:TerminalID></hyp:TerminalID

<hyp

<hyp:
<hyp:
<hyp:
<hyp:

Balance_Enquiry>
WSID>2021123456789</hyp:WSI
IssCode>PMT</hyp:IssCode>
TxnCode>3</hyp:TxnCode>
ClientCode></hyp:ClientCode
ItemSrc>2</hyp:ItemSrc>
AuthType>1</hyp:AuthType>
PAN></hyp:PAN>
Track2></hyp:Track2>

D>

>

PublicToken>123456789</hyp:PublicToken>

DOB></hyp:DOB>
CVV></hyp:CVV>
AccCode></hyp:AccCode>
LastName></hyp:LastName>
LocDate>2021-01-01</hyp:Loc
LocTime>120000</hyp:LocTime

GetLimits>1</hyp:GetLimits>
SecID>0</hyp:SecID>
SecVal></hyp:SecVal>
SecValPos>0</hyp:SecValPos>

</hyp:Ws_Balance_Enquiry>

</soapenv:Body>

</soapenv:Envelope>

Response

Date>
>
>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_Balance_EnquiryResponse xmlns="http://www.globalprocessing.ae/Hyperioneb">

<Ws_Balance_EnquiryResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>3</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<AvlBal>10</Av1Bal>
<BlkAmt>0</BlkAmt>
<CurCode>GBP</CurCode>
<ClientCode/>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<PINStatus>0</PINStatus>
<LimitInfo>

<LimitInformation>

<MaxAllowableBalance>375000</MaxAllowableBalance>
<DailylLoadlLimit>375000</DailyloadLimit>
<DailylLoadFrequencyLimit>50</DailylLoadFrequencyLimit>
<AmountLoaded>@</AmountLoaded>
<NoOfLoads>@</NoOfLoads>
<AmountLeftTolLoad>374305.93</AmountLeftToLoad>
<NoOfLoadLeft>50</NoOfLoadLeft>
<DailyPosLimit>375000</DailyPosLimit>
<DailyPosFrequencyLimit>9999</DailyPosFrequencyLimit>
<POSUsage>0</POSUsage>

<NoOfPOSUsage>0</NoOfPOSUsage>
<ValueOfPOSLeft>694.07</ValueOfPOSLeft>
<NoOfPOSTransactionsLeft>9999</NoOfPOSTransactionsLeft>
<DailyCashLimit>@</DailyCashLimit>
<DailyCashFrequencylLimit>@</DailyCashFrequencyLimit>
<CashWithdrawal>@</CashWithdrawal>
<NoOfCashWithdrawal>@</NoOfCashWithdrawal>
<ValueOfCashLeft>694.07</ValueOfCashLeft>
<NoOfCashTransactionLeft>@</NoOfCashTransactionLeft>
<DailyUnLoadlLimit>40000</DailyUnLoadLimit>
<DailyUnLoadFrequencylLimit>50</DailyUnLoadFrequencyLimit>
<AmountUnLoaded>@</AmountUnLoaded>
<NoOfUnLoads>@</NoOfUnLoads>
<AmountLeftToUnLoad>694.07</AmountLeftToUnLoad>
<NoOfUnLoadLeft>50</NoOfUnLoadLeft>

</LimitInformation>
</LimitInfo>
</Ws_Balance_EnquiryResult>

</Ws_Balance_EnquiryResponse>

</soap:Body>
</soap:Envelope>
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Card Balance Enquiry (Legacy)

APIl: Ws_Card_BalEng

This web service retrieves the available balance of a card and the sum of any blocked amounts.

Note: Alternative web services you can use include: ws_balance_enquiry and ws_balance enquiry_V2 . See Card Balance Enquiry.

Record Description

Minimum Maximum .
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. | Mandatory Mandatory
Default value is 9.
<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.
<ClientCode> AN 1 64 User ID of the customer using the service. Only | Conditional Conditional
applicable to systems using member logins.
Returned in the response if present in the
request.
Note: Legacy field. Not used.
<PAN> AN 16 19 Card Number. Mandatory if <ClientCode> or Optional Omit
<accno> are not provided. Returned in the
response if present in the request.
<AccNo> AN 1 28 Account number of the card. Mandatory if Conditional | Omit
neither <ClientCode> nor <PAN> are
provided. Returned in the response if
presentin the request.
<PublicToken> AN 1 9 The card’s public token. Mandatory in request if | Conditional Mandatory
<PAN>and <accno> are not provided. Mandatory
in the response.
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date Mandatory Mandatory
DD format.
<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.
<ltemSrc> N 1 5 Source field which defines the item source type. | Mandatory Omit
See Item Source Types. If used, overrides any
existing fees for using this web service.
<LastName> AN 1 20 Cardholder’s last name. Optional Omit
<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of Conditional | Omit
DD <AuthType>is ‘2’ or ‘6’.
<CVv> AN 3 3 Card Verification Value, the 3-digit code printed | Conditional Omit
on the back of the card. Mandatory if the value
of <AuthType> is ‘3’.
<AccCode> AN 0 6 Access code or passcode. If provided, must be | Conditional Omit
6 digits, leading zeroes are acceptable. Leave
empty if not required. Mandatory if the value of
<AuthType> is ‘4’
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
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Minimum VY EYdulln! -
Type Description Request Response
Length Length
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.
<Logical_Expiry> | YYYY-MM- | 10 10 Logical expiry date of the card. Omit Mandatory
DD
<Physical_Expiry> | YYYY-MM- | 10 10 Physical expiry date of the card. Omit Mandatory
DD
<StatCode> AN 2 2 The status code of the card. See Status Codes. | Omit Mandatory
<CurCode> AN 3 3 3-letter ISO currency code for the currency (e.g. | Optional Mandatory
EUR).
<AvIBal> D 1 20 The current balance on the card account. This Omit Mandatory
includes all financial transactions and
outstanding authorisations. The balance
amount can include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency exponent
of 2). See Currency Codes.
<EmbossName> AN 1 51 Name embossed on the card. Omit Mandatory
<BIkAmt> D 1 20 Amount of funds blocked on the card account Omit Mandatory
as a result of all outstanding authorisations.
The balance amount can include up to four
decimal places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency Codes.
<IsLive> N 1 1 Specifies whether the card is active or not. 1 or | Omit Mandatory
True = Active; 0 or False = Not Active.
<Scheme> AN 1 50 The card’s GPS scheme. Omit Mandatory
Security
Minimum Maximum -
Description Request Response
Length Length
<Secld> N 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 64 Do not use. Optional Omit
<SecValPos> N 2 Do not use. Setto 0 Mandatory Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_Card_BalEng>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>3</hyp:TxnCode>
AuthType>1</hyp:AuthType>
ClientCode></hyp:ClientCode>
PAN></hyp : PAN>
AccNo></hyp:AccNo>
PublicToken>123456789</hyp:PublicToken>
CurCode>GBP</hyp:CurCode>
LocDate>2021-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
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<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:
</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_Card_BalEngResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_C

ItemSrc>2</hyp:ItemSrc>
DOB></hyp:DOB>
CVV></hyp:CVV>
AccCode></hyp:AccCode>
LastName></hyp:LastName>
SecId>@</hyp:SecId>
SecVal></hyp:SecVal>
SecValPos>0</hyp:SecValPos>
_Card_BalEng>

ody>

lope>

ard_BalEngResult>

<WSID>2021123456789</WSID>

<I

ssCode>PMT</IssCode>

<TxnCode>3</TxnCode>

<PublicToken>123456789</PublicToken>

<L
<L

<Logical_Expiry>2025-03-31</Logical_Expiry>
<Physical_Expiry>17/10</Physical_Expiry>

<S

<EmbossName>GIFT CARD</EmbossName>

ocDate>2021-01-01</LocDate>
ocTime>120000</LocTime>

tatCode>00</StatCode>

<Av1Bal>10</AvlBal>

<B
<C
<C
<S

1kAmt>0</BlkAmt>
urCode>GBP</CurCode>
lientCode/>
ysDate>2021-01-01</SysDate>

<ActionCode>000</ActionCode>

<I
<S

</Ws_|

</Ws_Car

sLive>true</IsLive>
cheme>Giftcard</Scheme>
Card_BalEngResult>
d_BalEngResponse>

</soap:Body>

</soap:Envelop
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Card Balance Update

APIl: Ws_BalanceUpdate

This web service updates the available and current (STIP) balance for EHI (External Host Interface) Mode 4 and 5 Cards. See the

EHI specifications.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See Transaction
Codes. Default value 16.

Mandatory

Mandatory

<PAN>

AN

16

19

Card Number. Unique card identifier.
Required in request if <PublicToken> is not
present.

Conditional

Omit

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN> is not present. Mandatory
in the response.

Conditional

Mandatory

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<CurrCode>

AN

In Request: the currency code of the
adjustment. Must match the currency of the
card account.

In Response: the currency code of the
balance returned. Will be the currency of
the card account.

Mandatory

Mandatory

<AvlBalance_ GPS__
STIP>

20

The new available to spend balance on the
card:

Available Balance = Current Balance -
Blocked Amount

Mandatory

Omit

<CurBalance_GPS_
STIP>

20

The new current balance on the card. Must
not be less than the available balance.

Mandatory

Omit

<Balance_Sequence_
Exthost>

18

External Host balance sequence number. In
request: sets the new balances only if this
sequence number is higher than the
existing balance sequence number
currently held in GPS. This is to ensure that
an out-of-date balance is not set due to race
conditions. In response: the external host
balance sequence number in GPS after this
update. (This will be <Balance Sequence
Exthost>in the request message if set, or
the current value on GPS if not set.)

Mandatory

Mandatory

<LoadedBy>

AN

30

Name of person or cashier making the
adjustment.

Optional

Omit

<Balance_Sequence>

18

The GPS balance sequence returned in the
response. This is updated each time GPS
updates the actual balance or blocked
amount.

Omit

Mandatory
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Minimum Maximum

Description Request Response
Length Length
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ltemID> AN 1 20 The unique item ID returned for the Omit Mandatory
adjustment.
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory

Action Codes.

<WebServiceResult> AN Parameter group describing the result of the | Omit Mandatory
Web Service call. Only has values if the
current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

WebServiceResult

This parameter is returned in the response to a request when the request included the same WSID as a previosuly submitted
request. It can be used to check if the previous request was successful.

Minimum Maximum -
Description
Length Length
<WSID> N 1 19 Web service ID from the original request.
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by GPS.
<PublicToken> AN 1 9 The public token of the card from the original request.
<Response> AN 3 3 Three digit action code indicating the status of the request. If

successful, returns: 000.

<Description> AN 1 50 Description of the status of the original request. If successful,
returns: Normal, approve.

<ActionCode> AN 3 3 The action code for the response. See Action Codes.

Request

<soap:Body>
<hyp:Ws_BalanceUpdate>

<hyp:WSID>202112345678967890</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>16</hyp:TxnCode>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:CurrCode>GBP</hyp:CurrCode>
<hyp:AvlBalance GPS_STIP>100</hyp:AvlBalance GPS_STIP>
<hyp:CurBalance_GPS_STIP>110</hyp:CurBalance_GPS_STIP>
<hyp:Balance_Sequence_Exthost>1</hyp:Balance_Sequence_Exthost>
<hyp:LoadedBy>Test Update</hyp:LoadedBy>
</hyp:Ws_BalanceUpdate>

</soap:Body>

Response

<soap:Body>
<Ws_BalanceUpdateResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_BalanceUpdateResult>
<WSID>202112345678967890</WSID>
<IssCode>PMT</IssCode>
<TxnCode>16</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocTime>
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<LocTime>120000</LocTime>
<CurCode>GBP</CurCode>
<Balance_Sequence_Exthost>2</Balance_Sequence_Exthost>
<Balance_Sequence>2</Balance_Sequence>
<SysDate>2021-01-01</SysDate>
<ItemID>23290</ItemID>
<ActionCode>000</ActionCode>
<WebServiceResult/>

</Ws_BalanceUpdateResult>

</Ws_BalanceUpdateResponse>
</soap:Body>
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Card Balance Adjustment

APIl: Ws_BalanceAdjustment

This web service enables you to apply debits and credits to a card record.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<WSID> N 1

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<IssCode> AN 1

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode> AN 1

The Transaction Code. See Transaction
Codes. Default value 16.

Mandatory

Mandatory

<ClientCode> AN 1

64

User ID of the customer using the service.
Only applicable to systems using member
logins. Returned in the response if present
in the request. Note: Legacy field. Not
used. Mandatory if the value of <AuthType>
is ‘5.

Conditional

Conditional

<AuthType> AN 1

Parameter to specify how the card should
be authenticated. See Authentication
Methods.

Mandatory

Omit

<PAN> AN 16

19

Card Number. Unique card identifier.

Conditional

Omit

<Track2> AN 1

40

The card’s Track 2. Mandatory in request if
<PAN>and <PublicToken> are not present or
when <AuthType> is ‘7.

Conditional

Omit

<PublicToken> AN 1

The card’s public token, Mandatory in
request if <PAN> and <Track2> are not
present. Mandatory in the response.

Conditional

Mandatory

<DOB> YYYY-MM- | 10

DD

10

Date of Birth. Mandatory if value of
<AuthType> is ‘2’ or ‘6’.

Conditional

Omit

<CVv> AN 3

Card Verification Value, the 3-digit code
printed on the back of the card. Mandatory
if the value of <AuthType>is ‘3.

Conditional

Omit

<AccCode> AN 0

Access code or passcode, which can be
used to set a code which is validated
during activation (e.g. via the GPS IVR
system). If provided, must be 6 digits;
leading zeroes are acceptable. Mandatory
if the value of <AuthType>is ‘4’. Leave
empty if not required.

Conditional

Omit

<LastName> AN 1

20

Cardholder's last name, used to
authenticate the cardholder if the value of
<AuthType> is ‘6’

Conditional

Omit

YYYY-MM- | 10
DD

<LocDate>

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime> HHMMSS 6

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<AmtAdjustment> N 1

The amount to debit or credit the card.

Mandatory

Omit

<CurCode> AN 3

In Request: the currency alpha code of
<amtAdjustment>. Must match the currency
of the card account.

Mandatory

Mandatory

© 2023 Global Processing Services Ltd. All Rights Reserved.

169



Web Services Guide 3.16

Maximum
Length

Minimum

Description Request Response

Length

In Response: the currency alpha code of
the <aviBal> (balance) returned. Will be the
currency of the card account.

<DebOrCred> AN 1 2 Whether a debit or credit transaction. Omit

‘-1’ = Debit; ‘1’ = Credit.

Mandatory

<Description> AN** 1 150 Description of balance adjustment. Will Omit

appear in Card Statement (account

Mandatory

enquiry).

<AvlBal> D 1 7 The balance on the card following the Omit
adjustment. This includes all the financials

received, but excludes pending

Mandatory

authorisations.

<ForcePost> N 1 1 Whether to force post the adjustment to the | Optional Omit
account: False = do not force posting; frue
= force posting.

If <forcePost> value is 1, the adjustment will
be posted to the account regardless of
restrictions such as limits, insufficient
funds or negative balance. Force posting
overrides any maximum balance limit set

for the card or account.

<ExtCode> AN 1 16 External code associated with the posting. | Optional Omit

Only supported for legacy reasons, do not
use.

YYYY-MM- | 10 10
DD

<SysDate> The system processing date. Omit Mandatory

<ltemID> AN 1 20 The unique item ID returned for the Omit

adjustment.

Mandatory

<ActionCode> AN 3 3 The action code for the response. See Omit

Action Codes.

Mandatory

<LoadedBy> AN 1 30 Name of person or cashier making the Omit

adjustment.

Optional

<WebServiceResult> AN Parameter group describing the result of Omit

the Web Service call. Only has values if the

Mandatory

current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Security
Minimum Maximum -
Type Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>
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<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_BalanceAdjustment>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>16</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:AmtAdjustment>10</hyp:AmtAdjustment>
<hyp:CurCode>GBP</hyp:CurCode>
<hyp:DebOrCred>1</hyp:DebOrCred>
<hyp:Description>Balance Ajustement</hyp:Description>
<hyp:ForcePost>0</hyp:ForcePost>
<hyp:ExtCode></hyp:ExtCode>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>
</hyp:Ws_BalanceAdjustment>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_BalanceAdjustmentResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">
<Ws_BalanceAdjustmentResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>16</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<ClientCode>0</ClientCode>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<Av1Bal>20</Av1Bal>
<CurCode>826</CurCode>
<ItemID>123</ItemID>
<WebServiceResult/>
</Ws_BalanceAdjustmentResult>
</Ws_BalanceAdjustmentResponse>
</soap:Body>
</soap:Envelope>
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Card Balance Transfer

APIl: Ws_BalanceTransfer

This web service is used to transfer an amount from one card to another.

It is only possible to transfer funds from a primary card to its secondary card if:

* The secondary card belongs to a Limit Group.

* That limit group has settings for the <Load Source> of the primary card (value of 68).

e The transfer amount is within the limits defined by the limit group.

Record Description

Minimum W EYdullin -
Description Request Response
Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. Mandatory Mandatory
Default value 7.
<ClientCode> AN 1 64 User ID of the customer using the service. Only Optional Conditional
applicable to systems using member logins.
Returned in the response if present in the
request. Note: Legacy field. Not used.
<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.
<PAN> AN 16 19 Card Number. Unique card identifier. Conditional Omit
<Track2> AN 1 40 The card’s Track 2. Mandatory in request if Conditional Omit
<PAN>and <PublicToken> are not present or when
<AuthType> is ‘7’.
<PublicToken> AN 1 9 The card’s public token, Mandatory in request if Conditional Mandatory
<PAN>and <Track2> are not present. Mandatory
in the response.
<DOB> YYYY-MM- | 10 10 The cardholder's date of birth. Mandatory if the Conditional Omit
DD value of <actMethod> is ‘1’ or <AuthType> is ‘2’ or
‘6’. Otherwise, may be supplied for informational
purposes or as part of cardholder registration.
<CVVv> AN 3 3 Card Verification Value, the 3-digit code printed Conditional Omit
on the back of the card. Mandatory if the value of
<AuthType> is ‘3’.
<AccCode> AN 0 6 Access code or passcode. If provided, must be 6 | Conditional Omit
digits, leading zeroes are acceptable. Leave
empty if not required. Mandatory if the value of
<AuthType> is ‘4’
<LastName> AN 1 20 Cardholder's last name, used to authenticate the | Conditional Omit
cardholder if the value of <AuthType> is ‘6’
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory
DD
<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.
<TerminallD> AN 1 15 Point of Sale (POS) or other terminal identifier, Conditional Omit
such as a hostname.
<NewPAN> AN 16 19 The new card number to where funds should be Conditional Mandatory
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Minimum

Length

Maximum
Length

Description

Request

Response

transferred. Mandatory in the request if
<newToken> is not present.

<NewToken>

AN

16

19

The public token to where funds should be
transferred. Mandatory in the request if
<newPAN> is not present.

Conditional

Omit

<AviBal>

20

The current balance on the card account. This
includes all financial transactions and
outstanding authorisations. The balance amount
can include up to four decimal places, depending
on the currency exponent (e.g., 10.99 for EUR
which has a currency exponent of 2). See
Currency Codes.

Omit

Mandatory

<BIkAmt>

20

Amount of funds blocked on the card account as
a result of all outstanding authorisations. The
balance amount can include up to four decimal
places, depending on the currency exponent
(e.g., 10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

Omit

Mandatory

<AmtTxn>

20

The requested amount to transfer. If AmtTxn =0,
itis assumed the full card balance is requested to
be transferred. If the amount is specified, this
amount is returned in the response. Otherwise,
the actual amount transferred (net of fees) is
returned.

Mandatory

Mandatory

<CurrCode>

AN

3-letter ISO currency code for the currency (e.g.

EUR). Must be supplied in the request if an
<AmtTxn> is specified.

Conditional

Mandatory

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<LoadSrc>

AN

The source of the transfer request. For transfers
between Primary and Secondary cards, the value
must be “68”. See Load Sources. If omitted,
defaults to “14” = “Unknown” for normal
transfers, but “68” for Primary-Secondary card
transfers.

Optional

Omit

<|tem|D>

AN

20

The unique item ID for this card transfer. The ID
returned is the ID relating to the ‘unload’ leg of
the transfer, that is, the unload from the source
card.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See Action
Codes.

Omit

Mandatory

<LoadedBy>

AN

30

Name of person/cashier making the transfer.

Optional

Omit

<Description>

AN**

150

Description of balance transfer. Will appear in
<Account Enquiry> if supplied.

Optional

Omit

<FeeWaiver>

Indicates whether to waive any web service fee
set up on GPS. Options are:

0 = No;

1= Yes, waive all fees, on “from” and “to” card
2 = Waive the fee on the “from” card only.

3 = Waive the fee on the “to” card only.

Defaultis 0.

Optional

Omit

<BrnCode>

AN

Branch code (or Agent code) with which the card

Optional

Omit
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Minimum

Length

Maximum

Length

Description

Request

Response

is associated. If supplied, it will be exported in the
XML in CardLoadUnload > Card > branchcode.

<Fee> D 1 9 Allows you to override the configured fee for Optional Omit
specific transfers.
Security
Minimum Maximum o
Description Request Response
Length Length
<Secld> N 1 8 Do not use. Setto 0. Mandatory Omit
<SecVal> AN 1 64 Do not use. Optional Omit
<SecValPos> N 1 2 Do not use. Set to 0. Mandatory Omit

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_BalanceTransfer>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>7</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:Track2></hyp:Track2>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:TerminalID></hyp:TerminalID>
<hyp:NewPAN></hyp:NewPAN>
<hyp:NewToken>987654321</hyp:NewToken>
<hyp:AmtTxn>10</hyp:AmtTxn>
<hyp:CurrCode>GBP</hyp:CurrCode>
<hyp:LoadSrc>10</hyp:LoadSrc>
<hyp:SecID>0</hyp:SecID>
<hyp:SecVal></hyp:SecVal>
<hyp:SecValPos>0</hyp:SecValPos>
<hyp:Description>Test Balance Transfer</hyp:Description >
<hyp:LoadedBy>Agent Grey</hyp:LoadedBy >
<hyp:FeeWaiver>2</hyp:FeelWaiver >
<hyp:FeeWaiver>0</hyp:FeeWaiver >
</hyp:Ws_BalanceTransfer>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_BalanceTransferResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_BalanceTransferResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
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<TxnCode>7</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<NewPAN>9876543219876543</NewPAN>
<ClientCode>0</ClientCode>
<SysDate>2021-01-01</SysDate>
<ActionCode>000</ActionCode>
<AvlBal>10</Av1Bal>
<BlkAmt>0</BlkAmt>
<AmtTxn>10</AmtTxn>
<CurCode>GBP</CurCode>
<ItemID>1234</ItemID>
</Ws_BalanceTransferResult>
</Ws_BalanceTransferResponse>
</soap:Body>
</soap:Envelope>
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Card Fees Overview

You can use the following web services to view and manage your card fees:

Card List Pending Fees: Ws_List Pending Fees

Card Apply Fees: Ws Generic_Fees

Apply FX Rate: Ws_Client_FX
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Card List Pending Fees

APIl: Ws_List_Pending_Fees

This web service lists details of pending fees that relate to a specific card.

Record Description

Minimum

Maximum

Type Description Request Response
A Length Length . < s
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<lssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS. Mandatory in the request. If
only <IssCode> is present in the request then
this method returns the pending fee details of
all cards that belong to the given program
manager.
<PAN> N 16 19 Original PAN number embossed on the card. If | Optional Omit
present in the request then this method returns
the pending fee details of the given card only.
<PublicToken> N 9 9 Card’s public token. If present in the request Optional Omit
then this method returns the pending fee details
of the given card only.
<FeeProcessingCode> AN 2 2 The transaction fee processing code. See_ Optional Omit
Processing Codes (fees).
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.
<Fees> - - - An array of Fee records. See Fee Record below.
Can occur multiple times within the message.
Fee Record
Minimum Maximum o
Description Request Response
Length Length
<PublicToken> N 9 9 Card’s public token. Omit Mandatory
<PostDate> YYYY-MM- | 10 10 Actual date when GPS received the Omit Mandatory
DD fee request.
<TransDate> YYYY-MM- | 10 10 Date in which GPS processed the fee | Omit Mandatory
DD request.
<ProcCode> AN 1 3 The transaction fee processing code. | Omit Mandatory
See Processing Codes (fees).
<ActualAmt> D 1 20 Actual fee amount. Omit Mandatory
<AmtTaken> D 1 20 Amount already taken. Omit Mandatory
<RemainingAmt> D 1 20 Remaining amount need to take as Omit Mandatory
fee, i.e., <ActualAmt> - <AmtTaken>.
<Description> AN 1 150 Fee description. Omit Mandatory
<PartialAllowed> N 1 1 Whether a partial amount is allowed. | Omit Mandatory
1 = Allowed; 0 = Not allowed
<Collected> N 1 1 Whether the fee has been taken. Omit Mandatory
1 =Taken; 0 = Not taken
<PendingFeesEnabled> N 1 1 Whether pending fees is enabled. 1 = | Omit Mandatory
Enabled; 0 = Disabled
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Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header
<hyp:AuthSoa
<hyp:stru
<hyp:strP
</hyp:AuthSo
</soapenv:Heade
<soapenv:Body>
<hyp:Ws_List

>

pHeader>

serName>******¢ /hyp:strUserName>
assword>******¢ /hyp:strPassword>
apHeader>

2>

_Pending_Fees>

<hyp:WSID>20211234567896789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>

<hyp:FeeP

rocessingCode></hyp:FeeProcessingCode>

</hyp:Ws_List_Pending_Fees>

</soapenv:Body>
</soapenv:Envelope

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

>

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<soap:Body>

<Ws_List_Pending_ FeesResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">
<Ws_List |

<WSID>
<IssCo
<Actio
<Fees>

<Fe

</F
<Fe

</F
</Fees
</Ws_List
</Ws_List_Pe
</soap:Body>
</soap:Envelope>

Pending_FeesResult>
20211234567896789</WSID>
de>PMT</IssCode>
nCode>000</ActionCode>

e>

<PublicToken>123456789</PublicToken>
<PostDate>2021-09-14</PostDate>
<TransDate>2021-09-14</TransDate>
<ProcCode>10</ProcCode>
<ActualAmt>1</ActualAmt>
<AmtTaken>1</AmtTaken>
<RemainingAmt>@.1</RemainingAmt>
<Description>Load fee</Description>
<PartialAllowed>true</PartialAllowed>
<Collected>true</Collected>
<PendingFeesEnabled>true</PendingFeesEnabled>
ee>

e>

<PublicToken>123456789</PublicToken>
<PostDate>2021-09-14</PostDate>
<TransDate>2021-09-14</TransDate>
<ProcCode>82</ProcCode>
<ActualAmt>2</ActualAmt>
<AmtTaken>@</AmtTaken>
<RemainingAmt>2</RemainingAmt>
<Description>Card Issue Fee</Description>
<PartialAllowed>false</PartialAllowed>
<Collected>true</Collected>
<PendingFeesEnabled>true</PendingFeesEnabled>
ee>

>

_Pending_FeesResult>

nding_FeesResponse>
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Card Apply Fees

APIl: Ws_Generic_Fees

This web service enables you to apply fees with a comment to a particular card.

Record Description

Maximum

Minimum

Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Unique for every Mandatory Mandatory
request.

<IssCode> AN 1 4 GPS Issuer (Program Manager) Mandatory Mandatory
Code. Assigned by GPS.

<PAN> AN 16 19 Card Number. Unique card identifier. | Conditional Omit

<PublicToken> AN 1 9 The card’s public token. Mandatory Conditional Mandatory
in request if <PAN> and <track2> are
not present. Mandatory in the
response.

<LocDate> YYYY-MM- 10 10 The local current date in year-month- | Mandatory Mandatory

DD date format.

<LocTime> HHMMSS 6 6 The local current time, in hour- Mandatory Mandatory
minute-second format.

<ProcCode> AN 1 3 The transaction fee processing code. | Mandatory Omit
See Processing Codes (fees).

<Comment> AN** 1 50 If it is blank then the comment will be | Optional Omit
the default comment associated with
the given processing code.

<Fee> D 1 20 Fee applied to this card. If itis 0 then | Optional Mandatory
will apply the default fee associated
with the given processing code
otherwise the input value will apply.

<SysDate> YYYY-MM- 10 10 The system processing date. Omit Mandatory

DD

<ltemld> AN 1 20 The unique item ID returned for this Omit Mandatory
fee.

<IsPartial> N 1 1 Whether a partial fee was taken. Omit Mandatory
1=true and O=false.

<WaivedoffAmount> D 1 20 Amount of fee that could not be Omit Mandatory
taken.

<TotalAmount> D 1 20 Total amount of fee taken. Omit Mandatory

<ActionCode> AN 3 3 The action code for the response. Omit Mandatory
See Action Codes.

** Some formatting may be done on this string, see String Cleaning and Approved Characters.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Generic_Fees>
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<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:Ws

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
PAN></hyp : PAN>
PublicToken>123456789</hyp:PublicToken>
ProcCode>47</hyp:ProcCode>
Comment></hyp:Comment>
LocDate>2021-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
Fee>0.0</hyp:Fee>

_Generic_Fees>

</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt

<soap:Body>

<Ws_Generic_FeesResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_G

p://www.w3.0rg/2001/XMLSchema" >

eneric_FeesResult>

<WSID>2021123456789</WSID>

<I

ssCode>PMT</IssCode>

<ActionCode>000</ActionCode>

<L
<L

ocDate>2021-01-01</LocDate>
ocTime>120000</LocTime>

<SysDate>2021-01-01</SysDate>

<P

ublicToken>123456789</PublicToken>

<Fee>1</Fee>
<ItemId>1234</ItemId>

<I
<W

sPartial>false</IsPartial>
aivedoffAmount>1</WaivedoffAmount>

<TotalAmount>1</TotalAmount>
</Ws_Generic_FeesResult>

</Ws_Generic_FeesResponse>

</soap:Body

>

</soap:Envelope>
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Apply FX Rate

APl Ws Client FX

This web service enables you to send your own FX (foreign exchange) rates to GPS. You can stream in FX rates at your chosen
frequency, such as: hourly or daily. The rates could be used for Multi-FX wallet functions or for services such as provisioning of fixed

rate FX cards.

Record Description

Minimum Maximum -
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.
<GroupFxID> N 1 4 Currency conversion Group ID. Mandatory Mandatory
<Rates> An array of rates. See Rate Details below. Mandatory Omit

Can occur multiple times within the request.

Rate Details (in request)

Minimum Maximum -
Description Request Response
Length Length
<SrcCurCode> AN 3 3 Alpha currency code of source currency( Mandatory Omit
e.g. GBP).
<DesCurCode> AN 3 3 Alpha currency code of destination Mandatory Omit
currency (e.g. EUR).
<BuyRate> D 1 (6,8)" Currency buying rate. Mandatory Omit
<SellRate> D 1 (6,8) Currency selling rate. If not used, then Optional Omit
pass '0' as the default value.
<MidRate> D 1 (6,8) Middle currency rate (median average of Optional Omit

buy and sell rates). If not used, then pass
'0' as the default value.

Notes

* (6,8) is 6 numeric with 8 decimal values. This represents a maximum value of 999999.99999999.

Rate Details (in response)

Minimum Maximum

Type Description Request
v Length Length # <

Response

<ActionCode> AN 3 3 The action code for the response. Omit
Possible action codes in the response
are:

000 = Normal, approve.
801 = IssCode is missing.
909 = System malfunction, deny.

868 = Duplicate WSID in the request,
deny.

707 = Invalid FX Group ID.

Mandatory

<SysDate> YYYY-MM- | 10 10 The system processing date. Omit
DD

Mandatory

<NoOflnvalidRates> N 1 4 Number of invalid rates in the request. Omit

Mandatory

<InvalidRates> See Invalid Rate Details below. Can Omit
occur multiple times within the

Conditional
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Minimum Maximum

Type Description Request Response
ol Length Length 2 < >

response. ltis the rejected list of rates
in the request. If all rates in the request
are valid then it will not present in the
response.

Invalid Rate Details (in response)

Minimum Maximum ..
Type Description Request Response
Length Length
<RateNo> N 1 4 Position of invalid rate in the request. Omit Mandatory
<SrcCurCode> AN 3 3 Alpha currency code of source currency( | Omit Mandatory
e.g. GBP).
<DesCurCode> AN 3 3 Alpha currency code of destination Omit Mandatory

currency (e.g. EUR).

<BuyRate> D 1 (6,8)* Currency buying rate. Omit Mandatory
<SellRate> D 1 (6,8) Currency selling rate. Omit Optional
<MidRate> D 6,8 (6,8) Middle currency rate (median average of | Omit Optional

buy and sell rates).

<ErrorCode> AN 3 3 Reason code for the rejection. Possible Omit Mandatory
error codes are:

702 = Invalid Currency Buy Rate. It
should be greater than 0.0.

703 = Invalid Currency Sell Rate. It
should be non-negative.

704 = Invalid Currency Sell Rate. It
should be non-negative.

705 = Invalid source currency code

706 = Invalid destination currency code

<ErrorDescription> AN 1 150 Reason for the rate rejection. Omit Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Client_Fx>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:GroupFxID>123</hyp:GroupFxID>
<hyp:Rates>
<hyp:Rates>
<hyp:SrcCurCode>GBP</hyp:SrcCurCode>
<hyp:DesCurCode>USD</hyp:DesCurCode>
<hyp:BuyRate>1.4</hyp:BuyRate>
<hyp:SellRate>1.4</hyp:SellRate>
<hyp:MidRate>1.4</hyp:MidRate>
</hyp:Rates>
<hyp:Rates>
<hyp:SrcCurCode>GBP</hyp:SrcCurCode>
<hyp:DesCurCode>EUR</hyp:DesCurCode>
<hyp:BuyRate>1.1</hyp:BuyRate>
<hyp:SellRate>1.1</hyp:SellRate>
<hyp:MidRate>1.1</hyp:MidRate>
</hyp:Rates>
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<hyp:Rates>
<hyp:SrcCurCode>GBP</hyp:SrcCurCode>
<hyp:DesCurCode>ABC</hyp:DesCurCode>
<hyp:BuyRate>1.1</hyp:BuyRate>
<hyp:SellRate>1.1</hyp:SellRate>
<hyp:MidRate>1.1</hyp:MidRate>

</hyp:Rates>

</hyp:Rates>
</hyp:Ws_Client_Fx>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Client_FxResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Client_FxResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<SysDate>2014-08-29</SysDate>
<GroupFxID>1</GroupFxID>
<NoOfInvalidRates>1</NoOfInvalidRates>
<InvalidRates>
<InvalidRate>
<RateNo>3</RateNo>
<SrcCurCode>GBP</SrcCurCode>
<DesCurCode>ABC</DesCurCode>
<BuyRate>1.1</BuyRate>
<SellRate>1.1</SellRate>
<MidRate>1.1</MidRate>
<ErrorCode>706</ErrorCode>
<ErrorDescription>Invalid destination currency code</ErrorDescription>
</InvalidRate>
</InvalidRates>
</Ws_Client_FxResult>
</Ws_Client_FxResponse>
</soap:Body>
</soap:Envelope>
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Acceptor Lists Overview

Acceptor lists enable you to control which merchants or merchant code are blocked or allowed to use your service. You can set up

multiple acceptor lists and link cards to a list.

You can use the following web services to view and manage your card Disallow lists and Allow lists:

Card Acceptor Disallow list: Ws CardAcceptorBlacklist

Card Acceptor Allow list: Ws CardAcceptorWhitelist

Card Change Acceptor List: Ws_Card_Change_Cardacceptor_List

Card Change Acceptor List (Bulk): Ws Change Cardacceptor List
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Card Acceptor Deny List

APIl: Ws_CardAcceptorBlacklist

This web service enables you to manage Card Acceptor (MerchantlD) Deny lists, which can then be assigned to a card or group of
cards. Any merchant IDs in the disallow will see transactions declined by GPS at the authorisation stage. The response code will be

05 - Do not honour .

Note: If the card does not have the disallow group assigned, this will need to be added via \Ws Card Change Cardacceptor List or
Ws Change Cardacceptor List. See Card Change Acceptor List and Card Change Acceptor List (Bulk).

Record Description

Minimum

Type

Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<BlackList>

AN

255

Identifier for a Card Acceptor Deny
listin GPS.

Mandatory

Mandatory

<CardAcceptors>

Provides a list of
CardAcceptorModifier elements; see
CardAcceptorModifier Description

below. If the list is empty, the web
service will return a list of all the
CardAcceptorModifier elements in
the Deny list.

Mandatory

Omit

<SysDate>

AN

10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN

The action code for the response.
See Action Codes.

Omit

Mandatory

<NoOflnvalidCardAcceptors>

Number of invalid
CardAcceptorModifier elements
detected. Check the <ActionCode>
of each one to see the reason for
the rejection.

Omit

Mandatory

<InvalidCardAcceptors>

See Invalid Card Acceptor
Description below. Provides a list

of InvalidCardAcceptor elements.

Omit

Mandatory

CardAcceptorModifier Description

Minimum
Length

Maximum
Length

Description

Request

Response

0 = Delete Card Acceptor ID
1 = Insert Card Acceptor ID

<CardAcceptorID> AN 1 50 Card Acceptor ID. Also known as Mandatory N/A
Merchant ID (DE 42).
<Action> N 1 9 Action Code: Mandatory N/A

Invalid CardAcceptorModifier Description

Minimum Maximum -
Type Description Request Response
Length Length
<AcceptorNo> N 1 9 Unique, sequential identifier for the entry | N/A Mandatory
in the list.
<CardAcceptorID> AN 1 50 Card Acceptor ID. Also known as N/A Mandatory
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Minimum Maximum -
Type Description Request Response
Length Length

Merchant ID (DE 42).

<ErrorCode> AN 3 4 Action Code for this Card Acceptor ID: N/A Mandatory
781 = CardAcceptorld is empty
782 = Invalid Action (parameter value was
invalid)
783 = CardAcceptorID not found (valid
when Action = 0)
799 = CardAcceptorID already exists

ErrorDescription AN 1 255 Description of the error. N/A Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******¢ /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soap:Body>
<hyp:Ws_CardAcceptorBlackList>
<hyp:WSID>202107150820</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:BlackList>BL1</hyp:BlackList>
<hyp:CardAcceptors>
<!--Zero or more repetitions:-->
<hyp:CardAcceptorModifier>

<hyp:CardAcceptorID>123456789</hyp:CardAcceptorID>

<hyp:Action>1</hyp:Action>
</hyp:CardAcceptorModifier>
</hyp:CardAcceptors>
</hyp:Ws_CardAcceptorBlackList>
</soap:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_CardAcceptorBlackListResponse xmlns="http://www.globalprocessing.ae/Hyperioneb">

<Ws_CardAcceptorBlackListResult>
<WSID>201507150820</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<SysDate>2021-07-15</SysDate>
<BlackList>BL1</BlackList>

<NoOfInvalidCardAcceptors>1</NoOfInvalidCardAcceptors>

<InvalidCardAcceptors>
<InvalidCardAcceptor>
<AcceptorNo>1</AcceptorNo>
<CardAcceptorID>123456789</CardAcceptorID>
<ErrorCode>799</ErrorCode>

<ErrorDescription>This card acceptor is already added to the Deny list of the given scheme</ErrorDescription>

</InvalidCardAcceptor>
</InvalidCardAcceptors>
</Ws_CardAcceptorBlackListResult>
</Ws_CardAcceptorBlackListResponse>
</soap:Body>
</soap:Envelope>
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Card Acceptor Allow List

APIl: Ws_CardAcceptorWhitelList

This web service enables you to manage Card Acceptor (MerchantID) Allow lists, which can then be assigned to a card or group of
cards. Only merchant ID’s added to the Allow list will be approved by GPS at authorisation stage.

Note: If the card does not have an Allow list group assigned, this will need to be added via \Ws Card Change Cardacceptor List or
Ws Change Cardacceptor List. See Card Change Acceptor List and Card Change Acceptor List (Bulk).

Record Description

Minimum

Type

Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<WhiteList>

AN

255

Identifier for a Card Acceptor Allow
listin GPS.

Mandatory

Mandatory

<SysDate>

AN

10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN

The action code for the response.
See Action Codes.

Omit

Mandatory

<NoOflnvalidCardAcceptors>

Number of invalid
CardAcceptorModifier elements
detected. Check the <ActionCode>
of each one to see the reason for
the rejection.

Omit

Mandatory

<CardAcceptors>

Provides a list of
CardAcceptorModifier elements;
see Card CardAcceptorModifier
Description below. If the list is
empty, the web service will return a
list of all the CardAcceptorModifier

elements in the Whitelist.

Mandatory

Omit

<InvalidCardAcceptors>

See Invalid CardAcceptorModifier
Description below.
InvalidCardAcceptors is a list of
CardAcceptorModifier elements.

Omit

Mandatory

CardAcceptorModifier Description

Type

Minimum
Length

Maximum
Length

Description

Request

Response

0 = Delete Card Acceptor ID
1 = Insert Card Acceptor ID

<CardAcceptorID> AN 1 50 Card Acceptor ID. Also known as Mandatory N/A
Merchant ID (DE 42).
<Action> N 1 9 Action Code: Mandatory N/A

Invalid CardAcceptorModifier Description

Minimum Maximum -
Type Description Request Response
Length Length
<AcceptorNo> N 1 9 Unique, sequential identifier for the entry | N/A Mandatory
in the list.
<CardAcceptorID> AN 1 50 Card Acceptor ID. Also known as N/A Mandatory
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Minimum Maximum -
Type Description Request Response
Length Length

Merchant ID (DE 42).

<ErrorCode> AN 3 4 Action Code for this Card Acceptor ID: N/A Mandatory
781 = CardAcceptorld is empty
782 = Invalid Action (parameter value was
invalid)
783 = CardAcceptorID not found (valid
when Action = 0)
799 = CardAcceptorID already exists

ErrorDescription AN 1 255 Description of the error. N/A Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******¢ /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soap:Body>
<hyp:Ws_CardAcceptorWhitelList>
<hyp:WSID>202107150820</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:WhitelList>WL1</hyp:WhitelList>
<hyp:CardAcceptors>
<!--Zero or more repetitions:-->
<hyp:CardAcceptorModifier>

<hyp:CardAcceptorID>123456789</hyp:CardAcceptorID>

<hyp:Action>1</hyp:Action>
</hyp:CardAcceptorModifier>
</hyp:CardAcceptors>
</hyp:Ws_CardAcceptorWhitelList>
</soap:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_CardAcceptor WhitelList Response xmlns="http://www.globalprocessing.ae/Hyperionieb">

<Ws_CardAcceptorWhitelListResult>
<WSID>202107150820</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<SysDate>2021-07-15</SysDate>
<WhiteList>WL1</WhitelList>

<NoOfInvalidCardAcceptors>1</NoOfInvalidCardAcceptors>

<InvalidCardAcceptors>
<InvalidCardAcceptor>
<AcceptorNo>1</AcceptorNo>
<CardAcceptorID>123456789</CardAcceptorID>
<ErrorCode>799</ErrorCode>

<ErrorDescription>This card acceptor is already added to the Allow list of the given scheme</ErrorDescription>

</InvalidCardAcceptor>
</InvalidCardAcceptors>
</Ws_CardAcceptorWhiteListResult>
</Ws_CardAcceptoriWhiteListResponse>
</soap:Body>
</soap:Envelope>
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Card Change Acceptor List

APIl: Ws_Card_Change_Cardacceptor_List

This web service is used to modify the card acceptor (MerchantID) lists (such as Allow lists and Deny lists) that a card makes use of.
It is used to modify a single card. This determines the list of merchants at which the card can be used.

Note: The acceptance of a card can be subject to an Allow list or a Deny list, not both.

Record Description

Minimum Maximum -
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.
<PAN> AN 16 19 Card Number. Mandatory if <PublicToken>is | Optional Omit
not provided.
<PublicToken> AN 1 9 The card’s public token. Mandatory in Conditional Mandatory
request if <PAN> is not present. Mandatory
in the response.
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date Mandatory Mandatory
DD format.
<LocTime> HHMMSS 6 6 The local current time, in hour-minute- Mandatory Mandatory
second format.
<BlackList> AN 1 10 Group code of the card acceptor Deny list. Optional Omit
See Card Acceptor Deny list.
<WhiteList> AN 1 10 Group code of the card acceptor Allow list. Optional Omit
See Card Acceptor Allow list.
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.
<WebServiceResult> AN Parameter group describing the result of the | Omit Mandatory

Web Service call. Only has values if the
current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

WebServiceResult

This parameter is returned in the response to a request when the request included the same WSID as a previosuly submitted
request. It can be used to check if the previous request was successful.

Maximum

Minimum

Description
Length Length

<WSID> N 1 19 Web service ID from the original request.
<IssCode> AN 1 4 GPS lIssuer (Program Manager) Code. Assigned by GPS.
<PublicToken> AN 1 9 The public token of the card from the original request.
<Response> AN 3 3 Three digit action code indicating the status of the request. If

successful, returns: 000.
<Description> AN 1 50 Description of the status of the original request. If successful,

returns: Normal, approve.
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Minimum Maximum -
Description

Length Length

<ActionCode> AN 3 3 The action code for the response. See Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Card_Change_Cardacceptor_List>
<hyp:WSID>1234</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:BlackList>ABCD</hyp:BlackList>
<hyp:WhitelList>XYZ</hyp:WhitelList>
</hyp:Ws_Card_Change_Cardacceptor_List>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Card_Change_Cardacceptor_ListResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Card_Change_Cardacceptor_ListResult>
<WSID>20211234567896</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<LocDate>2021-01-01</LocDate>
<LocTime>10000</LocTime>
<SysDate>2021-01-01</SysDate>
<PublicToken/>
<WebServiceResult/>
</Ws_Card_Change_Cardacceptor_ListResult>
</Ws_Card_Change_Cardacceptor_ListResponse>
</soap:Body>
</soap:Envelope>
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Card Change Acceptor List (Bulk)

APIl: Ws_Change_Cardacceptor_List

This web service is used to modify acceptor lists, such as the Allow lists and Deny lists that a group of cards belong to. This
determines the list of merchants at which the cards can be used.

Note: The acceptance of a card can be subject to either a Allow list or a Deny list, not both.

Record Description

Minimum

Length

Maximum

Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<CardDesc>

See CARD Description below.

Omit

Mandatory

<CardSelector>

Card Selector type:

1 = Product ID; 2 = Customer account
number;

3 =To be confirmed

Mandatory

Mandatory

<CardSelectorValue>

AN

30

Card Selector value.

If <Card Selector> is 1 then this is a product
ID (e.g. 12345). If <Card Selector> is 2 then
this is a customer account number (e.g.
008480510001), and wildcards are
supported in the Card Selector value (e.g.
‘0084505*).

Mandatory

Mandatory

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date
format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<BlackList>

AN

10

Group code of the card acceptor Deny list.
See Card Acceptor Deny list.

Optional

Omit

<WhiteList>

AN

10

Group code of the card acceptor Allow list.
See Card Acceptor Allow list.

Optional

Omit

<CurrentBlackList>

AN

10

Group code of the Deny list that should be
used to further select cards. If specified,
then only the cards within the Card Selector
value that belong to this group will be
migrated to the new group. If not specified,
all cards within the Card Selector value will
be moved.

Optional

Omit

<CurrentWhiteList>

AN

10

Group code of the Allow list that should be
used to further select cards. If specified,
then only the cards within the Card Selector
value that belong to this group will be
migrated to the new group. If not specified,
all cards within the Card Selector value will
be moved.

Optional

Omit

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory
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CARD Description

Minimum Maximum

Length Length

Description

Request

Response

<PublicToken> AN 1 9

The card’s public token. Mandatory in
the response.

Omit

Mandatory

<CurrentBlackList> AN 1 10

Group code of the Deny list that should
be used to further select cards. If
specified, then only the cards within the
Card Selector value that belong to this
group will be migrated to the new group.
If not specified, all cards within the Card
Selector value will be moved.

Omit

Mandatory

<CurrentWhiteList> AN 1 10

Group code of the Allow list that should
be used to further select cards. If
specified, then only the cards within the
Card Selector value that belong to this
group will be migrated to the new group.
If not specified, all cards within the Card
Selector value will be moved.

Omit

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionlkeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Change_Cardacceptor_List>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:CardSelector>1</hyp:CardSelector>
<hyp:CardSelectorValue>123</hyp:CardSelectorValue>
<hyp:LocDate>2021-01-01</hyp:LocDate>
<hyp:LocTime>120000</hyp:LocTime>
<hyp:BlackList>XYZ</hyp:BlackList>

<hyp:WhiteList></hyp:WhitelList>

<hyp:CurrentBlackList>ABCD</hyp:CurrentBlackList>

<hyp:CurrentWhitelList></hyp:CurrentWhitelList>
</hyp:Ws_Change_Cardacceptor_List>
</hyp:Ws_Change_Groups>

</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_Change_Cardacceptor_ListResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_Change_Cardacceptor_ListResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<CardSelector>1</CardSelector>
<CardSelectorValue>123</CardSelectorValue>
<ActionCode>000</ActionCode>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<SysDate>2021-01-01</SysDate>
<CardsAccepter>
<CardAccepterList>
<PublicToken>123456789</PublicToken>
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<CurrentBlackList>XYZ</CurrentBlackList>
<CurrentWhitelList/>
</CardAccepterList>
<CardAccepterList>
<PublicToken>223456789</PublicToken>
<CurrentBlackList>XYZ</CurrentBlackList>
<CurrentWhiteList/>
</CardAccepterList>
</CardsAccepter>
</Ws_Change_Cardacceptor_ListResult>
</Ws_Change_Cardacceptor_ListResponse>
</soap:Body>
</soap:Envelope>
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GPS Groups and Products

GPS enables you to set up limit groups, which control your customer card usage. These groups can be set up by GPS or you may be
able to set up and configure them via Smart Client. You can use the following web services to view and manage your card groups

and products:

List Groups: Ws_list_group

Card Change Groups (single): Ws Card Change Groups

Card Change Groups (Bulk): Ws Change Groups

List Products: Ws_List_Products
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List Groups

APIl: Ws_list_group

This web service can be used to list the codes and descriptions of all groups of a certain type (e.g. Fee Groups, Limit Groups).

Record Description

Minimum W EYdulin

Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by Mandatory Mandatory
GPS.
<GroupType> N 1 2 Group Type identifier. Possible values are: Mandatory Mandatory

1 = Limit Groups

2 = Authorisation Fee Groups

3 = Recurring/Scheduled Fee Groups
4 = Web Service Fee Groups

5= MCC Groups

6 = Usage Groups

7 = Linkage Groups

8 = FX Groups

9 = Auth Calendar Groups

10 = Payment Token Usage Groups

<SysDate> YYYY- 10 10 The system processing date. Omit Mandatory
MM-DD

<ActionCode> AN 3 3 The action code for the response. See Action Codes. Omit Mandatory

<Grouplnfo> - - - Returns a list of <Grouplistinfo>. See Group List Info

below. Can occur multiple times within the message.

Group List Info
Minimum VY EYdulln! -
Description Request Response
Length Length
<GroupCode> AN 1 10 Group code. Omit Mandatory
<GroupDesc> AN 1 30 Group description. Omit Mandatory
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_List_Group>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:GroupType>1</hyp:GroupType>
</hyp:Ws_List_Group>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_List_GroupResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
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<Ws_List_GroupResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<GroupType>1</GroupType>
<SysDate>2014-10-28</SysDate>
<ActionCode>000</ActionCode>
<GroupInfo>
<GroupListInfo>
<GroupCode>GRP_EURO</GroupCode>
<GroupDesc>GROUP EURO</GroupDesc>
</GroupListInfo>
<GroupListInfo>
<GroupCode>GRP_GBP</GroupCode>
<GroupDesc>GROUP GBP</GroupDesc>
</GroupListInfo>
<GroupListInfo>
<GroupCode>GRP_USD</GroupCode>
<GroupDesc>GROUP USD</GroupDesc>
</GroupListInfo>
</GroupInfo>
</Ws_List_GroupResult>
</Ws_List_GroupResponse>
</soap:Body>
</soap:Envelope>
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Card Change Groups (single)

APIl: Ws_Card_Change_Groups

This web service enables you to change one or more of the groups for a specific card within any of those configured for your
programme (e.g. Limit Groups, MCC Group, Fee Group and Usage Group).

For example you may have groups set up to limit Merchant Category Codes (MCCs) based on the cardholder controls in your app
(e.g. blocking gambling or adult services) or spend/ATM limits which are determined by the end cardholder or by a parent cardholder
(e.g. corporate card administrator).

Tip: To find out what group codes are currently configured for each group type, use the List Groups API: Ws list_group. Grouo
codes are also shown in Smart Client.

Record Description

Minimum
Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Should be unique
for every web service request
sent. Tip: You could use a number
based on the current date and
time, as long as it is unique (e.g.,
20201217145006).

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<PAN>

AN

16

19

Card Number. Mandatory if
<PublicToken> is not provided.

Optional

Omit

<PublicToken>

AN

The card’s public token.
Mandatory in request if <PAN> is
not present. Mandatory in the
response.

Conditional

Mandatory

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-
month-date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-
minute-second format.

Mandatory

Mandatory

<LimitsGroup>

AN

10

Group code of the Limit Group. To
remove the group assigned to the
card send a single space
character (ASCII code 32).

Optional

Omit

<MCCGroup>

AN

10

Group code of the MCC Group. To
remove the group assigned to the
card send a single space
character (ASCII code 32).

Optional

Omit

<PERMSGroup>

AN

10

Group code of the Usage Group.
To remove the group assigned to
the card send a single space
character (ASCII code 32).

Optional

Omit

<FeeGroup>

AN

10

Group code of the Fee Group. To
remove the group assigned to the
card send a single space
character (ASCII code 32).

Optional

Omit

<SchedFeeGroup>

AN

10

Group code of the Scheduled Fee
Group. To remove the group
assigned to the card send a single
space character (ASCII code 32).

Optional

Omit

<WSFeeGroup>

AN

10

Group code of the Web Service
Fee Group. To remove the group

Optional

Omit
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Minimum

Length

Maximum

Length

Description

Request

Response

assigned to the card send a single
space character (ASCII code 32).

<LinkageGroup> AN 1

10

Group code of the Card Linkage
Group. To remove the group
assigned to the card send a single
space character (ASCII code 32).

Optional

Omit

<AuthCalendarGroup> AN 1

10

Group code of the Auth Calendar
Group. To remove the group
assigned to the card send a single
space character (ASCII code 32).

Optional

Omit

<FXGroup>

AN 1

10

Group code of the FX Group. To
remove the group assigned to the
card send a single space
character (ASCII code 32).

Optional

Omit

<SysDate>

DD

YYYY-MM- | 10

10

The system processing date.

Omit

Mandatory

<ActionCode>

AN 3

The action code for the response.
See Action Codes.

Omit

Mandatory

<PaymentTokenUsageGroup> AN 1

10

Payment token usage group code.
Defines configuration options
specific to the provisioning of a
digital payment token. For details,
see the Tokenisation Guide. This
is a numeric value; only digits 0-9
are valid. Leave empty if no usage
group is required.

Optional

Omit

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>

<hyp:Aut

hSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******< /hyp:strPassword>

</hyp:Au

thSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_Card_Change_Groups>

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:

<hyp:
</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
PAN></hyp: PAN>

PublicToken>123456789</hyp:PublicToken>

LocDate>2021-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>

LimitsGroup>PMT-VL-002</hyp:LimitsGroup>

MCCGroup></hyp:MCCGroup>
PERMSGroup></hyp:PERMSGroup>
FeeGroup></hyp:FeeGroup>

SchedFeeGroup></hyp:SchedFeeGroup>

LinkageGroup></hyp:LinkageGroup>

AuthCalendarGroup></hyp:AuthCalendarGroup>

FXGroup></hyp:FXGroup>

PaymentTokenUsageGroup></hyp:PaymentTokenUsageGroup>

_Card_Change_Groups>
ody>
lope>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt

<soap:Body>

p://www.w3.0rg/2001/XMLSchema" >
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<Ws_Card_Change_GroupsResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">
<Ws_Card_Change_GroupsResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<LocDate>2021-01-01</LocDate>
<LocTime>120000</LocTime>
<SysDate>2021-01-01</SysDate>
<PublicToken>123456789</PublicToken>
</Ws_Card_Change_GroupsResult>
</Ws_Card_Change_GroupsResponse>
</soap:Body>
</soap:Envelope>
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Card Change Groups (Bulk)

APIl: Ws_Change_Groups

This web service enables you to bulk change groups configured for your programme (e.g. Limit Groups, MCC Group, Fee Group and
Usage Group) to apply to multiple cards. It affects all cards found by the <CardSelectorValue> and does not update the default group

linked to the card's product.

Record Description

Minimum
Length

Maximum

Description

Request

Response

<WSID>

19

Web service ID. Unique for
every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program
Manager) Code. Assigned
by GPS.

Mandatory

Mandatory

<CardSelector>

Card selector type:

1 =productID; 2 =
customer account number.

Mandatory

Mandatory

<CardSelectorValue>

AN

30

Card selector value. For
example, 123456 for a
product ID or
‘008480510001 for a
customer account number.
If <CardSelector> is 2 then
Wildcards can be used
(e.g. ‘0084505*).

Mandatory

Mandatory

<LocDate>

YYYY-MM-
DD

10

10

The local current date in
year-month-date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in
hour-minute-second
format.

Mandatory

Mandatory

<LimitsGroup>

AN

10

Group code of the Limit
Group. To remove the
group assigned to the card
send a single space
character (ASCII code 32).

Optional

Omit

<MCCGroup>

AN

10

Group code of the MCC
Group. To remove the
group assigned to the card
send a single space
character (ASCII code 32).

Optional

Omit

<PERMSGroup>

AN

10

Group code of the Usage
Group. To remove the
group assigned to the card
send a single space
character (ASCII code 32).

Optional

Omit

<FeeGroup>

AN

10

Group code of the Fee
Group. To remove the
group assigned to the card
send a single space
character (ASCII code 32).

Optional

Omit

<SchedFeeGroup>

AN

10

Group code of the
Scheduled Fee Group. To
remove the group assigned
to the card send a single

Optional

Omit
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Minimum
Length

Type

Maximum
Length

Description

Request

Response

space character (ASCII
code 32).

<WSFeeGroup>

AN 1

10

Group code of the Web
Service Fee Group. To
remove the group assigned
to the card send a single
space character (ASCII
code 32).

Optional

Omit

<LinkageGroup>

AN 1

10

Group code of the Card
Linkage Group. To remove
the group assigned to the
card send a single space
character (ASCII code 32).

Optional

Omit

<FXGroup>

AN 1

10

Group code of the FX
Group. To remove the
group assigned to the card
send a single space
character (ASCII code 32).

Optional

Omit

<CurrentLimitsGroup>

AN 1

10

Group code of the group
limit that should be used to
further select cards. If
specified, then only the
cards within the
<CardSelector>value that
belong to this group will be
migrated to the new
group.If not specified, all
cards within the
<CardSelector> value will be
moved.

Optional

Omit

<CurrentMCCGroup>

AN 1

10

Group code of the MCC
group that should be used
to further select cards. If
specified, then only the
cards within the
<CardSelector> value that
belong to this group will be
migrated to the new group.
If not specified, all cards
within the <CardSelector>
value will be moved.

Optional

Omit

<CurrentPERMSGroup>

AN 1

10

Group code of the Usage
group that should be used
to further select cards. If
specified, then only the
cards within the
<CardSelector>value that
belong to this group will be
migrated to the new group.
If not specified, all cards
within the CardSelector
value will be moved.

Optional

Omit

<CurrentFeeGroup>

AN 1

10

Group code of the Fee
Group that should be used
to further select cards. If
specified, then only the

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

cards within the
<CardSelector> value that
belong to this group will be
migrated to the new group.
If not specified, all cards
within the <CardSelector>
value will be moved.

<CurrentSchedFeeGroup>

AN

10

Group code of the
Scheduled Fees Group that
should be used to further
select cards. If specified,
then only the cards within
the <CardSelector> value
that belong to this group
will be migrated to the new
group. If not specified, all
cards within the
<CardSelector>value will be
moved.

Optional

Omit

<CurrentWSFeeGroup>

AN

10

Group code of the Web
Service Fees Group that
should be used to further
select cards. If specified,
then only the cards within
the <CardSelector> value
that belong to this group
will be migrated to the new
group. If not specified, all
cards within the
<CardSelector> value will be
moved.

Optional

Omit

<CurrentLinkageGroup>

AN

10

Group code of the Card
Linkage Group that should
be used to further select
cards. If specified, then
only the cards within the
<CardSelector> value that
belong to this group will be
migrated to the new group.
If not specified, all cards
within the
<CardSelector>value will be
moved.

Optional

Omit

<CurrentFXGroup>

AN

10

Group code of the FX
Rates Group that should be
used to further select
cards. If specified, then
only the cards within the
<CardSelector> value that
belong to this group will be
migrated to the new group.
If not specified, all cards
within the <CardSelector>
value will be moved.

Optional

Omit

<PaymentTokenUsageGroup>

AN

10

New payment token usage
group code. Thisis a
numeric value, only digits
0-9 are valid. Leave empty
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Minimum

Length

Maximum
Length

Description

Request

Response

if no group required.

<CurrentPaymentTokenUsageGroup>

AN

10

Current Payment token
usage group code. This is a
numeric value, only digits
0-9 are valid. Leave empty
if no group is required.

<SysDate>

YYYY-MM-

DD

10

10

The system processing
date.

Omit

Mandatory

<ActionCode>

AN

The action code for the
response. See Action
Codes.

Omit

Mandatory

<Cards>

An array of <CardDesc>. See
Cards Description below.

Omit

Mandatory

Card Description

Minimum

Maximum

Length

Description

Request

Response

<PublicToken>

AN

The card’s public token.
Mandatory in the
response.

Omit

Mandatory

<CurrentLimitsGroup>

AN

10

Group code of the Limit
Group after any change
has been applied.

Omit

Mandatory

<CurrentMCCGroup>

AN

10

Group code of the MCC
Group after any change
has been applied.

Omit

Mandatory

<CurrentPERMSGroup>

AN

10

Group code of the Usage
Group after any change
has been applied.

Omit

Mandatory

<CurrentFeeGroup>

AN

10

Group code of the Fee
Group after any change
has been applied.

Omit

Mandatory

<CurrentSchedFeeGroup>

AN

10

Group code of
theScheduled Fee Group
after any change has
been applied.

Omit

Mandatory

<CurrentWSFeeGroup>

AN

10

Group code of the Web
Service Fee Group after
any change has been
applied.

Omit

Mandatory

<CurrentLinkageGroup>

AN

10

Group code of the Card
Linkage Group after any
change has been applied.

Omit

Mandatory

<CurrentFXGroup>

AN

10

Group code of the FX
Group after any change
has been applied.

Omit

Mandatory

<CurrentPaymentTokenUsageGroup>

AN

10

Group code of the
Payment Token Usage
Group after any change
has been applied.

Omit

Mandatory
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Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:He
<hyp:Aut
<hyp:

<hyp:
</hyp:Au
</soapenv:H
<soapenv:Bo

<hyp:Ws_

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt
<soap:Body>

<Ws_Change_GroupsResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_C

ader>

hSoapHeader>

strUserName>******< /hyp:strUserName>
strPassword>******</hyp:strPassword>
thSoapHeader>

eader>

dy>

Change_Groups>

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
CardSelector>1</hyp:CardSelector>
CardSelectorValue>123</hyp:CardSelectorValue>
LocDate>2013-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>

LimitsGroup>DF - 02</hyp:LimitsGroup>
MCCGroup></hyp :MCCGroup>
PERMSGroup></hyp:PERMSGroup>
FeeGroup></hyp:FeeGroup>
SchedFeeGroup></hyp:SchedFeeGroup>
WSFeeGroup></hyp:WSFeeGroup>
LinkageGroup></hyp:LinkageGroup>
FXGroup></hyp:FXGroup>

CurrentLimitsGroup>DF - @1</hyp:CurrentLimitsGroup>
CurrentMCCGroup></hyp:CurrentMCCGroup>
CurrentPERMSGroup></hyp:CurrentPERMSGroup>
CurrentFeeGroup></hyp:CurrentFeeGroup>
CurrentSchedFeeGroup></hyp:CurrentSchedFeeGroup>
CurrentWSFeeGroup></hyp:CurrentWSFeeGroup>
CurrentLinkageGroup></hyp:CurrentLinkageGroup>
CurrentFXGroup></hyp:CurrentFXGroup>
PaymentTokenUsageGroup></hyp:PaymentTokenUsageGroup>

CurrentPaymentTokenUsageGroup></hyp:CurrentPaymentTokenUsageGroup>

_Change_Groups>
ody>
lope>

p://www.w3.0rg/2001/XMLSchema" >

hange_GroupsResult>

<WSID>2021123456789</WSID>

<I
<C
<C

ssCode>PMT</IssCode>
ardSelector>1</CardSelector>
ardSelectorValue>123</CardSelectorValue>

<ActionCode>000</ActionCode>

<L
<L
<S
<C

ocDate>2013-01-01</LocDate>

0cTime>120000</LocTime>

ysDate>2013-01-01</SysDate>

ards>

<CardDesc>

<PublicToken>123456789</PublicToken>
<CurrentLimitsGroup>PMT-VL-002</CurrentLimitsGroup>
<CurrentMCCGroup/>
<CurrentPERMSGroup/>
<CurrentFeeGroup/>
<CurrentSchedFeeGroup/>
<CurrentWSFeeGroup/>
<CurrentLinkageGroup/>
<CurrentFXGroup/>

<CurrentPaymentTokenUsageGroup/>

</CardDesc>

<CardDesc>
<PublicToken>987654321</PublicToken>
<CurrentLimitsGroup>PMT-VL-002</CurrentLimitsGroup>
<CurrentMCCGroup/>
<CurrentPERMSGroup/>
<CurrentFeeGroup/>
<CurrentSchedFeeGroup/>

© 2023 Global Processing Services Ltd. All Rights Reserved.

204



Web Services Guide

3.16

<CurrentWSFeeGroup/>
<CurrentLinkageGroup/>
<CurrentFXGroup/>

<CurrentPaymentTokenUsageGroup/>

</CardDesc>
</Cards>
</Ws_Change_GroupsResult>
</Ws_Change_GroupsResponse>
</soap:Body>
</soap:Envelope>
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List Products

API: Ws_List_Products

This web service enables you to list products your program has on GPS systems and view the details of each product.

Record Description

Maximum

Minimum

Type Description Request Response
T Length Length . < s
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by Mandatory Mandatory
GPS.
<SysDate> YYYY- 10 10 The system processing date. Omit Mandatory
MM-DD
<ActionCode> AN 3 3 The action code for the response. See Action Codes. Omit Mandatory
<Productinfo> - - - A list of ProductListinfo data, See ProductListInfo
below. Can occur multiple times within the message.

ProductListinfo
Minimum Maximum -
Description Request Response
Length Length

<ProductID> N 1 10 Product ID. Omit Mandatory
<ProductName> AN 1 50 Name of the product. Omit Mandatory
<ProductDesc> AN 1 100 Product pescription. Omit Mandatory
<Program|D> AN 1 50 Program ID. Omit Mandatory
<Currency> AN 3 3 Billing currency. Omit Mandatory
<CrdProduct> AN 1 50 The identifier of the card product, or Omit Mandatory

Product 1D, within GPS. For details,

check with your Implementation

Manager.
<GroupLimitCode> AN 1 10 Group code of the Limit Group. Omit Mandatory
<GroupFeeTranCode> AN 1 10 Group code of the Fee Group. Omit Mandatory
<GroupFeeMasterCode> AN 1 10 Group code of the Scheduled Fee Omit Mandatory

Group.
<GroupFeeWebCode> AN 1 10 Group code of the Web Service Fee Omit Mandatory

Group.
<GroupMCCCode> AN 1 10 Group code of the MCC Group. Omit Mandatory
<GroupUsageCode> AN 1 10 Group code of the Usage Group. Omit Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperioneb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_List_Products>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
</hyp:Ws_List Products>
</soapenv:Body>
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</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_List ProductsResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_List ProductsResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<SysDate>2014-11-26</SysDate>
<ActionCode>000</ActionCode>
<ProductInfo>
<ProductListInfo>

<ProductID>100</ProductID>
<ProductName>PRD1</ProductName>
<ProductDesc>Product 1</ ProductDesc >
<ProgramID>PRD1</ProgramID>
<Currency>GBP</Currency>
<CrdProduct>MCRD</CrdProduct>
<GroupLimitCode>GRPLIMIT1</GroupLimitCode>
<GroupFeeTranCode>GRPAUTH1</GroupFeeTranCode>
<GroupFeeMasterCode>GRPREC1</GroupFeeMasterCode>
<GroupFeelWebCode>GRPWEB1</GroupFeeWebCode>
<GroupMCCCode>MCC1</GroupMCCCode>
<GroupUsageCode>USAGE1</GroupUsageCode>

</ProductListInfo>
<ProductListInfo>

<ProductID>101</ProductID>
<ProductName>PRD2</ProductName>
<ProductDesc>Product 2</ ProductDesc >
<ProgramID>PRD2</ProgramID>
<Currency>USD</Currency>
<CrdProduct>MCRD</CrdProduct>
<GroupLimitCode>GRPLIMIT2</GroupLimitCode>
<GroupFeeTranCode>GRPAUTH2</GroupFeeTranCode>
<GroupFeeMasterCode>GRPREC2</GroupFeeMasterCode>
<GroupFeelWebCode>GRPWEB2</GroupFeelWebCode>
<GroupMCCCode>MCC2</GroupMCCCode>
<GroupUsageCode>USAGE2</GroupUsageCode>

</ProductListInfo>
<ProductListInfo>

<ProductID>102</ProductID>
<ProductName>PRD3</ProductName>
<ProductDesc>Product 3</ ProductDesc >
<ProgramID>PRD3</ProgramID>
<Currency>EUR</Currency>
<CrdProduct>MCRD</CrdProduct>
<GroupLimitCode>GRPLIMIT3</GroupLimitCode>
<GroupFeeTranCode>GRPAUTH3</GroupFeeTranCode>
<GroupFeeMasterCode>GRPREC3</GroupFeeMasterCode>
<GroupFeelWebCode>GRPWEB3</GroupFeeWebCode>
<GroupMCCCode>MCC3</GroupMCCCode>
<GroupUsageCode>USAGE3</GroupUsageCode>

</ProductListInfo>
</ProductInfo>
</Ws_List_ProductsResult>
</Ws_List_ProductsResponse>

</soap:Body>
</soap:Envelope>
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Manage Mobile Devices

You can use the following web services to view and manage tokens on mobile devices:

Payment Token Get: Ws Payment Token Get

Payment Token Status Change: Ws Payment Token StatusChange

Token Device Management: WS Token Device Management

Payment Token Create: \Ws PaymentToken Create

Note: only for use where you have a direct API| connection to the MDES or VDEP service.
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Token Device Management

APIl: Ws_Token_Device_Management

This web service enables you to retrieve a list of devices bound to a DPAN. You can also use it to unbind a device by initiating an

Unbind API call to Visa.

Record Description

Minimum Maximum o
Type Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.
<Func> AN 1 2 Token device function requested: 00 = Retrieve Mandatory Omit
list, 01 = Unbind device.
<DPAN> AN 16 19 Tokenised PAN. Conditional Omit
<PaymentTokenID> AN 1 20 Payment token ID. Conditional Omit
<Devicelndex> AN 1 3 Visa device index (Func 01 only). Conditional Omit
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.
<DevicelList> - - - An array of device lists. See Device List below. Omit Conditional
Can occur multiple times within the message.

Device List
Minimum W EYdulin! -
Length Length Description Request Response
<BoundDevicelndex> AN 1 Index of the device in the Visa database. Omit Mandatory
<TokenUserld> AN 1 Identifer of the token user, the entity that Omit Mandatory
initiates the payment request.

<TokenUserType> AN 1 Token user type: 00 = Unknown, 01 = Web, 02 | Omit Mandatory
= Mobile web, 03 = Mobile application, 04 =
Marketplace app, 05 = Voice app, 06 =
Biometric app.

<GPSDeviceStatus> A 1 Device status on the GPS system. Options Omit Mandatory
include:
A = Active
D = Deleted (once in this status, it is normally
never changed)
| = Inactive
N = Not Tokenised
P = Pending
S = Suspended
U = Unknown
X = Deactivated

<NetDeviceStatus> A 1 Device status on the Payment Network. Omit Mandatory
Options include:
A = Active
D = Deleted (once in this status, it is normally
never changed)
| = Inactive
N = Not Tokenised
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Minimum Maximum
Length Length

Description Request Response

P = Pending
S = Suspended
U = Unknown

X = Deactivated

<DeviceBindDate> YYYY-MM- | 19 19 Date/Time (in GMT) initial binding message is | Omit Mandatory
DD received.
HHMMSS
<DeviceStatusDate> YYYY-MM- | 19 19 Date/Time binding last changed. Omit Mandatory
DD
HHMMSS
<DeviceType> A 1 10 The device type. See Device Types. Omit Mandatory
<DevicelLang> A 1 2 Device language code as ISO 639-1 (2 letter Omit Optional

lowercase) code.

<DevicelD> A 1 48 Unique ID of the secure element in the device. | Omit Optional
<DeviceTelNum> A 1 15 Device telephone number (if applicable). Omit Optional
<DeviceName> A 1 20 Name assigned to the device. Omit Optional
<DevicelLongitiude> D 1 20 Device longitude in degrees at time of Omit Optional

digitisation request: -180 to +180; +ve = East,
-ve = West (of Greenwich). Example: 176.2 =
East 176.2 degrees, -98.5 = West 98.5
degrees.

Note: the spelling is not a typo. It reflects how
the field name is coded.

<Devicel atitude> D 1 20 Device latitude in degrees at time of Omit Optional
digitisation request: -90 (south pole) to +90
(north pole). +ve=North, -ve=South (from
equator). Example: +63.2 = North 63.2
degrees, -82.6 = South 82.6 degrees.

<DevicelP> A 1 15 IP address (full or last part only) of the device | Omit Optional
at time of binding / digitisation.

Request

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope” xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">
<soap:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soap:Header>
<soap:Body>
<hyp:Ws_Token_Device_Management>
<hyp:WSID>11012021817</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:Func>00</hyp:Func>
<hyp:DPAN>?</hyp:DPAN>
<hyp:PaymentTokenId>?</hyp:PaymentTokenId>
<hyp:DeviceIndex>?</hyp:DeviceIndex>
</hyp:Ws_Token_Device_Management>
</soap:Body>
</soap:Envelope>

Response

soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope"” xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd-
d="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_Token_Device_ManagementResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">
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<Ws_Token_Device_ManagementResult>
<WSID>11012021817</WSID>
<IssCode>GPS</IssCode>
<ActionCode>218</ActionCode>

</Ws_Token_Device_ManagementResult>

</Ws_Token_Device_ManagementResponse>
</soap:Body>
</soap:Envelope>
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Payment Token Get

APIl: Ws_Payment_Token_Get

This web service gets the details for both Mastercard Digital Enablement Service (MDES) payment token cards and Visa Token
Service (VTS) cards.

Your request must provide one of the following card details: PAN, PublicToken, DPAN or Payment_Token D, If the MDES or VTS card is
not specified, the call returns all linked MDES or VTS cards.

Record Description

Minimum Maximum

Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned Mandatory Mandatory

by GPS. If only <IssCode> is present in the request
then this method returns the pending fee details of
all cards belong to the given program manager.

<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. Mandatory Mandatory
Default value is 9.

<PAN> N 16 19 Card Number. Unique card identifier. Conditional Omit

<PublicToken> N 9 9 GPS 9-digit public token of the card. Conditional Omit

<DPAN> AN 16 19 Digital PAN value for the card. Conditional Omit

<Payment_ N 1 20 Payment token identifier for the MDES or VTS Conditional Omit

Token_ID> Card.

<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory

DD

<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.

<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.

Payment Token Get Res Info

Minimum Maximum .
Type Description Request Response
Length Length
<Creator> AN 1 10 Name of the system or process that created | Omit Mandatory
the token (e.g., MC-MDES and VISA-T).
<Creator_ AN 1 48 The token creator's unique reference to the | Omit Mandatory
PAN_Ref> linked card.
<Creator_ AN 1 48 The token creator's unique reference for this | Omit Mandatory
Token_Ref> payment token. (Mastercard Token Unique
Reference (TUR) and Visa Token reference
ID.)
<PANT> N 16 19 PAN for the card linked to the MDES or VTS | Omit Mandatory
card.
<Payment_ N 16 19 Payment token Device PAN for the MDES or | Omit Mandatory
Token > VTS card.
<Payment_ Date 10 10 Expiry date of the payment token. Omit Mandatory
Token_
ExpDate >
<Payment_ N 1 20 Payment token identifier for the MDES or Omit Mandatory
Token_ID> VTS card.
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Minimum

Maximum

Description

Request

Response

payment token:
U = unknown
0 = approve digitisation request

A = approve digitisation request (with

<Payment_ AN 1 2 Payment token type. See Payment Token Omit Mandatory
Token_Type > Types.
<Wallet_ID> AN 1 10 Name of the wallet provider this payment Omit Mandatory
token uses (e.g., APPLE, ANDROID,
SAMSON).
<GPS_Status> | N 2 2 The GPS status of the payment token for Omit Mandatory
transacting. See Status Codes.
<Tokenised_ DateTime 19 19 Date and time when tokenised, in the format: | Omit Mandatory
Datetime> yyyy-mm-ddhhmmss.
<Tokenised_ AN 1 1 Tokenised status of this payment token: U = | Omit Mandatory
Status> unknown; 0 = not tokenised; 1=tokenised.
<Txn_Status> AN 1 1 Status of the payment token as received Omit Mandatory
from the payment token creator (normally
Visa or Mastercard). After tokenisation, this
is not changed by GPS.
A = Active
D = Deleted (once in this status, it is
normally never changed)
| = Inactive
N = Not Tokenised
P = Pending
S = Suspended
U = Unknown
X = Deactivated
<Txn_Status_ | AN 1 10 Indicates which system last changed the Omit Mandatory
Actor> transaction status.
<Txn_Status_ DateTime 16 16 Date and time that the transaction status Omit Mandatory
Change_ was last changed. In the format: yyyy-mm-
Datetime> ddhhmmss.
<Accepted_ DateTime 16 16 Date (in GMT) that terms and conditions Omit Mandatory
Terms_Date were accepted by the cardholder (as
GMT> received from the network).
<Accepted_ AN 1 32 Version of the terms and conditions which Omit Mandatory
Terms_ were accepted by the cardholder (as
Version> received from the network).
<Auth_ DateTime 16 16 Date and time when the tokenisation request | Omit Mandatory
Datetime> was last responded to.
<Auth_ AN 1 1 Final tokenisation decision: Omit Mandatory
Decision> U = unknown
0 = approve digitisation request
A = approve digitisation request (with
additional authentication).
<Auth_ AN 10 10 Name of the system or process that Omit Mandatory
RSPSRC> approved the tokenisation (e.g., MC-MDES
and ISSUER).
<Auth_Status> | AN 1 1 Status of the authorisation to digitise this Omit Mandatory
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Minimum

Maximum

Description

Request

Response

additional authentication)
1 = decline digitisation request

Note: this is not the same as a transaction
authorisation.

East, -ve = West (of Greenwich). Example:
176.2 = East 176.2 degrees, -98.5 = West
98.5 degrees.

<Digitisation_ AN 1 64 Unique reference (per payment_token_ Omit Mandatory
Ref> issuer_id) which all digitisation messages

use, to link them together.
<Wallet_ N 1 1 Risk score for the account, received from the | Omit Mandatory
Account_ wallet provider during digitisation:
Score> 1 = highest risk; 2 = higher risk

3 = neutral; 4 = lower risk; 5 = least risk
<Wallet_ N 1 1 Risk score for the device received from the Omit Mandatory
Device_Score> wallet provider during digitisation:

1 = highest risk; 2 = higher risk

3 = neutral; 4 = lower risk; 5 = least risk
<Wallet_ AN 1 24 Wallet service provider tokenization Omit Mandatory
Reasons> recommendation reason codes. See Wallet

Tokenisation Reason Codes.
<Activation_ AN 1 40 Activation code to be sent directly to the Omit Mandatory
Code> cardholder to activate this payment token.
<Activation__ DateTime 16 16 Date and time when the activation code Omit Mandatory
Code_Expdate expires, in GMT (UTC). In the format: yyyy-

mm-ddhhmmss.
<Activation_ N 1 1 Which activation method was used: Omit Mandatory
Method> 0 = none;

1 = SMS to mobile phone;

2 = email;

3 = cardholder called an automated call

centre;

4 = cardholder called a human call centre;

5 = website;

6 = mobile application;

7 = voice phone call
<Device_ID> AN 1 48 Unique ID of the secure element in the Omit Mandatory

device.
<Device_IP> AN 1 15 IP address (full or last part only) of the Omit Mandatory

device at time of binding / digitisation.
<Device_ AN 1 2 Device language code as ISO 639-1 (2 letter | Omit Mandatory
Lang2> lowercase) code.
<Device_ N 1 3 Device latitude in degrees at time of Omit Mandatory
Latitude> digitisation request: -90 (south pole) to +90

(north pole). +ve=North, -ve=South (from

equator). Example: +63.2 = North 63.2

degrees, -82.6 = South 82.6 degrees.
<Device_ N 1 3 Device longitude in degrees at time of Omit Mandatory
Longitude> digitisation request: -180 to +180; +ve =
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Minimum Maximum -
Description Request Response
Length Length
<Device_ AN 1 20 Name the cardholder assigned to the device | Omit Mandatory
Name> in the wallet.
<Device_Tel_ AN 1 15 Device telephone number (full or last part Omit Mandatory
Num> only).
<Device_Type> | AN 1 1 The type of device used at the Omit Mandatory
terminal. See Device Types.
<FirstName> AN 1 40 Cardholder's first name as provided by the Omit Mandatory
wallet provider during digitisation. May not
be provided, or just the initial letter.
<LastName> AN 1 40 Cardholder's last name as provided by Omit Mandatory
wallet provider during digitisation. May not
be provided, or just the initial letter.
<Wallet_ AN 1 64 Wallet provider hash of account details Omit Mandatory
Account_ (optional)or PBKDF2 hash of the
Hash> cardholder’s account ID with the wallet
provider.
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:
<hyp:

strUserName>******</hyp:strUserName>
strPassword>******</hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_Payment_Token_Get>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WSID>202112345678967890</hyp :WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>2</hyp:TxnCode>

PAN></hyp: PAN>
PublicToken>123456789</hyp:PublicToken>
DPAN>0987654321012</hyp:DPAN>
Payment_Token_ID></hyp:Payment_Token_ID>
LocDate>2017-01-01</hyp:LocDate>
LocTime>123456</hyp:LocTime>

</hyp:Ws_Payment_Token_Get>

</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_Payment_Token_GetResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">
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<Ws_Payment_Token_GetResult>
<WSID>202112345678967890</WSID>
<IssCode>PMT</IssCode>
<TxnCode>2</TxnCode>
<PublicToken>123456789</PublicToken>
<PaymentTokenGetResInfo>

<PaymentTokenGetResInfo>
<Creator>GPS</Creator>
<Creator_ PAN_Ref/>
<Creator_Token_Ref/>
<PANT>1234567890123456</PANT>

<Payment_Token>*****1234</Payment_Token>

<Payment_Token_ExpDate/>

<Payment_Token_ID>2</Payment_Token_ID>

<Payment_Token_Type>C</Payment_Token_Type>

<Wallet ID>APPLE</Wallet_ ID>
<GPS_Status>00</GPS_Status>
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<Tokenised_Datetime/>
<Tokenised_Status>1</Tokenised Status>
<Txn_Status>X</Txn_Status>
<Txn_Status_Actor></Txn_Status_Actor>
<Txn_Status_Change_Datetime/>
<Accepted_Terms_Date_GMT/>
<Accepted_Terms_Version/>
<Auth_Datetime/>
<Auth_Decision/>
<Auth_RSPSRC/>
<Auth_Status>1</Auth_Status>
<Digitisation_Ref>11111111111111</Digitisation_Ref>
<Wallet_Account_Score/>
<Wallet Device_Score/>
<Wallet_Reasons/>
<Activation_Code/>
<Activation_Code_Expdate/>
<Activation_Method/>
<Device_ID/>
<Device_IP/>
<Device_Lang2/>
<Device Latitude/>
<Device_Longitude/>
<Device_Name/>
<Device_Tel Num/>
<Device Type>M</Device_Type>
<FirstName/>
<LastName/>
<Wallet_Account_Hash/>
</PaymentTokenGetResInfo>
</PaymentTokenGetResInfo>
<LocDate>2017-01-01</LocDate>
<LocTime>123456</LocTime>
<SysDate>2017-11-17</SysDate>
<ActionCode>000</ActionCode>
</Ws_Payment_Token_GetResult>
</Ws_Payment_Token_GetResponse>
</soap:Body>
</soap:Envelope>
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Payment Token Status Change

APIl: Ws_Payment_Token_StatusChange

This web service is used to change the status of an MDES (Mastercard Digital Enablement Service) or Visa Token Service (VTS)
payment token card. It can also be used to change the Usage Group of the card.

Record Description

Minimum Maximum o
Description Request Response
Len
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Mandatory Mandatory
Codes. Default value 2.
<PAN> AN 16 19 Card Number. Unique card identifier. The Conditional Omit
PAN is Mandatory if <PublicToken> is not
supplied.
<PublicToken> AN 1 9 GPS 9-digit public token of the card. Conditional Mandatory
Mandatory if the PAN is not supplied.
<DPAN> AN 16 19 Digital PAN value for the card. Mandatory if | Conditional Mandatory
<PaymentTokenld> is not supplied.
<PaymentTokenld> AN 1 20 Payment token identifier for the MDES or Conditional Mandatory
VTS Card. Mandatory if the DPAN is not
supplied.
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date Mandatory Mandatory
DD format.
<LocTime> HHMMSS 6 6 The local current time, in hour-minute- Mandatory Mandatory
second format.
<NewStatCode> AN 2 2 New status code you want to change to. Conditional Omit
The Card Scheme is notified of the status
change. See Status Codes.
Note: You must specify a value for either
<NewStatCode> or <UsageGroup>. If both
fields are left blank or not specified in the
request, then the error message 7172-
invalid filter is returned.
<TerminallD> AN 1 15 Point of Sale (POS) or other terminal Optional Omit
identifier, such as a hostname.
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.
<NetworkError> AN 1 6 Error code give if there is a problem Omit Conditional
sending the MDES 0302 message.
<UsageGroup> AN 1 15 Updates the usage group of the card linked | Conditional Omit
to the payment token. The usage group
determines where the payment token can
be used (e.g., Point of Sale terminal, ATM,
ecommerce).This corresponds to the
<PERMSGroup> field in the Card Create web
service.
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Maximum
Len

Minimum
Len

Type

Description

Request

Response

Note: You must specify a value for either
<NewStatCode> or <UsageGroup>. If both
fields are left blank or not specified in the
request, then the error message 7172-
invalid filter is returned.

Note: If an invalid usage group is
specified, then the error message 866 -
Invalid Usage group code is returned.

<Activate> Boolean 1 1

Whether to activate the payment token on
the MDES system (Mastercard tokens
only).

1= activate the token; 0 = do not activate
the token.

Note: If no value is specified, this will
default to 0.

Note: If you receive a 951 action code in
the response you can retry the web service
call or else use the Mastercard Portal to
update the token status.

Conditional

Omit

<WebServiceResult> AN

Parameter group describing the result of
the Web Service call. Only has values if the
current request returns an action code of
868 Duplicate WSID. See
WebServiceResult.

Omit

Mandatory

WebServiceResult

This parameter is returned in the response to a request when the request included the same WSID as a previosuly submitted
request. It can be used to check if the previous request was successful.

Minimum

Length

Maximum

Description

Length

<WSID> N 1 19 Web service ID from the original request.

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by GPS.

<PublicToken> AN 1 9 The public token of the card from the original request.

<Response> AN 3 3 Three digit action code indicating the status of the request. If
successful, returns: 000.

<Description> AN 1 50 Description of the status of the original request. If successful,
returns: Normal, approve.

<ActionCode> AN 3 3 The action code for the response. See Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperioneb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Payment_Token_StatusChange>
<hyp:WSID>202112345678967890</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>2</hyp:TxnCode>
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<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hp:U

PAN></hyp:PAN>
PublicToken>123456789</hyp:PublicToken>
DPAN>0987654321012</hyp :DPAN>
PaymentTokenId></hyp:PaymentTokenId>
LocDate>2017-01-01</hyp:LocDate>
LocTime>123456</hyp:LocTime>
NewStatCode>00</hyp:NewStatCode>
TerminalID></hyp:TerminalID>
sageGroup>GROUP1</hyp:UsageGroup>

<hp:Activate>1</hyp:Activate>

</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="htt
<soap:Body>

<Ws_Payment_Token_StatusChangeResponse xmlns="http://www.globalprocessing.ae/Hyperionheb">

_Payment_Token_StatusChange>

ody>
lope>

p://www.w3.0rg/2001/XMLSchema" >

<Ws_Payment_Token_StatusChangeResult>
<WSID>202112345678967890</WSID>

<I

ssCode>PMT</IssCode>

<TxnCode>2</TxnCode>
<PublicToken>123456789</PublicToken>
<PaymentTokenId>2</PaymentTokenId>
<LocDate>2017-01-01</LocDate>
<LocTime>123456</LocTime>
<SysDate>2017-11-17</SysDate>
<ActionCode>000</ActionCode>
<WebServiceResult/>

</Ws_

Payment_Token_StatusChangeResult>

</Ws_Payment_Token_StatusChangeResponse>

</soap:Body>

</soap:Envelope>
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Payment Token Create

APIl: Ws_PaymentToken_Create

This web service is used to create a payment token for use with the GPS mobile wallet tokenisation service, where you have direct
integration to VDEP or MDES. After each successful tokenisation setup, you will need to provide GPS with details of the token that
has been set up with Visa or Mastercard. When GPS receives your request successfully, a record is created in the system and GPS
returns the payment token id of the new record in the response. Until GPS has created the payment token id, cardholders will not be
able make payments using their device.

Note: This web service should only be used where you have a direct integration to the Visa Digital Enabled Program (VDEP) or
Mastercard Digital Enablement Service (MDES). For details, contact your Implementation Manager.

Record Description

Maximum
Length

Minimum

Description Request Response

Length

<WSID>

19

Web service ID. Should be unique

for every web service request sent.

Tip: You could use a number
based on the current date and
time, as long as it is unique (e.g.,
20201217145006).

Mandatory

Mandatory

<IssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<PAN>

AN

19

Card Number. Unique card
identifier. Mandatory in request if
Payment_Token_ID or
PublicTokenare not present.

Conditional

Omit

<PublicToken>

AN

The card’s public token,
Mandatory in request if PAN or
Payment_Token_ID not present.
Mandatory in the response.

Conditional

Mandatory

<PaymentToken>

AN

32

The payment token.

Mandatory

Omit

<Payment_Token_ID>

AN

20

Unique GPS token reference
returned in the response.

Omit

Mandatory

<PaymentTokenExpDate>

Date

10

10

Expiry date of the payment token.

Mandatory

Omit

<PaymentTokenType>

AN

The payment token type. Defines
the

technology the token is being held
on. See Payment Token Types.

Mandatory

Omit

<Payment_Token_Storage>

NA

NA

NA

Does not need to be included.

Omit

Omit

<DigitisationRef>

AN

64

Reference which all tokenisation
messages use, to link them
together. Unique per payment

token_issuer_id.

Optional

Omit

<EligibilityStatus>

AN

Eligibility status. Defaultis U
(Unknown).

Optional

Omit

<EligibilityDatetime>

DateTime

16

16

Eligibility date and time. Default is
blank.

Optional

Omit

<Auth_Status>

AN

Status of the authorisation to
create this payment token:

U = unknown
0 = approve tokenisation request

A = approve tokenisation request

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

(with additional authentication)
1 = decline tokenisation request

Note: this is not the same as a
transaction authorisation.

<Auth_Datetime>

DateTime

16

16

Date and time when the
tokenisation request was last
responded to. Format: yyyy-mm-
dd hh:mm:ss.

Optional

Omit

Tokenised_Status>

AN

Whether this payment token has
been digitised/personalised:

U=unknown 0=not-tokenised
1=tokenised

Mandatory

Omit

<TokenisedDatetime>

DateTim

16

16

Date and time when tokenised, in

the format: yyyy-mm-dd hh:mm:ss.

Optional

Omit

<GPSStatus>

The status of the token for
transacting, as set by GPS.

Mandatory

Omit

<TxnStatus>

AN

The status of token for transacting.

After tokenisation, this is not
changed by GPS, but is received
from token creator who maintains
this.

Mandatory

Omit

<DeviceType>

10

The device type. See Device
Types.

Mandatory

Omit

<Activation_Code>

AN

40

Activation code to be sent directly
to the cardholder to activate this
payment token.

Optional

Omit

<Activation_Code__
ExpDate>

DateTime

16

16

Date and time when the activation
code expires, in GMT (UTC).
Format: yyyy-mm-dd hh:mm:ss

Optional

Omit

<Activation_Method>

AN

Which activation method was
used:

0 =None
1 = SMS to mobile phone
2= Email

3 = Cardholder to call automated
call centre

4= Cardholder to call human call
centre

5 = Website
6 = Mobile application

7 =Voice phone call

Optional

Omit

<FirstName>

AN

20

Cardholder's first name. Also used
as the card purchaser's first name
if no delivery address is supplied.

Mandatory if <lastName> is present.

Optional

Omit

<LastName>

AN

20

Cardholder's last name. If no
delivery address is supplied it is
also assumed to be the card
purchaser’s last name.

Optional

Omit

<WalletID>

AN

10

Name of the wallet provider this
payment token uses (e.g.,

Conditional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

APPLE,ANDROID, SAMSON).

<WalletID_Mastercard>

AN

Mastercard's 3-character code for
the Wallet Provider, as per
Banknet DE48.26.1.

Conditional

Omit

<WalletAccountScore>

Risk score for the account,
received from the wallet provider
during digitisation:

1 = highest risk
2 = higher risk
3 = neutral

4 = lower risk

5 = |east risk

Optional

Omit

<WalletAccountHash>

AN

64

Wallet provider hash of account
details (optional)or PBKDF2 hash
of the cardholder’s account ID with
the wallet provider.

Optional

Omit

<WalletDeviceScore>

Risk score for the device linked to
the token, as received from the
wallet provider during digitisation:

1 = highest risk
2 = higher risk
3 = neutral

4 = lower risk

5 = least risk

Optional

Omit

<WalletReasons>

AN

24

Wallet Service Provider
Tokenisation Recommendation

Reason Codes.

Optional

Omit

<DeviceName>

20

Name assigned to the device
linked to the token.

Optional

Omit

<DevicelLongitude>

20

Device longitude in degrees at
time of digitisation request: -180 to
+180; +ve = East, -ve = West (of
Greenwich). Example: 176.2 =
East 176.2 degrees, -98.5 = West
98.5 degrees.

Optional

Omit

<Devicel atitude>

20

Device latitude in degrees at time
of digitisation request: -90 (south
pole) to +90 (north pole).
+ve=North, -ve=South (from
equator). Example: +63.2 = North
63.2 degrees, -82.6 = South 82.6
degrees.

Optional

Omit

<DeviceTelNum>

15

Telephone number of the device
linked to the token(if applicable).

Optional

Omit

<DevicelD>

48

Unique ID of the secure element in
the device linked to the token.

Optional

Omit

<DevicelP>

15

IP address (full or last part only) of
the device at time of binding /
digitisation.

Optional

Omit

<DevicelLang>

Device language code as ISO 639-
1 (2 letter lowercase) code.

Optional

Omit
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

<Auth_Decision>

AN

Status of the authorisation to
create this payment token:

U=unknown
0=Approve tokenisation request

A=Approve tokenisation request
(with additional authentication)

Optional

Omit

<Creator>

AN

Who created the paymenttoken. If
omitted, will be set to
Visa/Mastercard based on the
Card Product of the <PAN> or
<PublicToken>. Else, the provided
value is used.

Optional

Omit

<Creator_Token_Ref>

AN

48

The token creator's unique
reference for this payment token.
(Mastercard Token Unique
Reference (TUR) and Visa Token
reference ID.)

Mandatory

Omit

<Creator_Pan_Ref>

AN

48

The token creator's unique
reference for the linked card.

Mandatory

Omit

<Accepted_Terms_
Version>

AN

32

Version of the terms and
conditions which were accepted by
the cardholder (as received from
the network).

Optional

Omit

<Accepted_Terms_Date_
GMT>

DateTime

16

16

Date (in GMT) that terms
andconditions were accepted by
the cardholder (as received from
the network).

Optional

Omit

<ActivationStatus>

AN

The payment token's activation
status:

Status is 'R' when Reason code
00
Status is "T' when Reason code
01
Status is 'F' when Reason code
02

Optional

Omit

<TokenRequestorID>

16

The Token Requestor ID.

Mandatory

Omit

<ActionCode>

AN

The action code for the response.
See Action Codes.

Omit

Mandatory

<ActionDescription>

AN

200

Description of the action code in
the response, if applicable.

Omit

Optional

Request

xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">

<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>
<soapenv:Body>

<hyp:Ws_PaymentToken_Create>
<hyp:WSID>130820216738383</hyp:WSID>

<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>996908917</hyp:PublicToken>
<hyp:PaymentToken>996908917</hyp:PaymentToken>
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<hyp:PaymentTokenExpDate>2021-05-17</hyp:PaymentTokenExpDate>
<hyp:PaymentTokenType>C</hyp:PaymentTokenType>
<hyp:DigitizationRef>@#$%</hyp:DigitizationRef>
<hyp:EligibilityStatus></hyp:EligibilityStatus>
<hyp:EligibilityDate></hyp:EligibilityDate>
<hyp:AuthStatus></hyp:AuthStatus>
<hyp:AuthDate></hyp:AuthDate>
<hyp:TokenisedStatus>U</hyp:TokenisedStatus>
<hyp:TokenisedDate></hyp:TokenisedDate>
<hyp:GPSStatus>00</hyp:GPSStatus>
<hyp:TxnStatus>A</hyp:TxnStatus>
<hyp:DeviceType>A</hyp:DeviceType>
<hyp:ActivationCode>!%$</hyp:ActivationCode>
<hyp:ActivationCodeExpDate></hyp:ActivationCodeExpDate>
<hyp:ActivationMethod></hyp:ActivationMethod>
<hyp:FirstName></hyp:FirstName>
<hyp:LastName></hyp:LastName>
<hyp:WalletID>ANDROID</hyp:WalletID>
<hyp:WalletIDMasterCard></hyp:WalletIDMasterCard>
<hyp:WalletAccountScore></hyp:WalletAccountScore>
<hyp:WalletAccountHash></hyp:WalletAccountHash>
<hyp:WalletDeviceScore></hyp:WalletDeviceScore>
<hyp:WalletReasons></hyp:WalletReasons>
<hyp:DeviceName></hyp:DeviceName>
<hyp:Devicelongitude></hyp:DevicelLongitude>
<hyp:DevicelLatitude></hyp:DevicelLatitude>
<hyp:DeviceTelNum></hyp:DeviceTelNum>
<hyp:DeviceID></hyp:DeviceID>
<hyp:DeviceIP></hyp:DeviceIP>
<hyp:Devicelang></hyp:Devicelang>
<hyp:AuthDecision></hyp:AuthDecision>
<hyp:Creator>CARD</hyp:Creator>
<hyp:CreatorTokenRef>123</hyp:CreatorTokenRef>
<hyp:CreatorPanRef>1233</hyp:CreatorPanRef>
<hyp:AcceptedTermsVersion></hyp:AcceptedTermsVersion>
<hyp:AcceptedTermsDateGMT></hyp:AcceptedTermsDateGMT>
<hyp:ActivationStatus></hyp:ActivationStatus>
<hyp:TokenRequestorID>987</hyp:TokenRequestorID>
</hyp:Ws_PaymentToken_Create>
</soapenv:Body>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_PaymentToken_CreateResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_PaymentToken_CreateResult>
<WSID>202112345678967890</WSID>
<IssCode>PMT</IssCode>
<TxnCode>2</TxnCode>
<PublicToken>123456789</PublicToken>
<Payment_Token_ID>123</Payment_Token_ID>
<ActionCode>000</ActionCode>
</Ws_PaymentToken_CreateResult>
</WWs_PaymentToken_CreateResponse>
</soap:Body>
</soap:Envelope>
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Managing Transactions Overview

You can use the following web services to view and manage your card transactions:

Transaction Void: Ws_ Transaction_Void

Clear Accumulator: Ws ResetAccumulator
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Clear Accumulator

APIl: Ws_ResetAccumulator

This web service allows you to reset transaction and amount counters (since the last strongly-cardholder-authenticated transaction)
on a card or payment-token, to re-enable transactions which are blocked as a result of the transaction and amount counters
exceeding the defined maximum limits for not-secure-enough transactions.

A successful call sets the transaction count (<TxnCount>) and accumulator value (<AccumValue>) for contactless transactions to zero.
If the <accumulator type> tag is invalid, the web service is declined and an action code of 425 ( Invalid Accumulator Type) is returned.

Record Description

Minimum Maximum .
Type Description Request Response
Length

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory

<lssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.

<PAN> AN 16 19 Card Number. Unique card identifier. Conditional Omit
Mandatory in request if <PublicToken> is not
present.

<PublicToken> AN 1 9 The card’s public token. Mandatory in request | Conditional Mandatory
if <PAN> is not present. Mandatory in the
response.

<DOB> YYYY- 10 10 Date of Birth. Mandatory if value of <AuthType> | Conditional Omit

MM- is 2’ or ‘6’
DD

<CVvV> AN 3 3 Card Verification Value, the 3-digit code Conditional Omit
printed on the back of the card. Mandatory if
the value of <AuthType>is ‘3.

<AccCode> AN 0 6 Access code or passcode. If provided, must be | Conditional Omit
6 digits, leading zeroes are acceptable. Leave
empty if not required. Mandatory if the value of
<AuthType> is ‘4’.

<LastName> AN 1 20 Cardholder's last name, used to authenticate Conditional Omit
the cardholder if the value of <AuthType> is ‘6’.

<AccumulatorType> N 1 1 The type of accumulator to be cleared. See Mandatory Omit
Accumulator Type.

<DPAN> AN 0 19 Optional DPAN value for the MDES card. If Optional Omit
provided, clears the accumulator for the
supplied DPAN.

<PaymentTokenld> AN 0 16 Optional payment token ID for the MDES card. | Optional Omit
If provided, clears the accumulator for the
supplied payment token ID.

<ClearAlIDPANs> AN 0 1 Whether to clear all accumulators: 0 or empty Optional Omit
string = No; 1= Yes.

<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.

<WebServiceResult> AN Parameter group describing the result of the Omit Mandatory
Web Service call. Only has values if the current
request returns an action code of 868
Duplicate WSID. See WebServiceResult.
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Accumulator Type

The <AccumulatorType> defines which transation counter or accumulator is being reset, as follows:

Automatically reset

Used for Standard upper limits *
when
1 Contactless non strongly-authenticated 5 transactions Or EUR 150.00 accumulated amount A card-present Strongly
transactions. (whichever reached first). (Note the single item limit is | Authenticated
EUR 50.00, but that does not affect Transactions occurs

counters/accumulators.)

2 e-commerce non strongly-authenticated 5 transactions Or EUR 100.00 accumulated amount A 3D-secure e-
transactions (whichever reached first)(Note the single item limitis | commerce transaction
EUR 30.00, but that does not affect occurs

counters/accumulators.)

3 Maximum Acquirer TRA exemption limit value Maximum Acquirer Transaction Risk Analysis (TRA) A Strongly Authenticated
exemption limit value Transaction occurs

4 Maximum Acquirer Low-Value exemption limit Maximum Acquirer Low-Value exemption limit value A Strongly Authenticated
value Transaction occurs

*This is defined by the European Banking Authority in under PSD2 rules for countries in its jurisdiction. You may have chosen alternative limits, especially if your
card product is not euro currency. For more information on PSD2 configuration, see the PSD2 and SCA Guide.

Strongly Authenticated Transaction

A strongly-cardholder-authenticated transaction has at least two of the following characteristics:
* A physical property of the cardholder (such as fingerprint, Iris scan, vein scan) is verified
» Cardholder uses something only they should possess to verify the transaction (e.g. chip card, payment-token device or number
generating key-fob)

» Cardholder provides data only they should know to verify the transaction (e.g. PIN, passcode or pattern to unlock a payment-
token such as smartphone, or secret 3D-secure data)

In practice, a “strongly-cardholder-authenticated” transaction normally means that...
e For card present transactions:

* Chip has been used (contact or contactless)
e Cardholder verified by online PIN or offline PIN

* For payment token transactions (e.g. Apple Pay on a smartphone):

e Cardholder used Contactless

» Cardholder verified by either:

e online PIN
» secret information or biometric to unlock the smartphone (e.g. passcode/pattern/fingerprint)

¢ For e-commerce transactions : 3D-secure cardholder authentication occurred.

WebServiceResult

This parameter is returned in the response to a request when the request included the same WSID as a previosuly submitted
request. It can be used to check if the previous request was successful.

Minimum Maximum -
Description
Length Length
<WSID> N 1 19 Web service ID from the original request.
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by GPS.
<PublicToken> AN 1 9 The public token of the card from the original request.
<Response> AN 3 3 Three digit action code indicating the status of the request. If

successful, returns: 000.

<Description> AN 1 50 Description of the status of the original request. If successful,
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Minimum Maximum

Length Length

Description

returns: Normal, approve.

<ActionCode> AN 3 3

The action code for the response. See Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb" >
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_ResetAccumulator>
<hyp:WSID>7243844685484652544</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:AuthType>1</hyp:AuthType>
<hyp :PAN>9999999999999999</hyp : PAN>
<hyp:PublicToken></hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:AccumulatorType>1</hyp:AccumulatorType>
<hyp :DPAN></hyp :DPAN>
<hyp:PaymentTokenId></hyp:PaymentTokenId>
<hyp:ClearAl1DPANs>1</hyp:ClearA11DPANs>
</hyp:Ws_ResetAccumulator>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>

<Ws_ResetAccumulatorResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_ResetAccumulatorResponse>

<Ws_ResetAccumulatorResult>
<WSID>7243844685484652544</WSID>
<IssCode>PMT</IssCode>
<PublicToken>888888888</PublicToken>
<ActionCode>000</ActionCode>
<WebServiceResult/>

</Ws_ResetAccumulatorResult>

</Ws_ResetAccumulatorResponse>
</soap:Body>
</soap:Envelope>
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Transaction Void

APIl: Ws_Transaction_Void

This web service can be used to void (cancel) any transaction which has been created via a web service, and also allows you to
remove uncleared authorisations.

Record Description

Minimum Maximum .
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. Mandatory Mandatory
Default value 12
<ClientCode> AN 1 64 User ID of the customer using the service. Only Optional Conditional
applicable to systems using member logins.
Returned in the response if present in the
request. Note: Legacy field. Not used.
<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.
<PAN> AN 16 19 Card Number. Unique card identifier. Conditional Omit
<Track2> AN 1 40 The card’s Track 2. Mandatory in request if Conditional Omit
<PAN>and <PublicToken> are not present or when
<AuthType> is ‘7’.
<PublicToken> AN 1 9 The card’s public token, Mandatory in request if Conditional Mandatory
<PAN>and <Track2> are not present. Mandatory
in the response.
<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of <AuthType>is | Conditional Omit
DD ‘2’ or ‘6.
<CVv> AN 3 3 Card Verification Value, the 3-digit code printed Conditional Omit
on the back of the card. Mandatory if the value of
<AuthType> is ‘3’.
<AccCode> AN 0 6 Access code or passcode. If provided, must be 6 | Conditional Omit
digits, leading zeroes are acceptable. Leave
empty if not required. Mandatory if the value of
<AuthType> is ‘4.
<LastName> AN 1 20 Cardholder's last name, used to authenticate the | Conditional Omit
cardholder if the value of <AuthType>is ‘6.
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory
DD
<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.
<Orgltemld> AN 1 20 The unique item ID of the transaction to void. Mandatory Mandatory
<Note> AN 1 1000 Optional description of the void. Optional Omit
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ltemld> AN 1 20 The unique item ID returned for this void. Omit Mandatory
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.
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Security
Minimum Maximum -
Description Request Response
Length Length

<Secld> N 1 8 Do not use. Setto 0 Mandatory Omit

<SecVal> AN 1 64 Do not use. Optional Omit

<SecValPos> N 1 2 Do not use. Setto 0 Mandatory Omit
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>

</hyp:Au
</soapenv:H

thSoapHeader>
eader>

<soapenv:Body>

<hyp:Ws_

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:Ws
</soapenv:B
</soapenv:Enve

Response

Transaction_Void>
WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>12</hyp:TxnCode>
ClientCode></hyp:ClientCode>
AuthType>1</hyp:AuthType>
PAN></hyp : PAN>
Track2></hyp:Track2>
PublicToken>123456789</hyp:PublicToken>
DOB></hyp:DOB>

CVV></hyp:CVV>
AccCode></hyp:AccCode>
LastName></hyp:LastName>
LocDate>2013-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
OrgItemId>1234</hyp:0rgIltemId>
Note>Transaction Void - 1234</hyp:Note>
SecID>0</hyp:SecID>
SecVal></hyp:SecVal>
SecValPos>0</hyp:SecValPos>
_Transaction_Void>

ody>

lope>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
p p p p p g p p p g

xmlns:xsd="htt

<soap:Body>

<Ws_Transaction_VoidResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

p://www.w3.0rg/2001/XMLSchema" >

<Ws_Transaction_VoidResult>
<WSID>2021123456789</WSID>

<I

ssCode>PMT</IssCode>

<TxnCode>12</TxnCode>

<P
<L
<L
<C

ublicToken>123456789</PublicToken>
ocDate>2013-01-01</LocDate>
ocTime>173400</LocTime>
lientCode/>

<OrgItemId>1234</0OrgItemId>

<S
<I

ysDate>2013-01-01</SysDate>
temId>4321</ItemId>

<ActionCode>000</ActionCode>

</Ws_

</Ws_Tra

Transaction_VoidResult>
nsaction_VoidResponse>

</soap:Body>
</soap:Envelope>

© 2023 Global Processing Services Ltd. All Rights Reserved.

230



Web Services Guide

3.16

3D Secure Overview

You can use the following web services to enrol your cardholders in 3D Secure schemes and manage your 3D Secure enrolment:

Cardinal Real-time Data Exchange (RDX)

3D Secure RDX Credentials (Cardinal): Ws AddUpDelCredentials

For additional information on 3D Secure support, see our 3D Secure FAQs.

The web services listed below are for legacy use only, and are not available to new clients.

Cardinal Batch File Interface (legacy option)

3D Secure Enrol (Cardinal): Ws_Insert3DSecureDetails

3D Secure Update Details (Cardinal): ws Update3DSecureDetails

3D Secure Query Details (Cardinal): Ws Query3DSecureDetails

3D Secure Delete Details (Cardinal): Ws Delete3DSecureDetails

3D Secure Update Last Modified Type (Cardinal): Ws UpdatelastModifiedType

RSA 3D Secure Service (legacy option)

3D Secure Enroll (RSA): Ws_3DS_AddUpDelDetails
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3D Secure RDX Credentials (Cardinal)

APIl: Ws_AddUpDelCredentials

This web service enables you to enrol a cardholder in the Cardinal 3D Secure service and get, add, update and delete the user's
credentials.

Note: This web service uses the Cardinal Real-time Data eXchange (RDX) interface. For more information on implementation of
3D Secure, refer to the 3D Secure Guide.

Request Fields
Minimum Maximum o
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every Mandatory Mandatory
request.
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory

Assigned by GPS.

<PublicToken> AN 1 9 The card’s public token. Mandatory in Mandatory Mandatory
the request and response.

<Action> Enum The type of action: Get, Add, Update, Mandatory Mandatory
Delete.

Note: Each Action is
represented as a numerical
value in the SmartClient log:

* Add - 1
» Update - 2
* Delete - 3
*Get-4

<Credentials> ListOf Contains one or more credential. There | Conditional Mandatory
Credential can be more than one credential in the
objects same call when <Action> is Get, Add or
Update.

When <Action> is Delete and
<Credentials> is empty then all
credentials of <PublicToken> will be
deleted.

<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.

Credentials

<Credential> If the action is Add, you should include
the credential </D>of 0 and <Type>.

If the action is Get, you should include
an empty <hyp:Credentials/> tag.

If the action is <Delete> and you specify
the </D>then only that credential will be
deleted.

<ID> N 1 8 Credential ID. If <Action> is Add the ID is | Conditional Mandatory
not mandatory, but input 0 since the
data type is numeric. GPS generates a
unique ID and returns it in the response.

ID is mandatory when <Action> is
Update.

ID is not mandatory when <Action> is
Delete, unless a specific credential
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

needs to be deleted.

<Type>

Enum

Credential type:

* RBA (done via Cardinal)
* OTPSMS

+ OTPEMAIL

* BIOMETRIC

+« OUTOFBAND

* KBA

For details, see the 3D Secure FAQs.

Note: OTPEMAIL is currently not
available.

Note: Please discuss with your
Implementation Manager before
implementing the OUTOFBAND
method.

There is no need to enrol cards into
RBA; this is automatic once the cards
are enrolled at the scheme and can be
configured in the Cardinal portal.

Note: For a Getrequest - returns the
specified type if present, or else returns
all types. If no credentials are found for
that token then the action code 437 is
returned.

Note: For an Add request - adds the
specified type. If the credential type
already exists, then returns the action
code 438.

Note: For an Update request - does not
change the type. You cannot edit the
credential type, only the value.

Conditional

Mandatory

<Value>

AN

256

Credential value (e.g. a phone number,
email address or KBA question ID).

For OTPSMS enter a phone number, to
be used for sending the OTP SMS. (For
valid phone number formats, see
Processing of Phone Numbers).

For OTPEMAIL enter a valid email
address, to be used for sending the
OTP email.

Note: OTPEMAIL is currently not
available.

For KBA enter the ID to be used as the
customer's question choice (e.g., 5).
See KBA Question ID.

For BIOMETRIC and OUTOFBAND this
field is optional and you can include a

reference. The value will not be used.

Conditional

Mandatory

<KBA_Answer>

AN

45

The cardholder's answer to the KBA
question (e.g., for Value= 5, KBA_ Answer
= London.)

Note: Mandatory for an Add or Update
if Type is KBA. If not provided, returns

Conditional

Conditional
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Minimum Maximum
Length Length

Type

Description Request

Response

action code 594.

check that it matches what is currently
held in the GPS system. If it does not
match then no update will happen and
GPS returns the action code 599.

If no value is supplied then the update
will be done without any comparison.

<KBA_ AN 1 45 You can use this optional field when Optional
AnswerOldValue> changing the saved KBA answer
(i.e.,Action is Update and Type is KBA) if
you want to supply the old answer to

Optional

KBA Question ID

If using Knowledge Based Authentication (KBA) , please enter one of the IDs below in the value field

KBA question to use.

KBA ID KBA Question

1 What was your first pet's name?

2 What is your maternal grandmother's maiden name?
3 What is the name of your favourite childhood friend?

4 What was the make of your first car?

5 In what city or town did your mother and father meet?

Example Add Request - Biometric

Request

. This identifies which predefined

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_AddUpDelCredentials>
<hyp:WSID>14012021141223</hyp:WSID>
<hyp:IssCode>GPS</hyp:IssCode>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:Action>Add</hyp:Action>
<hyp:Credentials>
<hyp:Credential>
<hyp:ID>0</hyp:ID>
<hyp:Type>BIOMETRIC</hyp:Type>
<hyp:Value>+5858585858588</hyp:Value>
<KBA_Answer></hyp:KBA_Answer>
<KBA_Answer0OldValue></hyp:KBA AnswerOldValue>
</hyp:Credential>
</hyp:Credentials>
</hyp:Ws_AddUpDelCredentials>
</soapenv:Body></soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_AddUpDelCredentialsResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">

<Ws_AddUpDelCredentialsResult>
<WSID>14012021141223</WSID>
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<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<PublicToken>123456789</PublicToken>
<Action>Add</Action>
<Credentials>
<Credential>
<ID>123456</ID>
<Type>BIOMETRIC</Type>
<Value>Customer Biometric app</Value>
<KBA_Answer></hyp:KBA_Answer>
<KBA_AnswerOldValue></hyp:KBA_AnswerOldValue>
</Credential>
</Credentials>
</Ws_AddUpDelCredentialsResult>
</Ws_AddUpDelCredentialsResponse>
</soap:Body>
</soap:Envelope>

Example Get Request

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******¢ /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_AddUpDelCredentials>
<hyp:WSID>150120821151223</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:Action>Get</hyp:Action>
<hyp:Credentials/>
</hyp:Ws_AddUpDelCredentials>
</soapenv:Body></soapenv:Envelope>

Response

Customer Biometric app

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_AddUpDelCredentialsResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">

<Ws_AddUpDelCredentialsResult>
<WSID>15012021151223</WSID>
<IssCode>GPS</IssCode>
<ActionCode>000</ActionCode>
<PublicToken>123456789</PublicToken>
<Action>Add</Action>
<Credentials>
<Credential>
<ID>123456</ID>
<Type>BIOMETRIC</Type>
<Value>Customer Biometric app</Value>
<KBA_Answer></hyp:KBA_Answer>
<KBA_AnswerOldValue></hyp:KBA_AnswerOldValue>
</Credential>
</Credentials>
</Ws_AddUpDelCredentialsResult>
</Ws_AddUpDelCredentialsResponse>
</soap:Body>
</soap:Envelope>
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Example Add Request - KBA

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_AddUpDelCredentials>
<hyp:WSID>04012022121223</hyp:WSID>
<hyp:IssCode>GPS</hyp:IssCode>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:Action>Add</hyp:Action>
<hyp:Credentials>
<hyp:Credential>
<hyp:ID>0</hyp:ID>
<hyp:Type>KBA</hyp:Type>
<hyp:Value>5</hyp:Value>
<KBA_Answer>London</hyp:KBA_ Answer>
<KBA_Answer0OldValue></hyp:KBA_AnswerOldValue>
</hyp:Credential>
</hyp:Credentials>
</hyp:Ws_AddUpDelCredentials>
</soapenv:Body></soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<soap:Body>

<Ws_AddUpDelCredentialsResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_AddUpDelCredentialsResult>
<WSID>04012022121223</WSID>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<PublicToken>123456789</PublicToken>
<Action>Add</Action>
<Credentials>
<Credential>
<ID>123456</ID>
<Type>KBA</Type>
<Value>5</Value>
<KBA_Answer>London</hyp:KBA_Answer>
<KBA_AnswerOldValue></hyp:KBA AnswerOldValue>
</Credential>
</Credentials>
</Ws_AddUpDelCredentialsResult>
</Ws_AddUpDelCredentialsResponse>
</soap:Body>
</soap:Envelope>
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3D Secure Enrol (Cardinal Batch)

APIl: Ws_Insert3DSecureDetails

This web service enables you to enrol a specified cardholder onto 3D Secure using the Cardinal 3D Secure service.

Note: This web service uses the Cardinal batch file interface. (Legacy Option)

Record Description

Maximum
Length

Minimum
Length

Description

Request

Response

<|ssCode> AN 1 4

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<Token> AN 1 9

The card’s public token. Mandatory in
the request and response.

Mandatory

Mandatory

<MemorableName> AN 1 20

The cardholder's specified Memorable
Name to be used as VDE for 3D
Secure.

No longer used - please populate with
“notavailable” (no spaces)

Mandatory

Omit

<MemorablePlace> AN 1 20

Cardholder's specified Memorable

Place to be used as VDE for 3D Secure.

No longer used. Please populate with
“notavailable” (no spaces).

Mandatory

Omit

YYYY-MM- | 10 10
DD

<MemorableDate>

Memorable date to be used as VDE for
3D Secure.

No longer used. Please populate with
“1900-01-01".

Mandatory

Omit

<ActivationCode> AN 6 6

Programme Manager specified
activation code to be used as VDE for
3D Secure.

No longer used. Please populate with
“notavailable” (no spaces).

Mandatory

Omit

<Phone> AN 1 20

Telephone number. See Processing of
Phone Numbers.

Conditional

Omit

<ActionCode> AN 3 3

The action code for the response. See
Action Codes.

Omit

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionieb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Insert3DSecureDetails>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:Token>123456789</hyp:Token>
<hyp:MemorableName>notavailable</hyp:MemorableName>
<hyp:MemorablePlace>notavailable</hyp:MemorablePlace>
<hyp:MemorableDate>1900-01-01</hyp:MemorableDate>
<hyp:ActivationCode>notavailable</hyp:ActivationCode>
<hyp:Phone>07123456789</hyp:Phone>
</hyp:Ws_Insert3DSecureDetails>
</soapenv:Body>
</soapenv:Envelope>
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Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Insert3DSecureDetailsResponse xmlns="http://www.globalprocessing.ae/Hyperioneb">
<Ws_Insert3DSecureDetailsResult>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
</Ws_Insert3DSecureDetailsResult>
</Ws_Insert3DSecureDetailsResponse>
</soap:Body>
</soap:Envelope>
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3D Secure Delete Details (Cardinal Batch)

APIl: Ws_Delete3DSecureDetails

This web service enables you to delete 3D secure details for a card (where you are using the Cardinal 3D Secure service).

Note: This web service uses the Cardinal batch file interface. (Legacy Option)

Record Description

Maximum

Minimum

Type Description Request Response
v Length Length p < s

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<Token> AN 1 9 The card’s public token. Mandatory in the Mandatory Mandatory
request and response.

<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Delete3DSecureDetails>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:Token>123456789</hyp:Token>
</hyp:Ws_Delete3DSecureDetails>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_Delete3DSecureDetailsResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_Delete3DSecureDetailsResult>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
</Ws_Delete3DSecureDetailsResult>
</Ws_Delete3DSecureDetailsResponse>
</soap:Body>
</soap:Envelope>
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3D Secure Query Details (Cardinal Batch)

APIl: Ws_Query3DSecureDetails

This web service enables you to view the phone humber of a particular user’s token that has been enrolled for 3D secure and returns

the stored GPS 3D Secure details for the token.

Note: This web service uses the Cardinal batch file interface. (Legacy Option)

Record Description

Minimum Maximum -
Type Description Request Response
Length Length

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<QueryType> AN 1 1 Query Type. Valid values are: Mandatory Omit
0 = Return the responses of all tokens
1 = Return the response of this token only.
Default is 0.

<Token> N 9 9 The card’s public token. Mandatory in the Optional Omit
request and response.

<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory
Action Codes.

<Tokens> An array of token results. See Token Optional Omit
Results below.

Token Results

Minimum Maximum o
Type Description Request Response
Length Length
<Token> N 9 9 The card’s public token. Omit Mandatory
<Phone> AN 1 15 The phone number linked to the Omit Mandatory
token.
<ResponseCode> AN 1 1 Response code. Omit Mandatory
<LastModifiedType> AN 1 1 Specify the last modified type: Omit Mandatory
1 = Create; 2 = Amend; 3 = Delete
<ResponseDescription> AN 1 50 Response description. Omit Mandatory
<LastApprovedPhone> AN 1 15 Legacy field. Not used. Omit Optional
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:hyp="http://www.globalprocessing.ae/Hyperionleb" >
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******¢ /hyp:strPassword>
</hyp:AuthSoapHeader>  </soapenv:Header>
<soapenv:Body>
<hyp:Ws_Query3DSecureDetails>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:QueryType>0</hyp:QueryType>
<hyp:Token>123456789</hyp:Token>
</hyp:Ws_Query3DSecureDetails>
</soapenv:Body>
</soapenv:Envelope>
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Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Query3DSecureDetailsResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Query3DSecureDetailsResult>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
<Tokens>
<Token>
<Token>123456789</Token>
<Phone>+440123456789</Phone>
<ResponseCode>-1</ResponseCode>
<LastModifiedType>2</LastModifiedType>
<ResponseDescription>PENDING_RESPONSE_CODE</ResponseDescription>
<LastApprovedPhone/>
</Token>
</Tokens>
</Ws_Query3DSecureDetailsResult>
</Ws_Query3DSecureDetailsResponse>
</soap:Body>
</soap:Envelope>
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3D Secure Update Details (Cardinal Batch)

APIl: Ws_Update3DSecureDetails

This web service enables you to amend the 3D secure phone number used to send the 3D Secure verification code for a given card.

Note: This web service uses the Cardinal batch file interface. (Legacy Option)

Record Description

Minimum
Length

Maximum

Description

Request

Response

<|ssCode> AN 1

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<Token> AN 1

The card’s public token. Mandatory in
the request and response.

Mandatory

Mandatory

<MemorableName> AN 1

20

The cardholder's specified Memorable
Name to be used as VDE for 3D
Secure.

No longer used - please populate with
“notavailable” (no spaces)

Conditional

Omit

<MemorablePlace> AN 1

20

Cardholder's specified Memorable
Place to be used as VDE for 3D Secure.

No longer used. Please populate with
“notavailable” (no spaces).

Conditional

Omit

YYYY-MM- | 10
DD

<MemorableDate>

10

Memorable date to be used as VDE for
3D Secure.

No longer used. Please populate with
“1900-01-01”

Conditional

Omit

<ActivationCode> AN 6

Programme Manager specified
activation code to be used as VDE for
3D Secure.

No longer used. Please populate with
“notavailable” (no spaces)

Conditional

Omit

<Phone> AN 1

20

Telephone number. See Processing of
Phone Numbers.

Conditional

Omit

<ActionCode> AN 3

The action code for the response. See
Action Codes.

Omit

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionieb">

<soapenv:Header>
<hyp:AuthSoapHeader>

<hyp:strUserName>******¢ /hyp:strUserName>

<hyp:strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Update3DSecureDetails>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:Token>123456789</hyp:Token>

<hyp:MemorableName>notavailable</hyp:MemorableName>
<hyp:MemorablePlace>notavailable</hyp:MemorablePlace>
<hyp:MemorableDate>1900-01-01</hyp:MemorableDate>
<hyp:ActivationCode>notavailable</hyp:ActivationCode>

<hyp:Phone></hyp:Phone>
</hyp:Ws_Update3DSecureDetails>
</soapenv:Body>
</soapenv:Envelope>
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Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Update3DSecureDetailsResponse xmlns="http://www.globalprocessing.ae/Hyperionkeb">
<Ws_Update3DSecureDetailsResult>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
</Ws_Update3DSecureDetailsResult>
</Ws_Update3DSecureDetailsResponse>
</soap:Body>
</soap:Envelope>
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3D Secure Update Last Modified Type (Cardinal Batch)

APIl: Ws_UpdatelLastModifiedType

This web service provides a way of clearing the <LastModifiedType> flag so that you can resend another enrolment for the same card
to Cardinal. For example, you can use it to re-enrol a deleted card or to update the status of a card which has an incorrectly sent

status. To do this, set the LastModifiedType> for the token to 1.

Note: This web service uses the Cardinal batch file interface. (Legacy Option)

Record Description

Minimum Maximum -
Type Description Request Response
Length Length

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. | Mandatory Mandatory
Assigned by GPS.

<LastModifiedType> | AN 1 1 Specify the last modified type: Mandatory Mandatory
1 = Create; 2 = Amend; 3 = Delete

<Token> AN 1 9 The card’s public token. Mandatory in | Mandatory Mandatory
the request and response.

<ActionCode> AN 3 3 The action code for the response. See | Omit Mandatory
Action Codes.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionlkeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_UpdateLastModifiedType>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:LastModifiedType>3</hyp:LastModifiedType>
<hyp:Token>123456789</hyp:Token>
</hyp:Ws_UpdatelLastModifiedType>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_UpdatelLastModifiedTypeResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_UpdatelLastModifiedTypeResult>
<IssCode>PMT</IssCode>
<ActionCode>000</ActionCode>
</Ws_UpdatelLastModifiedTypeResult>
</Ws_UpdatelLastModifiedTypeResponse>
</soap:Body>
</soap:Envelope>
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3D Secure Enrol (RSA)

APIl: Ws_3DS_AddUpDelDetails

This web service enables you to register details with RSA for online 3D secure payments.

Record Description

Minimum

Maximum

Description

Request

Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

If only <IssCode> is present in the
request then this method returns the
pending fee details of all cards that
belong to the given program manager.

Mandatory

Omit

<PublicToken>

The 9 digit public token associated with
the account that you want to store
details against.

Mandatory

Omit

<RegisterDetails>

Boolean

Whether to register the card for 3D
Secure. 0 =false; 1 = true. If true, adds
an Add, Update, or Delete record for
the given PublicToken based on the
Verification Data Element (VDE), and
according to the DetailsStatus below.

Mandatory

Omit

<DetailsStatus>

Enum

(see desc)

Takes values Add, Update, or Delete,
and is used if RegisterDetails is true.

Conditional

Omit

<Details>

List of
details

If RegisterDetails is true, this list of
details will be stored. These are in
addition to the details that GPS store.
Any details you flag as GPSOverrule
(e.g. those used when calling
CreateCard), will take precedence over
GPS stored details when passed to
RSA.

For a list of available fields, see 3D
Secure Details.

Note: fields that contain telephone
numbers should include the country
code.

Mandatory

Omit

<RegisterSMS>

Boolean

Whether the card should be registered
for Out of Band (OOB) authentication
with RSA. This allows one-time values
to be sent when needed. This can be
done at the same time as RegisterDetails
if required.

Mandatory

Omit

<SMSStatus>

Enum

Takes values Add, Update, or Delete
for the OOB authentication, and is used
if RegisterSMS is true.

Conditional

Omit

<MobileNumber>

AN

11

25

Customer mobile number (including
country dialing code), used if
RegisterSMS is true, for the OOB file.

Conditional

Omit

<Deregister>

Boolean

Whether to delete the card from RSA
records. Can be used for reconciliation
purposes. This overrides the other

Mandatory

Omit
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Minimum Maximum

Type Description Request Response
o Length Length 2 < >

parameters in the call.

<OverrideGPS> Boolean Indicates that the values to be stored Mandatory Omit
should overrule any values that GPS
stores when calling CreateCard.

When adding a telephone number
(AltPhonel for example), this should be
0. When changing a telephone number,
this should be 1.

<RelssueBoolean> Boolean Set to true if we want to register a new | Mandatory Omit
token that has been reissued from an
old one. This will need <NewToken>,

<WSID>, <IssCode>, and <PublicToken>.

<NewToken> N 9 9 If RelssueBoolean is true, set this as the | Mandatory Omit
new Token. Otherwise set to 0.

<ActionCode> N 3 3 The action code for the response. See | Omit Mandatory
Action Codes.

<ErrorText> AN Human readable text of the error that Omit Conditional
occurred. Should be read in
conjunction with the <ActionCode>.

<PublicToken> N The 9 digit public token associated with | Omit Mandatory
the account that you want to store
details against.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionlkeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******¢ /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_3DS_AddUpDelDetails>
<hyp:WSID>20211234567896789</hyp:WSID>
<hyp:IssCode>ABC</hyp:IssCode>
<hyp:PublicToken>789123456</hyp:PublicToken>
<hyp:RegisterDetails>1</hyp:RegisterDetails>
<hyp:DetailsStatus>Add</hyp:DetailsStatus>
<hyp:Details>
<hyp:Detail>
<hyp:Identity> AltPhonel </hyp:Identity>
<hyp:Value>00447735612345</hyp:Value>
</hyp:Detail>
</hyp:Details>
<hyp:RegisterSMS>0</hyp:RegisterSMS>
<hyp:SMSStatus>Add</hyp:SMSStatus>
<hyp:MobileNumber>004407653546545</hyp :MobileNumber>
<hyp:Deregister>0</hyp:Deregister>
<hyp:0verrideGPS>0</hyp:0OverrideGPS>
<hyp:ReIssueBoolean>@</hyp:ReIssueBoolean>
<hyp:NewToken>@</hyp:NewToken>
</hyp:Ws_3DS_AddUpDelDetails>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_3DS_AddUpDelDetailsResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_3DS_AddUpDelDetailsResult>
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<WSID>20211234567896789</WSID>
<ActionCode>000</ActionCode>
<PublicToken>789123456</PublicToken>
</Ws_3DS_AddUpDelDetailsResult>
</Ws_3DS_AddUpDelDetailsResponse>
</soap:Body>
</soap:Envelope>
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Wallets Overview

You can use the following web services to view and manage your wallets:

Wallet Create: Ws CreateWallet

Wallet Bulk Create: Ws BulkWalletCreation

Regenerate the Wallet: ws RegenerateWallet

Wallet Balance Enquiry: Ws_Balance_Enquiry_Wallet
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Wallet Create

APIl: Ws_CreateWallet
This web service is used to create virtual wallets as well as wallets with links to physical cards.

It creates a jpeg image for the wallet with PAN, Public Token and expiry date embossed on it.

* For a virtual wallet: sends an SMS to the client mobile number with the CVV of the card.
* For a physical card wallet: creates an XML file for this card, to be sent to the card manufacturer.

If a replacement wallet is required, the cardholder’'s name and address details can be left blank, in which case the existing details
held in GPS will be used. Replacement wallet will be issued with the same PAN as the original card, but a different CVV.

A replacement wallet is not a valid request if the current card status is Lost or Stolen. In such cases, use the Regenerate card
request, and a different PAN will be issued. The replacement wallet will automatically have the same balance as the original at the
time when the replacement wallet is activated.

Record Description

Minimum Maximum

Type Description
ol Length Length :

Request Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<IssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. See
Transaction Codes. Default value is
10.

Mandatory

Mandatory

<ClientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems
using member logins. Returned in the
response if present in the request.

Note: Legacy field. Not used.

Optional

Conditional

<Title>

AN

Cardholder’s title. Also used as the
card purchaser's title if no delivery
address is supplied.

Optional

Omit

<LastName>

AN

20

Cardholder's last name. If no delivery
address is supplied it is also assumed
to be the card purchaser’s last name.

Conditional

Omit

<FirstName>

AN

20

Cardholder's first name. If no delivery
address is supplied it is also assumed
to be the card purchaser’s first name

Mandatory if <lastName> is present.

Conditional

Omit

<Addrl1>

AN

50

Cardholder's address line 1. Also used
as the card purchaser's address line 1
if no delivery address is supplied.
Mandatory if ‘Address’ fields are
specified.

Conditional

Omit

<Addrl2>

AN

50

Cardholder's address line 2. Also used
as the card purchaser's address line 2
if no delivery address is supplied.

Optional

Omit

<AddrI3>

AN

50

Cardholder's address line 3. Also used
as the card purchaser's address line 3
if no delivery address is supplied.

Optional

Omit

<City>

AN

20

Cardholder's home city. Also used as
the card purchaser's city if no delivery
address is supplied. Mandatory if

<addrL1>is present, and <postcode> is

Conditional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

not present.

<Postcode>

AN

10

Cardholder's home postcode. Also
used as the card purchaser's postcode
if no postcode is supplied. Mandatory
if <addrL1> is present, and <city> is not
present. See Postcode Permitted
Characters.

Conditional

Omit

<Country>

AN

Cardholder’s country of residence.
This is represented as a 3 digit ISO

country code (e.g. 826 for UK).
Mandatory if <addrl1> is present.

Conditional

Omit

<Mobile>

AN

25

25

Cardholder’s mobile phone number
(including dialing code if applicable).
See Processing of Telephone

Numbers.

Optional

Omit

<PublicToken>

AN

The card’s public token.The public
token of the newly-created card is
always returned in the response. If a
replacement card is required, specify
the 9-digit public token of the original
card.

Conditional

Mandatory

<CardDesign>

AN

The identifier of the card product, or
Product ID, within GPS. For details,
check with your Implementation
Manager. Mandatory if not a
replacement card request. Note: this is
not the same field as the CrdDesign or
ProductRef.

Conditional

Omit

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth.

Optional

Omit

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-
date format.

Mandatory

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-
second format.

Mandatory

Mandatory

<LoadValue>

20

Load value to put on the card. The
amount can include up to four decimal
places, depending on the currency
exponent (e.g., 10.99 for EUR which
has a currency exponent of 2). See
Currency Codes.

Mandatory

Mandatory

<CurCode>

AN

3-letter ISO currency code for the
currency to load (e.g. EUR). This must
match the card’s currency or the action
will fail (Note: For a Multi-FX card, the
card can be loaded in any of the card's
currencies). If not provided, then
card’s billing currency will be used.
See Currency Codes.

Conditional

Omit

<Reason>

AN

60

Reason for the card's status change.
Overrides default of ‘Card Activated’
that is shown in the card processor.
Text is shown in the Smart Client
Tracker screen.

Optional

Omit
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

<AccCode>

AN

Access code. If provided, must be 6
digits, leading zeroes are acceptable.
Leave empty if not required.

Optional

Omit

<ltemSrc>

Source field to define alternate fees.
Legacy field for information purposes
only; see ltem Source Types. Suggest
using 0.

Mandatory

Omit

<SysDate>

YYYY-MM-
DD

10

10

The system processing date.

Omit

Mandatory

<LoadFundsType>

AN

Payment method used to load funds
onto the card. See Load Fund Types.

Optional

Omit

<LoadSrc>

AN

The source of the load request is used
to determine the fee for the load, if
applicable. If omitted, defaults to 14
“Unknown”. See Load Sources.

Optional

Omit

<LoadFee>

20

Fixed fee amount charged to the card
purchaser for handling the card
purchase and load. The amount can
include up to four decimal places,
depending on the currency exponent
(e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes. If no load fee is required,
specify 0. The load fee does not affect
the card balance. It is only reported in
the XML.

Mandatory

Omit

<LoadedBy>

AN

30

User who loaded the card.

Optional

Omit

<Createlmage>

Specifies whether to create a card
image. 1=yes, 0 = No. Images are
returned in the <Image> response
parameter, encrypted by a pre-shared
PGP encryption key.

Mandatory

Omit

<CreateType>

This field is mandatory unless itis a
replacement card request. There are
five possible values:

1 = Create a virtual card. Can be
converted to a physical card at a later
stage using the Convert Card web
service.

2 = Create physical card. Also triggers
the creation of a card file which is sent
to the manufacturer.

3 = Create a virtual card with intention
to convert it into a physical card later.

4 = Create a Master Virtual Card which
is a deposit account that can be used
to load other cards from.

5 = Create a virtual card and convert to
a physical card. Triggers the creation
of a card file which is sent to the
manufacturer.

Note: To use create type 5, the card
must be created under a virtual
product.

Conditional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

Note: If the virtual card is activated
then the physical card will also be
active, so you should consider the
security implications of this. Please
speak to your implementation
manager.

<CustAccount>

AN

25

Cardholder account number or
reference number. You can use this
reference to find the cards linked to a
cardholder. Also displayed in Smart
Client as Customer Reference.

Optional

Omit

<ActivateNow>

Whether to activate the card. 1= Yes,
0=No. When <Quantity> is greater than
1 then creation of <Quantity> numbers
of identical cards will trigger a batch
process that starts within minutes of
the request. If <ActivateNow>is 1in
such requests then the issued tokens
are sent to the customer already
activated. This parameter only applies
if the request is for a new card.

Mandatory

Omit

<StartDate>

AN

Start date printed on the card in the
format MM/YY.

Omit

Mandatory

<ExpDate>

YYYY-MM-
DD

10

10

Card expiry date. If left blank, updates
with the default expiry date, based on
the Card Scheme's validity period in
months, otherwise updates with the
input value. This also applies to
replacement cards. The actual
physical expiry is returned in MM/YY
format.

Optional

Mandatory

<CVVv>

AN

Card Verification Value, the 3-digit
code printed on the back of the card.

Omit

Mandatory

<CardName>

AN

27

The embossed name on the card. If
present in the request then the
embossed name on the card should be
the given value. If it is not available
and <Firstname> and <Lastname> are
available then <Title> + <Firstname> +
<lLastname> will be the embossed
name. If all the above parameters are
unavailable in the request then the
default embossed name remains as
the embossed name. If a replacement
card is requested, the original value of
the embossed name will be used if no
new names are supplied. If a blank
embossed name is required, then pass
a single space character. See Card
Name Permitted Characters.

Optional

Omit

<MaskedPAN>

AN

16

19

Card number displayed as masked
(e.g., 675926******1234).

Note. The full PAN can be returned if
you are PCI DSS compliant. Contact
your Implementation Manager.

Omit

Mandatory
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Minimum Maximum

Type Description Request Response
ol Length Length 5 < 2

<LimitsGroup> AN 1 10 Group code of the Limits Group. If this | Optional Omit
parameter is not supplied and this is a
new card request, then the default
group for the card's product will be
used. If the default group is not
required, you can remove it by passing
a space character ‘ ‘. Note: The Limits
Group is set up and configured via
Smart Client.

<MCCGroup> AN 1 10 Group code of the MCC Group. If this Optional Omit
parameter is not supplied and this is a
new card request then the default
group for the cards product is used. If
the default group is not required, you
can remove it by passing a space
character ‘ ‘. The MCC group allows
the card to be linked to a list of
Merchant Category Codes (MCCs)
that the card is allowed to or
conversely is NOT allowed to transact
at. Note: The MCC Group is set up and
configured via Smart Client.

<PERMSGroup> AN 1 10 Group code of the Usage Group. If this | Optional Omit
parameter is not supplied and this is a
new card request then the default
group for the card's product is used. If
the default group is not required, you
can remove it passing a space
character ‘ ‘. Note: The Usage Group
is set up and configured via Smart
Client.

<FeeGroup> AN 1 10 Group code of the Fee Group. If this Optional Omit
parameter is not supplied and this is a
new card request then the default
group for the cards product is used. If
the default group is not required, you
can remove it by passing a space
character ‘ ‘. Note: The Fee Group is
set up and configured via Smart Client.

<SchedFeeGroup> AN 1 10 Group code of the Scheduled Fee Optional Omit
Group. If this parameter is not supplied
and this is a new card request then the
default group for the cards product will
be used. If the default group is not
required, it can be removed by passing
a space character ‘ .Note: The
Scheduled Fee Group is set up and
configured via Smart Client.

<WSFeeGroup> AN 1 10 Code of the Web Service Fee Group Optional Omit
(). If this parameter is not supplied and
this is a new card request then the
default group for the cards product is
used. If the default group is not
required, you can remove it by passing
a space character ‘ ‘. WSFeeGroup
allows the card to be linked to a set of
web service fees that are set up on the
system. Note: The Web Service Fee
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Minimum

Length

Maximum
Length

Description

Request

Response

Group is set up and configured via
Smart Client.

<ProductRef>

AN

50

The physical card design reference as
used by the Card Manufacturer.
Identifies the PRODUCT_REF field in
the XML file sent to the card
manufacturer.

Optional

Omit

<CarrierType>

AN

30

The Carrier Product design reference
as used by the Card Manufacturer.
This is the letter onto which the card is
attached when sent to the cardholder.
Identifies the Carrier Product type of
the Card Manufacturer.

Optional

Omit

<Fulfil1>

AN

50

Free text field which can be used for
transferring extra information to the
card manufacturer, for example, to be
printed on the Carrier. Identifies the
FULFIL1 field in the XML file sent to
the card manufacturer.

Optional

Omit

<Fulfil2>

AN

50

Free text field which can be used for
transferring extra information to the
card manufacturer, for example, to be
printed on the Carrier. Identifies the
FULFILZfield in the XML file sent to
the card manufacturer.

Optional

Omit

<DelvMethod>

AN

The delivery method for the card.
Options include:

0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;

Default value is 0

Optional

Omit

<ThermalLine1>

AN

120

Free text field which can be used for
transferring extra information to be
printed on the card. For example, to
add a customer service phone
number.

Optional

Omit

<ThermallLine2>

AN

70

Free text field which can be used for
transferring extra information to be
printed on the card. For example, to
add a link to your service terms and
conditions.

Optional

Omit

<Lang>

AN

Two digit ISO 639-1 Language code to
be used for card mailers (e.g., En =
English; Fr = French).

Note: The available languages
depend on the card manufacturer
support.

Also used if bespoke SMS templates

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

are set up.

<EmbossLine4>

AN

27

The card’s embossed line 4 on the
front of the card. Could be used for
example, to add an account number or
sort code.

Optional

Omit

<Imageld>

AN

16

Reference which identifies the card
manufacturer's image file that will be
printed on the face of the card.

Optional

Omit

<LogoFrontld>

AN

30

Reference which identifies the card
manufacturer's logo logo file that will
be printed on the face of the card.

Optional

Omit

<LogoBackld>

AN

30

Reference which identifies the card
manufacturer's logo file that will be
printed on the back of the card, if
supported.

Optional

Omit

<Replacement>

Whether the card is a new card or a
replacement. The possible values are:
0 = new card; 1 = replacement card.
Needs to be agreed with the card
manufacturer.

Note: Do not use a value '1', which is
for legacy usage only; to replace a
card, we recommend you use Card

Renew: ws_renew_card.

Mandatory

Omit

<PrimaryToken>

AN

16

19

The primary card’s public token. Ifitis
blank then the newly created card is a
primary card, otherwise it is the
secondary card in a
primary/secondary relationship.
Cannot be the token of a card that is
already linked as a secondary card.

Optional

Omit

<Delv_AddrL1>

AN

50

Card purchaser's /delivery address
line 1. Mandatory if ‘Delivery Address’
fields are specified.

Optional

Omit

<Delv_AddrL2>

AN

50

Card purchaser's/delivery address line
2.

Optional

Omit

<Delv_AddrL3>

AN

50

Card purchaser's /delivery address
line 3.

Optional

Omit

<Delv_City>

AN

20

Card purchaser's /delivery address
delivery city. Mandatory if <Delv_
AddrL1> is present, and <Delv_
PostCode> is not present.

Optional

Omit

<Delv_Postcode>

AN

10

Card purchaser's /delivery address
postcode. Mandatory if <Delv_AddrL1>
is present, and <Delv_City> is not
present. See Postcode Permitted

Characters.

Optional

Omit

<Delv_County>

AN

20

Card purchaser's /delivery address
county.

Optional

Omit

<Delv_Country>

AN

Card purchaser's /delivery address
country 3-digit ISO country code (e.g.,
826 for UK). Mandatory if <Delv_

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

AddrL1> is present.

<Delv_Code>

AN

12

The delivery code for the card. If
specified, the card manufacturer
sends all cards with the same delivery
code to the specified delivery address.

Optional

Omit

<Sms_Required>

AN

Whether an SMS is sent to the
cardholder with the card's CVV. 1 =
yes; 0 =No. The defaultis ‘0’. The SMS
is configurable.

Optional

Omit

<|sLive>

Specifies whether the card is active or
not. 1 or True = Active; 0 or False =
Not Active.

Omit

Mandatory

<CardManufacturer>

AN

10

The manufacturer to send the card
generation request to. For example:
TCT, AllPay, GNC, Gemalto, Nitecrest
and Exceet. For a full list, see Card
Manufacturers. If omitted, the default
for the Card Scheme will be used.

Optional

Omit

<CoBrand>

AN

The Co-Brand code for the card. If
supplied it will replace the
PROGRAMID field in the Balance XML
file.

Optional

Omit

<ExternalAuth>

AN

External Authorisation flag. Possible
values are: 0 = Do not set External
Authorisation on; 1 = Set External
Authorisation. Empty value defaults to
0.

Note: For legacy use only. Not
applicable if using EHI.

<ActionCode>

AN

The action code for the response. See
Action Codes.

Omit

Mandatory

<Image>

Base64
Binary

PGP-encrypted image of the card.
Requires configuration within Smart
Client. Check with your
Implementation Manager.

Omit

Conditional

<FeeWaiver>

Indicates whether to waive any web
service fee set up on the system: 0 =
No, 1=Yes. Default is 0.

Optional

Omit

<BlackList>

AN

10

Group code of the card acceptor Deny
list. See Card Acceptor Deny list.

Optional

Omit

<WhiteList>

AN

10

Group code of the card acceptor Allow
list. See Card Acceptor Allow list.

Optional

Omit

<EWALLET>

See eWallet Description.

Omit

Mandatory

<PaymentTokenUsageGroup>

AN

10

Payment token usage group code.
Defines configuration options specific
to the provisioning of a digital payment
token. For details, see the
Tokenisation Guide. This is a numeric
value; only digits 0-9 are valid. Leave
empty if no usage group is required.

Optional

Omit

<VirtualCardlmage>

AN

16

The Image ID for the virtual image for
the new card. Image IDs are set up in

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

Smart Client in the Image Master and
Virtual Card Images screens.

Note: If you do not provide an image
ID, the default virtual card image for
the product is used.

Card Generation file, in the <ORCode>
field. For example: https://www.your-e-
card.com/balance/2909680989632389

For details, see the Card Generation

Interface Specifications.

<ImageSize> N 1 1 The size of the virtual image: 1 = Optional Omit
100%; 2 = 200%; 3 = 300%; 4 = 400%;
5=1500%. Defaultis 1.
<PBlock> AN 4 12 The initial card PIN value. Optional Omit
<Url> AN 1 100 This value will be included in the GPS | Optional Omit

eWallet Description

Type

Minimum
Length

Maximum
Length

Description

Request

Response

<IDENTITY> AN 1 The GPS 16-digit public token. Mandatory Omit Mandatory
in the response.
<CARDS> An array of cards. See CARD Description Omit Mandatory
below.
<ACCOUNTS> An array of accounts. See ACCOUNT Omit Mandatory
Description below; may occur multiple
times.
CARD Description
Minimum Maximum .
Type Description Request Response
Length
<PAN> AN 1 9 Card Number. Unique card identifier. Omit Mandatory
<CRDCURRCODE> AN 3 3 3-letter ISO currency code for the Omit Mandatory
account billing currency.
<CRDPRODUCT> AN 1 50 The identifier of the card product, or Omit Mandatory
Product 1D, within GPS. For details,
check with your Implementation
Manager.
<CUSTCODE> AN 1 50 Customer account number. Mandatory Omit Conditional
in the response if present. Also
displayed in Smart Client as Customer
Reference.
<PRIMARY> AN 1 1 Indicates if the card is the Primary card. | Omit Mandatory
Default value 'Y".
<PROGRAMID> AN 1 50 The ID of the Program this card belongs | Omit Mandatory
to.
<STATCODE> AN 2 2 The status code of the card. See Status | Omit Mandatory
Codes.
<EXPDATE> AN 10 10 Expiry date of the card in YYYY-MM- | Omit Mandatory

DD format.
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ACCOUNT Description
Minimum Maximum L
Description Request Response
Length Length
<ACCNO> AN 1 9 Account number. Omit Mandatory
<ACCTYPE> AN 2 2 Type of card account. See Account Types. Omit Mandatory
<CURRCODE> AN 3 3 3-letter ISO currency code for the account Omit Mandatory
billing currency.
<FINAMT> D 1 20 Balance of the account, excluding blocked Omit Mandatory
amount.
<BLKAMT> D 1 20 Amount of funds blocked on the card Omit Mandatory
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.
<AMTAVL> D 1 20 Balance of the card account. This includes Omit Mandatory
all financials and outstanding
authorisations.
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionieb">

<soapenv:

Header>

<hyp:AuthSoapHeader>

<hyp:
<hyp:

strUserName>******< /hyp:strUserName>
strPassword>******< /hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:

Body>

<hyp:Ws_CreateWallet>

<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
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WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>10</hyp:TxnCode>
ClientCode></hyp:ClientCode>
Title>Mr</hyp:Title>
LastName>Lastname</hyp:LastName>
FirstName>Firstname</hyp:FirstName>
Addrll>0ffice 13, Telfords Yard</hyp:Addrll>
Addrl2>6-8 The Highway, Wapping </hyp:Addrl2>
City>London</hyp:City>

PostCode>E1W 2BS</hyp:PostCode>
Country>826</hyp:Country>
Mobile></hyp:Mobile>
CardDesign>123</hyp:CardDesign>
DOB></hyp:DOB>
LocDate>2013-01-01</hyp:LocDate>
LocTime>120000</hyp:LocTime>
TerminalID></hyp:TerminalID>
LoadValue>10</hyp:LoadValue>
CurCode>GBP</hyp:CurCode>
Reason></hyp:Reason>
AccCode>123456</hyp:AccCode>
ItemSrc>2</hyp:ItemSrc>
LoadFundsType>4</hyp:LoadFundsType>
LoadSrc>10</hyp:LoadSrc>
LoadFee>0.0</hyp:LoadFee>
LoadedBy>Admin</hyp:LoadedBy>
CreateImage>1</hyp:CreateImage>
CreateType>1</hyp:CreateType>
CustAccount></hyp:CustAccount>
ActivateNow>0</hyp:ActivateNow>
ExpDate></hyp:ExpDate>
CardName>GIFT CARD</hyp:CardName>
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<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WhitelList></hyp:WhiteList>
VirtualCardImage></hyp:VirtualCardImage>

LimitsGroup>PMT-VL-002</hyp:LimitsGroup>

MCCGroup></hyp:MCCGroup>

PERMSGroup>PMT-CU-002</hyp : PERMSGroup>
ProductRef></hyp:ProductRef>
CarrierType></hyp:CarrierType>
Fulfili></hyp:Fulfill>
Fulfil2></hyp:Fulfil2>
DelvMethod>@</hyp:DelvMethod>
ThermallLinel></hyp:ThermalLinel>
ThermallLine2></hyp:ThermallLine2>
EmbossLine4></hyp:EmbossLine4>
ImageId></hyp:Imageld>
LogoFrontId></hyp:LogoFrontId>
LogoBackId></hyp:LogoBackId>
Replacement>0</hyp:Replacement>
FeeGroup></hyp:FeeGroup>
PrimaryToken></hyp:PrimaryToken>
Delv_AddrL1></hyp:Delv_AddrL1>
Delv_AddrL2></hyp:Delv_AddrL2>
Delv_AddrL3></hyp:Delv_AddrL3>
Delv_City></hyp:Delv_City>
Delv_County></hyp:Delv_County>
Delv_PostCode></hyp:Delv_PostCode>
Delv_Country></hyp:Delv_Country>
Sms_Required> </hyp:Sms_Required>
SchedFeeGroup></hyp:SchedFeeGroup>

WSFeeGroup></hyp :WSFeeGroup>

CardManufacturer></hyp:CardManufacturer>
CoBrand></hyp:CoBrand>
PublicToken></hyp:PublicToken>
ExternalAuth></hyp:ExternalAuth>
FeeWaiver></hyp:FeeWaiver>
BlackList>Deny list</hyp:BlackList>

ImageSize></hyp:ImageSize>
PBlock>12345</hyp:PBlock>
Url></hyp:Url>

</hyp:Ws_CreateWallet>
</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="

http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_CreatelWalletResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_CreateWalletResult>
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<WSID>2021123456789</WSID>
<IssCode>PMTD</IssCode>
<TxnCode>10</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2014-02-04</LocDate>
<LocTime>130700</LocTime>
<ItemID>0</ItemID>
<ClientCode>0</ClientCode>
<SysDate>2014-08-29</SysDate>
<ActionCode>000</ActionCode>
<LoadValue>0</LoadValue>
<IslLive>false</IsLive>
<StartDate>08/14</StartDate>
<ExpDate>08/17</ExpDate>
<CVV>076</CVV>
<MaskedPAN>123456******7899< /MaskedPAN>
<EWALLET>
<EWALLET xmlns="">
<IDENTITY>9876543212345678</IDENTITY>
<CARDS>
<CARD>
<PAN>9876543212345678</PAN>
<CRDCURRCODE >GBP</CRDCURRCODE >
<CRDPRODUCT >MCRD< /CRDPRODUCT >
<CUSTCODE/ >

<hyp:PaymentTokenUsageGroup></hyp:PaymentTokenUsageGroup>
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<PRIMARY>Y</PRIMARY>
<PROGRAMID>PRG123</PROGRAMID>
<STATCODE>00</STATCODE >
<EXPDATE>2017-08-31</EXPDATE>
</CARD>
</CARDS>
<ACCOUNTS>
<ACCOUNT >
<ACCNO>9876543212345676</ACCNO>
<ACCTYPE>@1</ACCTYPE>
<CURRCODE>EUR< /CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT>
<AMTAVL>0.00</AMTAVL>
</ACCOUNT >
<ACCOUNT >
<ACCNO>9876543212345677</ACCNO>
<ACCTYPE>@1</ACCTYPE>
<CURRCODE>USD< /CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT>
<AMTAVL>0.00</AMTAVL>
</ACCOUNT >
<ACCOUNT >
<ACCNO>9876543212345678</ACCNO>
<ACCTYPE>@1</ACCTYPE>
<CURRCODE >GBP</CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT>
<AMTAVL>0.00</AMTAVL>
</ACCOUNT >
</ACCOUNTS>
</EWALLET>
</EWALLET>
</Ws_CreateWalletResult>
</Ws_CreatelWalletResponse>
</soap:Body>
</soap:Envelope>
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Regenerate the Wallet

APIl: Ws_RegenerateWallet

This web service can be used to regenerate an MFX card. You can select whether to create a new phyiscal linked card, regenerate

the image for the virtual card or return the CVV.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager) Code.
Assigned by GPS.

Mandatory

Mandatory

<PAN>

AN

16

19

Card Number. Mandatory if <PublicToken> is
not provided.

Mandatory in response. Card number is
displayed as masked (e.g.,
675926******1234).

If you are PCI compliant, the full PAN can be
returned. Check with your Implementation
Manager.

Conditional

Mandatory

<PublicToken>

AN

The card’s public token. Mandatory in
request if <PAN> is not present. Mandatory in
the response.

Conditional

Mandatory

<RegenType>

The type of card regeneration:
0 = only return the CVV.

1 = regenerate the physical card if its status
is Lostor Stolen (for other card status, this
regenerates the card image).

2 = only regenerate the card image.

Mandatory

Omit

<Sms_Required>

Whether an SMS is sent to the cardholder
with the card's CVV. 1 =yes; 0 =No. The
defaultis ‘0’. The SMS is configurable.

Mandatory

Omit

<Sms_Content>

Reserved for future use; set to 0.

Mandatory

Omit

<CVv>

AN

Card Verification Value, the 3-digit code
printed on the back of the card.

Omit

Mandatory

<ActionCode>

AN

The action code for the response. See Action
Codes.

Omit

Mandatory

<Image>

Base64
Binary

PGP-encrypted image of the card. Is only
returned if a PGP key has been shared and
configured.

Omit

Conditional

<ExternalRef>

AN

30

Enables you to add your own external
customer reference.

Optional

Omit

<TerminallD>

AN

15

Point of Sale (POS) or other terminal
identifier, such as a hostname.

Optional

Omit

< MailOrSMS>

AN

The cardholder's preferred contact method. 0
= SMS; 1 = email. 2 = SMS and email. Default
value is ‘0’.

Optional

Omit

<FeeWaiver>

Indicates whether to waive any web service
fee set up on the system: 0 = No, 1=Yes.
Defaultis 0.

Optional

Omit

<ImageSize>

The size of the virtual image: 1 =100%; 2 =
200%; 3 =300%; 4 =400%; 5 = 500%.

Optional

Omit
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Type

Minimum
Length

Maximum
Length

Description

Request

Response

Defaultis 1.

<WebServiceResult> AN

Parameter group describing the result of the
Web Service call. Only has values if the
current request returns an action code of 868
Duplicate WSID. See WebServiceResult.

Omit

Mandatory

EWALLET Description
Minimum Maximum -
Type Description Request Response
Length Length
<IDENTITY> AN 9 The GPS 16-digit public token. Mandatory Omit Mandatory
in the response.
<CARDS> An array of cards. See CARD Description Omit Mandatory
below.
<ACCOUNTS> An array of accounts. See ACCOUNT Omit Mandatory
Description below; may occur multiple
times.
CARD Description

Type

Minimum

Maximum

Description

Request

Response

<PAN> AN 1 9 Card Number. Unique card identifier. Omit Mandatory

<CRDCURRCODE> AN 3 3 3-letter ISO currency code for the Omit Mandatory
account billing currency.

<CRDPRODUCT> AN 1 50 The identifier of the card product, or Omit Mandatory
Product 1D, within GPS. For details,
check with your Implementation
Manager.

<CUSTCODE> AN 1 50 Customer account number. Mandatory Omit Conditional
in the response if present. Also
displayed in Smart Client as Customer
Reference.

<PRIMARY> AN 1 1 Indicates if the card is the Primary card. | Omit Mandatory
Default value 'Y".

<PROGRAMID> AN 1 50 The ID of the Program this card belongs | Omit Mandatory
to.

<STATCODE> AN 2 2 The status code of the card. See Status | Omit Mandatory
Codes.

<EXPDATE> AN 10 10 Expiry date of the card in YYYY-MM- | Omit Mandatory
DD format.

ACCOUNT Description
Minimum Maximum -
Type Description Request Response
Length Length

<ACCNO> AN 9 Account number of the card. Omit Mandatory

<ACCTYPE> AN 2 Type of card account. See Account Types. Omit Mandatory

<CURRCODE> AN 3 3-letter ISO currency code for the currency | Omit Mandatory

(e.g. EUR).
<FINAMT> D 20 Balance of the account, excluding blocked Omit Mandatory

amount.
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Minimum

Length

Maximum

Length

Description Request Response

<BLKAMT>

20

Amount of funds blocked on the card Omit Mandatory
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.

<AMTAVL>

20

Balance of the card account. This includes Omit Mandatory
all financials and outstanding
authorisations.

WebServiceResult

This parameter is returned in the response to a request when the request included the same WSID as a previosuly submitted
request. It can be used to check if the previous request was successful.

Minimum Maximum -
Description
Length Length

<WSID> N 1 19 Web service ID from the original request.
<IssCode> AN 1 4 GPS lIssuer (Program Manager) Code. Assigned by GPS.
<PublicToken> AN 1 9 The public token of the card from the original request.
<Response> AN 3 3 Three digit action code indicating the status of the request. If

successful, returns: 000.
<Description> AN 1 50 Description of the status of the original request. If successful,

returns: Normal, approve.
<ActionCode> AN 3 3 The action code for the response. See Action Codes.

Request
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">
<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******< /hyp:strUserName>

<hyp:strPassword>******</hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:
<hyp:Ws_RegeneratelWallet>
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
</hyp:Ws_RegenerateWallet>

Body>

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>

PAN></hyp: PAN>

PublicToken>123456789</hyp:PublicToken>
RegenType>1</hyp:RegenType>

Sms_Required>@</hyp:Sms_Required>

Sms_Content>0</hyp:Sms_Content>

ExternalRef>ABCDOO1</hyp:ExternalRef>

TerminalID>POS-TEST</hyp:TerminalID>
MailOrSMS>0</hyp:MailOrSMS>
FeeWaiver>@</hyp:FeeWaiver>

ImageSize>1</hyp:ImageSize>

</soapenv:Body>

</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_RegenerateWalletResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_RegenerateWalletResult>

© 2023 Global Processing Services Ltd. All Rights Reserved. 263



Web Services Guide

3.16

<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<PAN/>
<PublicToken>123456789</PublicToken>
<ActionCode>000</ActionCode>
<CVV>123</CVV>
<WebServiceResult/>
</Ws_RegenerateWalletResult>
</Ws_RegenerateWalletResponse>
</soap:Body>
</soap:Envelope>
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Wallet Bulk Create

APIl: Ws_BulkWalletCreation

This web service creates a bulk number of wallets in a single request. It takes an XML document as its input parameter with the
information needed to create wallets. It produces another XML document with the list of newly created wallets as a response.

Note: Tags marked as optional do not need to be supplied.

Record Description

Minimum Maximum

Type Description Request Response
e Length Length 2 < 2
<Isscode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Omit
by GPS.
<Reg> XML 1 1024 XML document that contains the details of the Mandatory Omit

cards to be created. Such as the customer details
and the card design. See XML File Record

Description below.

<WalletCreated> N 1 5 Number of wallets created. Omit Mandatory
<WalletNotCreated> N 1 5 Number of wallets failed to create. Omit Mandatory
<RequestWithError> AN 1 100 Details of the request which caused the error in Omit Conditional

card creation. It is mandatory when an error
occur in card creation.

<ActionCode> AN 3 3 The action code for the response Omit Mandatory

<Wallets> - - - Returns an array of Wallets. See Wallets Omit Optional
Description below. Can occur multiple times
within the message.

Wallets Description

Minimum Maximum
Length Length

Description Request Response

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Omit Mandatory
Assigned by GPS.

<PublicToken> AN 1 9 The card’s public token. Mandatory in the Omit Mandatory
response.
<ExternalRef> AN 1 30 Enables you to add your own external Omit Conditional

customer reference.

<ltemld> AN 1 20 The unique item ID returned for this request. | Omit Mandatory

<ClientCode> AN 1 64 User ID of the customer using the service. Omit Conditional
Only applicable to systems using member
logins. Returned in the response if present
in the request.

Note: Legacy field. Not used.

<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Omit Mandatory

Action Codes.

<LoadValue> D 1 20 Load value to put on the card. The amount Omit Mandatory
can include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.
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Minimum Maximum -
Description Request Response
Length Length
<IsLive> N 1 1 Specifies whether the card is active or not. 1 | Omit Mandatory
or True = Active; 0 or False = Not Active.
<StartDate> AN 5 5 Start date printed on the card in the format Omit Mandatory
MM/YY.
<EndDate> AN 5 5 Physical end date printed on the card in the | Omit Mandatory
format MM/YY.
<ExpDate> MM/YY 5 10 Card expiry date. If left blank, updates with Omit Mandatory
the default expiry date, based on the Card
Scheme's validity period in months,
otherwise updates with the input value. This
also applies to replacement cards. The
actual physical expiry is returned in MM/YY
format.
<CVv> AN 3 3 Card Verification Value, the 3-digit code Omit Mandatory
printed on the back of the card.
<MaskedPAN> AN 16 19 Card number displayed as masked (e.g., Omit Mandatory
675926******1234). Note. The full PAN can
be returned if you are PCI DSS compliant.
Contact your Implementation Manager.
<EWALLET> - - - An array of eWallets.
eWallet Response
Minimum Maximum o
Description Request Response
Length Length
<IDENTITY> AN 1 9 The GPS 16-digit public token. Mandatory in | Omit Mandatory
the response.
<CARD> See CARD Description below Omit Mandatory
<ACCOUNT> See ACCOUNT Description below. May Omit Mandatory
occur multiple times.
ACCOUNT Description
Minimum Maximum -
Description Request Response
Length Length
<ACCNO> AN 1 9 Account number. Omit Mandatory
<ACCTYPE> AN 2 2 Type of card account. See Account Types. Omit Mandatory
<CURCODE> AN 3 3 3-letter ISO currency code for the account Omit Mandatory
billing currency.
<FINAMT> D 1 20 Balance of the account, excluding blocked Omit Mandatory
amount.
<BLKAMT> D 1 20 Amount of funds blocked on the card account | Omit Mandatory
as a result of all outstanding authorisations.
The balance amount can include up to four
decimal places, depending on the currency
exponent (e.g., 10.99 for EUR which has a
currency exponent of 2). See Currency
Codes.
<AMTAVL> D 1 20 Balance of the card account. This includes all | Omit Mandatory
financials and outstanding authorisations.

© 2023 Global Processing Services Ltd. All Rights Reserved.

266


Account_Types.htm
https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes

Web Services Guide 3.16
CARD Description
Minimum Maximum -
Type Description Request Response
Length Length
<PAN> AN 1 9 Plastic card’s PAN Omit Mandatory
<PRIMARY> AN 1 1 Primary indicator - Default value “Y” Omit Mandatory
<CRDPRODUCT> AN 1 50 Product type Omit Mandatory
<PROGRAMID> AN 1 50 Card’s program id Omit Mandatory
<CUSTACCOUNT> AN 1 50 Customer account number. Mandatory Omit Conditional
in the response if present.
<STATCODE> AN 2 2 Card’s status Omit Mandatory

XML File Record Description

Minimum
Length

Type

Maximum
Length

Description

Request

<ClientCode> AN 1 64

User ID of the customer using the service. Only
applicable to systems using member logins.
Returned in the response if present in the
request.

Note: Legacy field. Not used.

Optional

<Title> AN 1 4

Cardholder’s title. Also used as the card
purchaser's title if no delivery address is
supplied.

Optional

<LastName> AN 1 20

Cardholder's last name. If no delivery address is
supplied it is also assumed to be the card
purchaser’s last name.

Conditional

<FirstName> AN 1 20

Cardholder's first name. If no delivery address is
supplied it is also assumed to be the card
purchaser’s first name

Mandatory if <lastName> is present.

Conditional

<Addrl1> AN 1 50

Cardholder's address line 1. Also used as the
card purchaser's address line 1 if no delivery
address is supplied. Mandatory if ‘Address’ fields
are specified.

Conditional

<Addrl2> AN 1 50

Cardholder's address line 2. Also used as the
card purchaser's address line 2 if no delivery
address is supplied.

Optional

<AddrI3> AN 1 50

Cardholder's address line 3. Also used as the
card purchaser's address line 3 if no delivery
address is supplied.

Optional

<City> AN 1 20

Cardholder's home city. Also used as the card
purchaser's city if no delivery address is supplied.
Mandatory if <addrL1> is present, and <postcode>
is not present.

Conditional

<Postcode> AN 1 10

Cardholder's home postcode. Also used as the
card purchaser's postcode if no postcode is
supplied. Mandatory if <addrL1> is present, and
<city> is not present. See Postcode Permitted
Characters.

Conditional

<Country> AN 1 3

Cardholder’s country of residence. This is
represented as a 3 digit ISO country code (e.qg.
826 for UK). Mandatory if <addrl1> is present.

Conditional
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Minimum

Length

Maximum

Description

Request

<Mobile>

AN

25

25

Cardholder’s mobile phone number (including
dialing code if applicable). See Processing of
Telephone Numbers.

Optional

<PublicToken>

AN

The card’s public token.The public token of the
newly-created card is always returned in the
response. If a replacement card is required,
specify the 9-digit public token of the original
card.

Conditional

<CardDesign>

AN

The identifier of the card product, or Product 1D,
within GPS. For details, check with your
Implementation Manager. Mandatory if not a
replacement card request. Note: this is not the
same field as the CrdDesign or ProductRef,

Conditional

<DOB>

YYYY-MM-
DD

10

10

The cardholder's date of birth.

Optional

<LocDate>

YYYY-MM-
DD

10

10

The local current date in year-month-date format.

Mandatory

<LocTime>

HHMMSS

The local current time, in hour-minute-second
format.

Mandatory

<LoadValue>

20

Load value to put on the card. The amount can
include up to four decimal places, depending on
the currency exponent (e.g., 10.99 for EUR which
has a currency exponent of 2). See Currency
Codes.

Mandatory

<CurCode>

AN

3-letter ISO currency code for the currency to
load (e.g. EUR). This must match the card’s
currency or the action will fail (Note: For a Multi-
FX card, the card can be loaded in any of the
card's currencies). If not provided, then card’s

billing currency will be used. See Currency
Codes.

Conditional

<Reason>

AN

60

Reason for the card's status change. Overrides
default of ‘Card Activated’ that is shown in the
card processor. Text is shown in the Smart Client
Tracker screen.

Optional

<AccCode>

AN

Access code. If provided, must be 6 digits,
leading zeroes are acceptable. Leave empty if
not required.

Optional

<ltemSrc>

Source field to define alternate fees. Legacy field
for information purposes only; see Item Source

Types. Suggest using 0.

Mandatory

<LoadFundsType>

AN

Payment method used to load funds onto the
card. See Load Fund Types.

Optional

<LoadSrc>

AN

The source of the load request is used to
determine the fee for the load, if applicable. If
omitted, defaults to 14 “Unknown”. See Load
Sources.

Optional

<LoadFee>

20

Fixed fee amount charged to the card purchaser
for handling the card purchase and load. The
amount can include up to four decimal places,
depending on the currency exponent (e.g., 10.99
for EUR which has a currency exponent of 2).
See Currency Codes. If no load fee is required,

Mandatory
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Type

Minimum
Length

Maximum
Length

Description

Request

specify 0. The load fee does not affect the card
balance. It is only reported in the XML.

<LoadedBy>

AN

30

User who loaded the card.

Optional

<Createlmage>

Specifies whether to create a card image. 1= yes,
0 = No. Images are returned in the <image>
response parameter, encrypted by a pre-shared
PGP encryption key.

Mandatory

<CreateType>

This field is mandatory unless it is a replacement
card request. There are five possible values:

1 = Create a virtual card. Can be converted to a
physical card at a later stage using the Convert
Card web service.

2 = Create physical card. Also triggers the
creation of a card file which is sent to the
manufacturer.

3 = Create a virtual card with intention to convert
it into a physical card later.

4 = Create a Master Virtual Card which is a
deposit account that can be used to load other
cards from.

5 = Create a virtual card and convert to a physical
card. Triggers the creation of a card file which is
sent to the manufacturer.

Note: To use create type 5, the card must be
created under a virtual product.

Note: If the virtual card is activated then the
physical card will also be active, so you should
consider the security implications of this. Please
speak to your implementation manager.

Conditional

<CustAccount>

AN

25

Cardholder account number or reference number.
You can use this reference to find the cards
linked to a cardholder. Also displayed in Smart
Client as Customer Reference.

Optional

<ActivateNow>

Whether to activate the card. 1= Yes, 0=No.
When <Quantity> is greater than 1 then creation
of <Quantity> numbers of identical cards will
trigger a batch process that starts within minutes
of the request. If <ActivateNow>is 1in such
requests then the issued tokens are sent to the
customer already activated. This parameter only
applies if the request is for a new card.

Mandatory

<ExpDate>

YYYY-MM-
DD

10

10

Card expiry date. If left blank, updates with the
default expiry date, based on the Card Scheme's
validity period in months, otherwise updates with
the input value. This also applies to replacement
cards. The actual physical expiry is returned in
MM/YY format.

Optional

<CardName>

AN

27

The embossed name on the card. If present in the
request then the embossed name on the card
should be the given value. If it is not available and
<Firstname> and <Lastname> are available then
<Title> + <Firstname> + <Lastname> will be the
embossed name. If all the above parameters are
unavailable in the request then the default
embossed name remains as the embossed

Optional
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Minimum Maximum -
Description Request

Length Length

name. If a replacement card is requested, the
original value of the embossed name will be used
if no new names are supplied. If a blank
embossed name is required, then pass a single
space character. See Card Name Permitted

Characters.

<LimitsGroup> AN 1 10 Group code of the Limits Group. If this parameter | Optional
is not supplied and this is a new card request,
then the default group for the card's product will
be used. If the default group is not required, you
can remove it by passing a space character * ‘.
Note: The Limits Group is set up and configured
via Smart Client.

<MCCGroup> AN 1 10 Group code of the MCC Group. If this parameter | Optional
is not supplied and this is a new card request
then the default group for the cards product is
used. If the default group is not required, you can
remove it by passing a space character ‘ ‘. The
MCC group allows the card to be linked to a list of
Merchant Category Codes (MCCs) that the card
is allowed to or conversely is NOT allowed to
transact at. Note: The MCC Group is set up and
configured via Smart Client.

<PERMSGroup> AN 1 10 Group code of the Usage Group. If this parameter | Optional
is not supplied and this is a new card request
then the default group for the card's product is
used. If the default group is not required, you can
remove it passing a space character ‘ ‘. Note: The
Usage Group is set up and configured via Smart
Client.

<FeeGroup> AN 1 10 Group code of the Fee Group. If this parameteris | Optional
not supplied and this is a new card request then
the default group for the cards product is used. If
the default group is not required, you can remove
it by passing a space character * . Note: The Fee
Group is set up and configured via Smart Client.

<SchedFeeGroup> AN 1 10 Group code of the Scheduled Fee Group. If this Optional
parameter is not supplied and this is a new card
request then the default group for the cards
product will be used. If the default group is not
required, it can be removed by passing a space
character ‘ *.Note: The Scheduled Fee Group is
set up and configured via Smart Client.

<WSFeeGroup> AN 1 10 Code of the Web Service Fee Group (). If this Optional
parameter is not supplied and this is a new card
request then the default group for the cards
product is used. If the default group is not
required, you can remove it by passing a space
character * *. WSFeeGroup allows the card to be
linked to a set of web service fees that are set up
on the system. Note: The Web Service Fee
Group is set up and configured via Smart Client.

<ProductRef> AN 1 50 The physical card design reference as used by Optional
the Card Manufacturer. Identifies the PRODUCT _
REF field in the XML file sent to the card
manufacturer.
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Maximum

Length

Description

Request

<CarrierType>

AN

30

The Carrier Product design reference as used by
the Card Manufacturer. This is the letter onto
which the card is attached when sent to the
cardholder. |dentifies the Carrier Product type of
the Card Manufacturer.

Optional

<Fulfil1>

AN

50

Free text field which can be used for transferring
extra information to the card manufacturer, for
example, to be printed on the Carrier. Identifies
the FULFIL1 field in the XML file sent to the card
manufacturer.

Optional

<Fulfil2>

AN

50

Free text field which can be used for transferring
extra information to the card manufacturer, for
example, to be printed on the Carrier. Identifies
the FULFILZfield in the XML file sent to the card
manufacturer.

Optional

<DelvMethod>

AN

The delivery method for the card. Options
include:

0 = Standard delivery;

1 = Registered mail;

2 = Direct delivery;

3 = Customized DelvMethod 1;
4 = Customized DelvMethod 2;
5 = Customized DelvMethod 3;
6= Customized DelvMethod 4;
7 = Customized DelvMethod 5;

Default value is 0

Optional

<ThermallLine1>

AN

120

Free text field which can be used for transferring
extra information to be printed on the card. For
example, to add a customer service phone
number.

Optional

<ThermallLine2>

AN

70

Free text field which can be used for transferring
extra information to be printed on the card. For
example, to add a link to your service terms and
conditions.

Optional

<Lang>

AN

Two digit ISO 639-1 Language code to be used
for card mailers (e.g., En = English; Fr = French).

Note: The available languages depend on the
card manufacturer support.

Also used if bespoke SMS templates are set up.

Optional

<EmbossLine4>

AN

27

The card’s embossed line 4 on the front of the
card. Could be used for example, to add an
account number or sort code.

Optional

<Imageld>

AN

16

Reference which identifies the card
manufacturer's image file that will be printed on
the face of the card.

Optional

<LogoFrontld>

AN

30

Reference which identifies the card
manufacturer's logo logo file that will be printed
on the face of the card.

Optional

<LogoBackld>

AN

30

Reference which identifies the card
manufacturer's logo file that will be printed on the
back of the card, if supported.

Optional
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Minimum Maximum -
Type Description Request
Length Length
<Replacement> N 1 1 Whether the card is a new card or a replacement. | Mandatory
The possible values are: 0 = new card; 1 =
replacement card. Needs to be agreed with the
card manufacturer.
Note: Do not use a value '1', which is for legacy
usage only; to replace a card, we recommend
you use Card Renew: ws renew card.,
<PrimaryToken> AN 16 19 The primary card’s public token. If it is blank then | Optional
the newly created card is a primary card,
otherwise it is the secondary card in a
primary/secondary relationship. Cannot be the
token of a card that is already linked as a
secondary card.
<Delv_AddrL1> AN 1 50 Card purchaser's /delivery address line 1. Optional
Mandatory if ‘Delivery Address’ fields are
specified.
<Delv_AddrL2> AN 1 50 Card purchaser's/delivery address line 2. Optional
<Delv_AddrL3> AN 1 50 Card purchaser's /delivery address line 3. Optional
<Delv_City> AN 1 20 Card purchaser's /delivery address delivery city. Optional
Mandatory if <Delv_AddrL1> is present, and <Delv_
PostCode> is not present.
<Delv_Postcode> AN 1 10 Card purchaser's /delivery address postcode. Optional
Mandatory if <Delv_AddrL1> is present, and <Delv_
City> is not present. See Postcode Permitted
Characters.
<Delv_County> AN 1 20 Card purchaser's /delivery address county. Optional
<Delv_Country> AN 1 3 Card purchaser's /delivery address country 3- Optional
digit ISO country code (e.g., 826 for UK).
Mandatory if <Delv_AddrL1> is present.
<Delv_Code> AN 1 12 The delivery code for the card. If specified, the Optional
card manufacturer sends all cards with the same
delivery code to the specified delivery address.
<Sms_Required> AN 1 1 Whether an SMS is sent to the cardholder with Optional
the card's CVV. 1 = yes; 0 =No. The default is ‘0’.
The SMS is configurable.
<CardManufacturer> AN 1 10 The manufacturer to send the card generation Optional
request to. For example: TCT, AllPay, GNC,
Gemalto, Nitecrest and Exceet. For a full list, see
Card Manufacturers. If omitted, the default for the
Card Scheme will be used.
<CoBrand> AN 1 6 The Co-Brand code for the card. If supplied it will | Optional
replace the PROGRAMID field in the Balance
XML file.
<ExternalAuth> AN 1 1 External Authorisation flag. Possible values are: Omit
0 = Do not set External Authorisation on; 1 = Set
External Authorisation. Empty value defaults to 0.
Note: For legacy use only. Not applicable if using
EHI.
<FeeWaiver> N 1 1 Indicates whether to waive any web service fee Optional
set up on the system: 0 = No, 1=Yes. Default is 0.
<BlackList> AN 1 10 Group code of the card acceptor Deny list. See Optional
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Maximum
Length

Minimum
Length

Description

Request

Card Acceptor Deny list.

<WhiteList> AN 1 10

Group code of the card acceptor Allow list. See
Card Acceptor Allow list.

Optional

<PaymentTokenUsageGroup> AN 1 10

Payment token usage group code. Defines
configuration options specific to the provisioning
of a digital payment token. For details, see the
Tokenisation Guide. This is a numeric value; only
digits 0-9 are valid. Leave empty if no usage
group is required.

Optional

<VirtualCardimage> AN 1 16

The Image ID for the virtual image for the new
card. Image IDs are set up in Smart Client in the
Image Master and Virtual Card Images screens.

Note: If you do not provide an image ID, the
default virtual card image for the product is used.

Optional

<ImageSize> N 1 1

The size of the virtual image: 1 =100%; 2 =
200%; 3 = 300%; 4 = 400%; 5 = 500%. Default is
1.

Optional

<Url> AN 1 100

This value will be included in the GPS Card
Generation file, in the <QRCode> field. For
example: https://www.your-e-
card.com/balance/2909680989632389

For details, see the Card Generation Interface
Specifications.

Optional

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionheb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_BulkWalletCreation>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:Reqg>
<WALLETREQ>
<WALLET>
<ClientCode>[User Id]</ClientCode>
<Title>[Card holder’s Title]</Title>
<LastName>[Last name]</LastName>
<FirstName>[First name]</FirstName>
<Addrlil>[Address Line 1]</Addrll>
<Addrl2>[Address Line 2]</Addrl2>
<City>[City]</City>
<PostCode>[Postcode]</PostCode>
<Country>[Numeric Country code]</Country>
<Mobile>[Card holder’s Mobile number]</Mobile>
<CardDesign>[Numeric Card Dedign Code]</CardDesign>

<ExternalRef>[External Reference Number of the card]</ExternalRef>

<DOB>[Card Holder’s date of birth]</DOB>

<TerminalID>[Identification number of the card terminal]</TerminallID>

<LoadValue>[Amount load to the card]</LoadValue>
<CurCode>[Alphabetic currency code]</CurCode>
<Reason>[Notes]</Reason>

<AccCode>[6 digit passcode]</AccCode>

<ItemSrc>[Item source]</ItemSrc>

<LoadFundsType>[Load fund type]</LoadFundsType>
<LoadSrc>[Load source]</LoadSrc>

<LoadFee>[Load fee]</LoadFee>

<LoadedBy>[User who load the card]</LoadedBy>
<CreateImage>[Numeric code for image creation]</CreatelImage>
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<CreateType>[Type of the card Virtual/Physical]</CreateType>
<CustAccount>[Customer account number]</CustAccount>
<ActivateOrNot>[Parameter to specify the card is activate or not 1/@0]</ActivateOrNot>
<ExpDate>[Cards expiry date]</ExpDate>
<CardName>[Card’s Emboss name]</CardName>
<LimitsGroup>[Group code of the group limit]</LimitsGroup>
<MCCGroup>[Group code of the MCC group]</MCCGroup>
<PERMSGroup>[Group code of the Usage group]</PERMSGroup>
<ProductRef>[Product reference code]</ProductRef>
<CarrierType>[Carrier Type]</CarrierType>
<Fulfill>[FULFIL1]</Fulfill>
<Fulfil2>[FULFIL2]</Fulfil2>
<DelvMethod>[Delivery method]</DelvMethod>
<ThermalLinel>[Thermal line 1]</ThermallLinel>
<ThermallLine2>[Thermal line 2]</ThermallLine2>
<EmbossLine4>[Emboss line 4]</EmbossLine4>
<ImageId>[Image file id]</ImageId>
<LogoFrontId>[Front logo id]</LogoFrontId>
<LogoBackId>[Back logo id]</LogoBackId>
<Replacement>[Replacement flag]</Replacement>
<FeeGroup>[Group code of fee group]</FeeGroup>
<PrimaryToken>[Public token of primary card]</PrimaryToken>
<Delv_AddrL1>[Delivery Address Line 1]</Delv_AddrL1>
<Delv_AddrL2>[Delivery Address Line 2]</Delv_AddrL2>
<Delv_AddrL3>[Delivery Address Line 3]</Delv_AddrL3>
<Delv_City>[Delivery City]</Delv_City>
<Delv_PostCode> [Delivery Postcode]</Delv_PostCode>
<Delv_County>[Delivery County]</Delv_County>
<Delv_Country>[Delivery Country]</Delv_Country>
<Sms_Required>[SMS Required(1/@)]</Sms_Required>
<SchedFeeGroup>[Group code of schedule or recurring fee]</SchedFeeGroup>
<WSFeeGroup>[Group code of web service fee]</WSFeeGroup>
<CardManufacturer>[Card manufacturer code]</CardManufacturer>
<CoBrand>[Cobrand]</CoBrand>
<BlackList>[Card acceptor Deny list]</BlackList>
<WhiteList>[Card acceptor Allow list]</WhitelList>
<PaymentTokenUsageGroup>[Payment Token Usage Id - Numeric]</PaymentTokenUsageGroup>
<Url>[link to add to QRC code field in card generation file]</Url>
</WALLET>
<WALLET>
<ClientCode>[User Id]</ClientCode>
<Title>[Card holder’s Title]</Title>
<LastName>[Last name]</LastName>
<FirstName>[First name]</FirstName>
<Addrll>[Address Line 1]</Addrlil>
<Addrl2>[Address Line 2]</Addrl2>
<City>[City]</City>
<PostCode>[Postcode]</PostCode>
<Country>[Numeric Country code]</Country>
<Mobile>[Card holder’s Mobile number]</Mobile>
<CardDesign>[Numeric Card Dedign Code]</CardDesign>
<ExternalRef>[External Reference Number of the card]</ExternalRef>
<DOB>[Card Holder’s date of birth]</DOB>
<TerminalID>[Identification number of the card terminal]</TerminalID>
<LoadValue>[Amount load to the card]</LoadValue>
<CurCode>[Alphabetic currency code]</CurCode>
<Reason>[Notes]</Reason>
<AccCode>[6 digit passcode]</AccCode>
<ItemSrc>[Item source]</ItemSrc>
<LoadFundsType>[Load fund type]</LoadFundsType>
<LoadSrc>[Load source]</LoadSrc>
<LoadFee>[Load fee]</LoadFee>
<LoadedBy>[User who load the card]</LoadedBy>
<CreateImage>[Numeric code for image creation]</CreateImage>
<CreateType>[Type of the card Virtual/Physical]</CreateType>
<CustAccount>[Customer account number]</CustAccount>
<ActivateOrNot>[Parameter to specify the card is activate or not 1/@0]</ActivateOrNot>
<ExpDate>[Cards expiry date]</ExpDate>
<CardName>[Card’s Emboss name]</CardName>
<LimitsGroup>[Group code of the group limit]</LimitsGroup>
<MCCGroup>[Group code of the MCC group]</MCCGroup>
<PERMSGroup>[Group code of the Usage group]</PERMSGroup>
<ProductRef>[Product reference code]</ProductRef>
<CarrierType>[Carrier Type]</CarrierType>
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<Fulfill1>[FULFIL1]</Fulfill>
<Fulfil2>[FULFIL2]</Fulfil2>
<DelvMethod>[Delivery method]</DelvMethod>
<ThermalLinel>[Thermal line 1]</ThermallLinel>
<ThermalLine2>[Thermal line 2]</ThermallLine2>
<EmbossLine4>[Emboss line 4]</EmbossLine4>
<ImageId>[Image file id]</Imageld>
<LogoFrontId>[Front logo id]</LogoFrontId>
<LogoBackId>[Back logo id]</LogoBackId>
<Replacement>[Replacement flag]</Replacement>
<FeeGroup>[Group code of fee group]</FeeGroup>
<PrimaryToken>[Public token of primary card]</PrimaryToken>
<Delv_AddrL1>[Delivery Address Line 1]</Delv_AddrL1>
<Delv_AddrL2>[Delivery Address Line 2]</Delv_AddrL2>
<Delv_AddrL3>[Delivery Address Line 3]</Delv_AddrL3>
<Delv_City>[Delivery City]</Delv_City>
<Delv_PostCode> [Delivery Postcode]</Delv_PostCode>
<Delv_County>[Delivery County]</Delv_County>
<Delv_Country>[Delivery Country]</Delv_Country>
<Sms_Required>[SMS Required(1/0)]</Sms_Required>
<SchedFeeGroup>[Group code of schedule or recurring fee]</SchedFeeGroup>
<WSFeeGroup>[Group code of web service fee]</WSFeeGroup>
<CardManufacturer>[Card manufacturer code]</CardManufacturer>
<CoBrand>[Cobrand]</CoBrand>
<BlackList>[Card acceptor Deny list]</BlackList>
<WhiteList>[Card acceptor Allow list]</WhitelList>
<PaymentTokenUsageGroup>[Payment Token Usage Id - Numeric]</PaymentTokenUsageGroup>
<Url>[1link to add to QRC code field in card generation file]</Url>
</WALLET>
</WALLETREQ>
</hyp:Req>
</hyp:Ws_BulkWalletCreation>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_BulkWalletCreationResponse xmlns="http://www.globalprocessing.ae/Hyperionkeb">
<Ws_BulkWalletCreationResult>
<WalletCreated>2</WalletCreated>
<WalletNotCreated>0</WalletNotCreated>
<ActionCode>000</ActionCode>
<RequestWithError/>
<Wallets>
<Wallets xmlns=
<Wallet>
<IssCode>PMT</IssCode>
<PublicToken>123456789</PublicToken>
<ItemID>123456</ItemID>
<ClientCode>0</ClientCode>
<SysDate>2014-09-01</SysDate>
<ActionCode>000</ActionCode>
<LoadValue>10</LoadValue>
<IsLive>false</IsLive>
<StartDate>09/14</StartDate>
<ExpDate>09/17</ExpDate>
<CVV>130</CVV>
<MaskedPAN>987654******32109</MaskedPAN>
<EWALLET>
<EWALLET>
<IDENTITY>9876543210123456</IDENTITY>
<CARDS>
<CARD>
<PAN>9876543210123456</PAN>
<CRDCURRCODE >GBP</CRDCURRCODE >
<CRDPRODUCT>MCRD< /CRDPRODUCT >
<CUSTCODE/ >
<PRIMARY>Y</PRIMARY>
<PROGRAMID>ABCD123</PROGRAMID>
<STATCODE>00</STATCODE >
<EXPDATE>2017-09-30</EXPDATE>
</CARD>

>
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</CARDS>
<ACCOUNTS>
<ACCOUNT>
<ACCNO>9876543210123457</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE>EUR</CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>0.00</AMTAVL >
</ACCOUNT>
<ACCOUNT>
<ACCNO>9876543210123458</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE>USD< /CURRCODE >
<FINAMT>10.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>10.00</AMTAVL>
</ACCOUNT>
<ACCOUNT>
<ACCNO>9876543210123456</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE >GBP</CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>0.00</AMTAVL >
</ACCOUNT>
</ACCOUNTS>
</EWALLET>
</EWALLET>
</Wallet>
<Wallet>
<IssCode>ORWL</IssCode>
<PublicToken>123456788</PublicToken>
<ItemID>89031</ItemID>
<ClientCode>@</ClientCode>
<SysDate>2014-09-01</SysDate>
<ActionCode>000</ActionCode>
<LoadValue>10</LoadValue>
<IsLive>false</IsLive>
<StartDate>@9/14</StartDate>
<ExpDate>09/17</ExpDate>
<CVV>589</CVV>
<MaskedPAN>987654******12309< /MaskedPAN>
<EWALLET>
<EWALLET>
<IDENTITY>9876543210123459</IDENTITY>
<CARDS>
<CARD>
<PAN>9876543210123459</PAN>
<CRDCURRCODE >GBP</CRDCURRCODE >
<CRDPRODUCT>MCRD< /CRDPRODUCT >
<CUSTCODE/>
<PRIMARY>Y</PRIMARY>
<PROGRAMID>ABCD123</PROGRAMID>
<STATCODE>00</STATCODE >
<EXPDATE>2017-09-30</EXPDATE>
</CARD>
</CARDS>
<ACCOUNTS>
<ACCOUNT>
<ACCNO>9876543210123461</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE>EUR</CURRCODE >
<FINAMT>10.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>10.00</AMTAVL >
</ACCOUNT>
<ACCOUNT>
<ACCNO0>9876543210123460</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE>USD</CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>0.00</AMTAVL >
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</ACCOUNT>

<ACCOUNT>
<ACCNO>9876543210123459</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE >GBP</CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT>
<AMTAVL>0.00</AMTAVL>

</ACCOUNT>

</ACCOUNTS>
</EWALLET>
</EWALLET>
</Wallet>
</Wallets>
</Wallets>
</Ws_BulkWalletCreationResult>
</Ws_BulkWalletCreationResponse>
</soap:Body>
</soap:Envelope>
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Wallet Balance Enquiry

APIl: Ws_Balance_Enquiry_Wallet

This web service returns the current available balance on each of the currency wallets for a multi-FX card.

Record Description

Minimum

Maximum

Description Request Response
Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned | Mandatory Mandatory
by GPS.
<TxnCode> AN 1 2 The Transaction Code. See Transaction Codes. Mandatory Mandatory
Default value is ‘3.
<ClientCode> AN 1 64 User ID of the customer using the service. Only Conditional Conditional
applicable to systems using member logins.
Returned in the response if present in the
request. Note: Legacy field. Not used.
<ltemSrc> N 1 5 Source field which defines the item source type. Mandatory Omit
See Item Source Types. If used, overrides any
existing fees for using this web service.
<AuthType> AN 1 1 Parameter to specify how the card should be Mandatory Omit
authenticated. See Authentication Methods.
<PAN> AN 16 19 Card Number. Mandatory if <PublicToken> is not Conditional Omit
provided.
<PublicToken> AN 1 9 The card’s public token. Mandatory in request if Conditional Mandatory
<PAN> is not present. Mandatory in the response.
<DOB> YYYY-MM- | 10 10 Date of Birth. Mandatory if value of <AuthType>is | Conditional Omit
DD ‘2’ or‘6’.
<CVV> AN 3 3 Card Verification Value, the 3-digit code printed Conditional Omit
on the back of the card. Mandatory if the value of
<AuthType> is ‘3’.
<AccCode> AN 0 6 Access code or passcode, which can be used Conditional Omit
to set a code which is validated during activation
(e.g. via the GPS IVR system). If provided, must
be 6 digits; leading zeroes are acceptable.
Mandatory if the value of <AuthType> is ‘4’. Leave
empty if not required.
<LastName> AN 1 20 Cardholder's last name, used to authenticate the | Conditional Omit
cardholder if the value of <AuthType>is ‘6.
<LocDate> YYYY-MM- | 10 10 The local current date in year-month-date format. | Mandatory Mandatory
DD
<LocTime> HHMMSS 6 6 The local current time, in hour-minute-second Mandatory Mandatory
format.
<SysDate> YYYY-MM- | 10 10 The system processing date. Omit Mandatory
DD
<ActionCode> AN 3 3 The action code for the response. See Action Omit Mandatory
Codes.
<PINStatus> N 1 1 Indicates whether the allowed number of Omit Mandatory
card PIN tries has been exceeded. 0 = No; 1
=Yes.
<EWALLET> See EWALLET Details below. Omit Mandatory
© 2023 Global Processing Services Ltd. All Rights Reserved. 278



Web Services Guide

3.16

EWALLET Details
Minimum Maximum -
Description Request Response
Length Length
<IDENTITY> AN 1 16 The GPS 16-digit public token. Mandatory in | Omit Mandatory
the response.
<CARD> See CARD Details below. Omit Mandatory
<ACCOUNT> See ACCOUNT Details below; may occur Omit Mandatory
multiple times.
ACCOUNT Details
Minimum Maximum o
Description Request Response
Length Length
<ACCNO> AN 1 9 Account number. Omit Mandatory
<ACCTYPE> AN 2 2 Type of card account. See Account Types. Omit Mandatory
<CURRCODE> AN 3 3 Alpha currency code of the account. Omit Mandatory
<FINAMT> D 1 20 Balance of the account excluding blocked Omit Mandatory
amount.
<BLKAMT> D 1 20 Amount of funds blocked on the card Omit Mandatory
account as a result of all outstanding
authorisations. The balance amount can
include up to four decimal places,
depending on the currency exponent (e.g.,
10.99 for EUR which has a currency
exponent of 2). See Currency Codes.
<AMTAVL> D 1 20 Balance of the card account. This includes Omit Mandatory
all financials and outstanding
authorisations.
CARD Details
Minimum Maximum -
Type Description Request Response
Length Length
<PAN> AN 1 9 The GPS 16-digit public token. Omit Mandatory
Mandatory in the response.
<CRDCURRCODE> AN 3 3 Physical card alpha-currency code. Omit Mandatory
<CRDPRODUCT> AN 1 50 Card product type: MCRD (Mastercard), | Omit Mandatory
VISA, MAES (Maestro).
<PROGRAMID> AN 1 50 Card’s program ID. Omit Mandatory
<CUSTCODE> AN 1 50 Customer account number. Mandatory Omit Conditional
in the response if present.
<PRIMARY> AN 1 1 Indicates if the card is the Primary card. | Omit Mandatory
Y = Yes. N= No.
<STATCODE> AN 2 2 Card’s status. Omit Mandatory
<EXPDATE> AN 10 10 Expiry date. Omit Mandatory
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperioniWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
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</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Balance_Enquiry_Wallet>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:TxnCode>3</hyp:TxnCode>
<hyp:ClientCode></hyp:ClientCode>
<hyp:ItemSrc>0</hyp:ItemSrc>
<hyp:AuthType>1</hyp:AuthType>
<hyp:PAN></hyp:PAN>
<hyp:PublicToken>100432911</hyp:PublicToken>
<hyp:DOB></hyp:DOB>
<hyp:CVV></hyp:CVV>
<hyp:AccCode></hyp:AccCode>
<hyp:LastName></hyp:LastName>
<hyp:LocDate>2014-09-01</hyp:LocDate>
<hyp:LocTime>105000</hyp:LocTime>
</hyp:Ws_Balance_Enquiry Wallet>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_Balance_Enquiry_WalletResponse xmlns="http://www.globalprocessing.ae/HyperionhWeb">
<Ws_Balance_Enquiry WalletResult>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<TxnCode>3</TxnCode>
<PublicToken>123456789</PublicToken>
<LocDate>2014-09-01</LocDate>
<LocTime>105000</LocTime>
<ClientCode/>
<SysDate>2014-09-01</SysDate>
<ActionCode>000</ActionCode>
<PINStatus>0</PINStatus>
<EWALLET>
<EWALLET xmlns="">
<IDENTITY>9876543210123456</IDENTITY>
<CARDS>
<CARD>
<PAN>9876543210123456</PAN>
<CRDCURRCODE >GBP</CRDCURRCODE >
<CRDPRODUCT>MCRD< /CRDPRODUCT >
<CUSTCODE/>
<PRIMARY>Y</PRIMARY>
<PROGRAMID>ABC123</PROGRAMID>
<STATCODE>00</STATCODE >
<EXPDATE>2017-09-30</EXPDATE>
</CARD>
</CARDS>
<ACCOUNTS>
<ACCOUNT>
<ACCNO>9876543210123458</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE >EUR</CURRCODE >
<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>0.00</AMTAVL>
</ACCOUNT>
<ACCOUNT>
<ACCNO>9876543210123457</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE >USD< /CURRCODE >
<FINAMT>10.00</FINAMT>
<BLKAMT>0.00</BLKAMT >
<AMTAVL>10.00</AMTAVL >
</ACCOUNT>
<ACCOUNT>
<ACCNO>9876543210123456</ACCNO>
<ACCTYPE>01</ACCTYPE>
<CURRCODE >GBP< /CURRCODE >
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<FINAMT>0.00</FINAMT>
<BLKAMT>0.00</BLKAMT>
<AMTAVL>0.00</AMTAVL>
</ACCOUNT>
</ACCOUNTS>
</EWALLET>
</EWALLET>
</Ws_Balance_Enquiry_WalletResult>
</Ws_Balance_Enquiry_WalletResponse>
</soap:Body>
</soap:Envelope>

© 2023 Global Processing Services Ltd. All Rights Reserved.

281



Web Services Guide 3.16

Banking Services Overview

You can use the following web services to manage your Modulr Agency Banking services:

Register a Customer for Banking: Ws Banking CreateCustomer

Create Card with Agency Banking: Ws_CreateCard_V2

Register a Customer for Banking Actions: \Ws Banking RegisterNotification

Make External Payment: Ws Banking TransferFunds

Retrieve Direct Debit Mandates: \Ws Banking DD GetMandate

Cancel a Direct Debit Mandate: \Ws Banking DD CancelMandate

Legacy Bottomline Agency Banking Services
The web services listed below are for legacy use only with Bottomline Agency Banking, and are not available to new clients.

Bank Account Change: Ws_Banking_ChangeAccountBankingFeaturesStatus

Bank Account Check Number: Ws Banking AccountModulusCheck

Return Sort Code and Account Number: \Ws Banking ReturnBankDetailsFromToken

Get Direct Debits: Ws_Banking_GetDirectDebitInstructionsBankingEnabledCard

Get Pending Direct Debits: Ws_Banking_GetPendingDirectDebits

Cancel a Direct Debit: Ws_Banking_CancelDirectDebitBankingEnabledCard
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Register a Customer for Banking

APIl: Ws_Banking_CreateCustomer

For Modulr Agency Banking integrations, you must register the customer prior to calling Ws_CreateCard_V2 to create the bank
account. This web service enables you to register customer details without creating associated bank accounts.

Record Description

Minimum

Length

Maximum

Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<CardDesign>

AN

The GPS Product ID. For details,
check with your Implementation
Manager.

Mandatory

<Associates>

A list of
Associate

A list of associates (for business
customer accounts). Must contain
at least one associate. For
example, this could contain the
details of the company directors
for a limited company, or the
partners for a partnership. For
details, see Associate.

Mandatory

<DocumentInfo>

A list of

Documentinfo

A list of document information (for
business customer accounts).
Examples of documents could be
proof of a company director's
identity or address, articles of
association or a partnership
agreement. For details, see
Documentlinfo.

Optional

<ExpectedMonthlySpend>

An expected monthly spend must
be included. If this is unknown,
select an approximate amount.

Mandatory

<ExternalReference>

AN

30

Enables you to add your own
external customer reference.

Optional

<IndustryCode>

AN

Industry code if this is a business
customer. Mandatory for all
<Type>except for 'INDIVIDUAL'.

Conditional

<RegisteredAddress>

A Banking
Address

The address of the company's
registered office (for a business
customer). For details, see
RegisteredAddress.

Optional

<TCSVersion>

The version of the Modulr terms
and conditions that you have
agreed to.

Mandatory

<TradingAddress>

A Banking
Address

Business customer trading
address. Mandatory for all <Type>
except for INDIVIDUAL. For
details, see TradingAddress.

Conditional

<Type>

Enum

(see desc)

Type of the account to be opened.
Takes values of: INDIVIDUAL,
CHARITY, LLP, LPARTNRSHP,
OPARTNRSHP, SOLETRADER,

Mandatory
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Minimum

Length

Maximum

Length

Description

Request

Response

PLC and LLC.

<Name>

AN

Customer's company name (for a
business customer). You can
provide alpha-numeric characters
plus:[_'@,&E$E€E¥=#%"":;\
[<>a» 7 2%} + % ()]
Mandatory for all <Type> except
'INDIVIDUAL".

Conditional

<CompanyRegNumber>

AN

The company registration or
incorporation number for a
business customer. Only
applicable for companies
registered with Companies House.

Optional

<ActionCode>

The action code for the response.
See Action Codes. If the action
code is 576, full details can be
found in <Messages>.

Omit

Mandatory

<Messages>

A list of
BankingError

If the action code returned is 576,
then full details of any Modulr
errors are returned. See

BankingError.

Omit

Optional

<CustomerID>

AN

10

10

Unique identifier for the newly
registered customer, returned in
the response. Begins with 'C'. This
must be used in all subsequent
web service requests relating to
this customer.

Omit

Mandatory

Request

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:soap="h-

ttp://schemas.xmlsoap.org/soap/envelope/">

<soap:Header>

<AuthSoapHeader xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<strUserName>***¥**¢ /stprUserName>

<strPassword>******¢ /strPassword>

</AuthSoapHeader>
</soap:Header>
<soap:Body>

<Ws_Banking CreateCustomer xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<request>

<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<CardDesign>string</CardDesign>

<Associates>
<Associate>

<applicant>boolean</applicant>

<dateOfBirth>dateTime</dateOfBirth>

<documentInfo xsi:nil="true" />

<email>string</email>

<firstName>string</firstName>
<middleName>string</middleName>

<lastName>string</lastName>

<ownership>int</ownership>

<phone>string</phone>

<type>string</type>

<homeAddress>

<addressLinel>string</addressLinel>
<addressLine2>string</addressLine2>

<posttown>string</posttown>

<postCode>string</postCode>

<country>string</country>
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</homeAddress>
</Associate>
</Associates>
<DocumentInfo>
<DocumentInfo>
<filename>string</filename>
<filepath>string</filepath>
<uploadDate>dateTime</uploadDate>
</DocumentInfo>
</DocumentInfo>
<ExpectedMonthlySpend>decimal</ExpectedMonthlySpend>
<ExternalReference>string</ExternalReference>
<IndustryCode>string</IndustryCode>
<RegisteredAddress>
<addressLinel>string</addressLinel>
<addressLine2>string</addressLine2>
<posttown>string</posttown>
<postCode>string</postCode>
<country>string</country>
</RegisteredAddress>
<TCSVersion>int</TCSVersion>
<TradingAddress>
<addressLinel>string</addressLinel>
<addressLine2>string</addressLine2>
<posttown>string</posttown>
<postCode>string</postCode>
<country>string</country>
</TradingAddress>
<Type>INDIVIDUAL or CHARITY or LLP or LPARTNRSHP or OPARTNRSHP or SOLETRADER or PLC or LLC</Type>
<Name>string</Name>
<CompanyRegNumber>string</CompanyRegNumber:>
</request>
</Ws_Banking CreateCustomer>
</soap:Body>
</soap:Envelope>

Response

<Ws_Banking_ CreateCustomerResponse xmlns="http://www.globalprocessing.ae/Hyperionikeb">
<Ws_Banking_CreateCustomerResult>
<WSID>2021123456789</WSID>
<IssCode> PMT </IssCode>
<ActionCode>string</ActionCode>
<CustomerID>string</CustomerID>
<Messages>
<BankingError>
<field>string</field>
<code>string</code>
<message>string</message>
<error>string</error>
</BankingError>
</Messages>
</Ws_Banking_ CreateCustomerResult>
</Ws_Banking_CreateCustomerResponse>
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Create Card with Agency Banking

APIl: Ws_CreateCard_V2

This web service creates a card which has a bank account linked to it, with Agency Banking features enabled. It will also upgrade an
existing card to have banking features. This service applies only to programmes using Agency Banking.

Note: Before using this web service, use \Ws Banking CreateCustomer to register the customer and obtain the unique CustomerlD.

See Register a Customer for Banking.

Record Description

Minimum
Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Should be unique for
every web service request sent

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Mandatory

Mandatory

<TxnCode>

AN

The Transaction Code. Default value
10.

Mandatory

Mandatory

<clientCode>

AN

64

User ID of the customer using the
service. Only applicable to systems
using member logins.

Returned in the response if present in
the request

Optional

Conditional

<Title>

AN

Cardholder's title. If no delivery
address is supplied it is also
assumed to be the card purchaser’s
title

Optional

Omit

<LastName>

AN

20

Cardholder's last name. If no delivery
address is supplied it is also
assumed to be the card purchaser’s
last name

Conditional

Omit

<FirstName>

AN

20

Cardholder's first name. If no delivery
address is supplied it is also
assumed to be the card purchaser’s
first name

Mandatory if <lastName> is present.

Conditional

Omit

<Address1>

AN

50

Cardholder's address line 1. If no
delivery address is supplied it is also
assumed to be the card purchaser’s
address line 1

Mandatory if ‘Address’ fields are
being specified

Conditional

Omit

<Address2>

AN

50

Cardholder's Address line 2. If no
delivery address is supplied it is also
assumed to be the card purchaser’s
Address line 2.

Optional

Omit

<Address3>

AN

35

Cardholder's Address line 3. If no
delivery address is supplied it is also
assumed to be the card purchaser’s
Address line 3.

Optional

Omit

<City>

AN

20

Cardholder's home city. If no delivery
address is supplied it is also
assumed to be the card purchaser’s
home city

Conditional

Omit
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Minimum = Maximum
Length

Length

Description

Request

Response

Mandatory if <addrL1> is present,
and <postcode> is not present.

<Postcode>

AN

10

Cardholder's home postcode. If no
delivery address is supplied it is also
assumed to be the card purchaser’s
home postcode

Mandatory if <addrL1> is present,
and <city> is not present.

Post code supports following
characters only.

The Arabic numerals "0" to "9"
Letters of the ISO basic Latin
alphabet (A-Z, a-z)

Spaces, hyphens(-).

Conditional

Omit

<ISOCountryCode>

AN

Cardholder's Country of Residence.
This is represented as 1SO numeric
country code e.g. 826 for UK

Mandatory if <addrL1> is present.

Conditional

Omit

<Mobile>

AN

25

25

Card holder’s mobile phone number
(Please include dialing code if
applicable)

Optional

Omit

<PublicToken>

AN

The card’s public token. The public
token of the newly-created card will
always be returned in the response. If
a replacement card is required,
specify the 9-digit public token of the
original card.

Conditional

Mandatory

<CardDesign>

AN

The GPS Product ID. For details,
check with your Implementation
Manager.

Conditional

Omit

<ExternalRef>

AN

30

Enables you to add your own external
customer reference.

Optional

Conditional

<DateOfBirth>

YYYY-MM-
DD

10

10

Date of Birth.

Optional

Omit

<AccCode>

AN

Access code. If provided, must be 6
digits, leading zeroes are acceptable.

Leave empty if not required.

Can be used to set a code which is
validated during activation e.g. via
the IVR

Optional

Omit

<LocDate>

YYYY-MM-DD

10

10

The current date

Mandatory

Mandatory

<LocTime>

HHMMSS

The current time

Mandatory

Mandatory

<TerminallD>

AN

15

POS or other Terminal Identifier

Optional

Omit

<LoadValue>

D

20

Load value to put on card. If no load
value is required, specify 0.

Mandatory

Mandatory

<CurCode>

AN

Currency of the amount to load as
ISO Alpha code e.g. EUR This must
match the card’s currency or the
action will fail. Mandatory only when
LoadValue is specified and not zero.

Conditional

Omit
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Minimum @ Maximum -
Description Request Response

Length Length

<Reason> AN 1 60 Reason for card status change. Optional Omit

Overrides default of ‘Card Activated’
that will be shown in card Processor

<ltemSrc> N 1 5 Source field to define alternate fees. | Mandatory | Omit
It is used in conjunction with existing
fee server Iltem. See ltem Source

Types
<SysDate> YYYY-MM-DD 10 10 The processing system date Optional Mandatory
<LoadFundsType> AN 1 3 Payment method of funds for the Optional Omit

load. See Load Fund Types

<LoadSrc> AN 1 3 The source of the load request Optional Omit
Load Sources..

If omitted, defaults to 14 “Unknown”

<LoadFee> D 1 20 Fixed fee amount charged to the card | Mandatory | Omit
purchaser for handling the card
purchase and load. If no Load Fee is
required, specify 0. The LoadFee
does not affect the card balance. It is
only reported in the XML reports.

<LoadedBy> AN 1 30 User who loads amount to the card Optional Omit

<Createlmage> N 1 1 If this is 1 then generate an image for | Mandatory | Omit
the card. If it is 0 then do not create
the image. Images are returned in the
“Image” response parameter,
encrypted by a pre-shared PGP
encryption key.

<CreateType> N 1 1 There are 4 possible values for the Conditional | Omit
CreateType.

Type Description

Create a virtual card for the
1 customer with the given
amount.

Create physical card with the
given amount. The web
service also creates a card file
and send the card file to the
manufactures for activate the
card later.

Create a virtual card with
3 intention to convert it into
physical card later.

Create a Master Virtual Card
which is a deposit account
that can be used to load other
cards from.

Mandatory unless it is a replacement
card request.

Note: CreateType 1 also allows a
virtual card to be converted to a
physical card.

<CustAccount> AN 1 25 Client reference for the Card. Optional Omit
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Minimum = Maximum

Length

Length

Description

Request

Response

<ActivateNow>

Ifitis 1 then card will activate
otherwise not.

When <Quantity> is greater than 1
then creation of <Quantity> numbers
of identical cards will trigger in a
batch process that starts within
minutes of the request. If
<ActivateNow> is 1 in such requests
then the issued tokens are sent to the
customer with active flag ON
otherwise not.

This parameter will only take effect if
the request is for a new card.

Mandatory

Omit

<SourceDesc>

AN

50

Load source description, normally the
address of the web site or the POS
machine.

Optional

Omit

<StartDate>

AN

Physical start date printed on the
card in format MM/YY.

Optional

Mandatory

<ExpDate>

YYYY-MM-DD

10

10

Card Physical Expiry date. If it is
blank then update with the default
expiry date otherwise update with the
input value

In the case of a replacement card, if
ExpDate is blank then the
replacement card will update with the
same expiry date as the original card
otherwise it will update with the input
value.

N.B. The actual physical expiry is
returned in MM/YY format..

Optional

Omit

<CVV>

AN

Card Verification Value, the 3-digit
code printed on the back of the card.

Optional

Omit

<CardName>

AN

27

Card’s Emboss name. This is an
optional parameter. If present in the
request then emboss name of card
should be the given value. Ifit’'s not
available and <Firsthame> and
<Lastname> are available then
<Title> + <Firstname> + <Lastname>
will be the emboss name. If all the
above parameters are unavailable in
the request then default emboss
name remains as the emboss name.
If a replacement card is requested,
the original value of embossed name
will be used if no new names are
supplied. If a blank emboss name is
required, then pass a single space
character.

The list of allowed characters is:
abcdefghijklmnopgrstuvwxyz

ABCDEFGHIJKLMNOPQRSTUVWX
YZ

0123456789

Optional

Omit

© 2023 Global Processing Services Ltd. All Rights Reserved.

289



Web Services Guide

3.16

Minimum

Length

Maximum
Length

Description

Request

Response

Some non-english characters i.e.
“a46uA0U”
“\” (backslash)

(hyphen)

“7” (caret)

1]

. (full stop)

(space character)

(apostrophe)

<MaskedPAN>

AN

16

19

Card Number displayed as masked.
i.e. 675926******1234. N.B. The full
PAN can be returned if required, ask
for details.

Optional

Omit

<LimitsGroup>

AN

10

Group code of the group limit. If this
parameter is not supplied and this is
a new card request then the default
group for the cards product will be
used. If the default group is not
desired, it can be removed by
passing a space character *

Optional

Omit

<MCCGroup>

AN

10

Group code of the MCC group. If this
parameter is not supplied and this is
a new card request then the default
group for the cards product will be
used. If the default group is not
desired, it can be removed by
passing a space character ‘ ‘. The
MCC group allows the card to be
linked to a list of Merchant Category
Codes that the card is allowed to or
conversely is NOT allowed to
transact at. The MCCGroup is setup
and configured via smart client.

Optional

Omit

<PERMSGroup>

AN

10

Group code of the Usage group. If
this parameter is not supplied and
this is a new card request then the
default group for the cards product
will be used. If this parameter is not
supplied and this is a new card
request then the default group for the
cards product will be used. If the
default group is not desired, it can be
removed by passing a space
character **

Optional

Omit

<FeeGroup>

AN

10

Group code of the Fee Group. If this
parameter is not supplied and this is
a new card request then the default
group for the cards product will be
used. If the default group is not
desired, it can be removed by
passing a space character * ¢

Optional

Omit

<ScheduledFeeGroup>

AN

10

Group code of the Scheduled Fee
Group. If this parameter is not
supplied and this is a new card
request then the default group for the
cards product will be used. If the
default group is not desired, it can be

Optional

Omit
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Minimum = Maximum

Length Length

Description

Request

Response

removed by passing a space
character ‘*

<WSFeeGroup>

AN

Group code of the Web Service Fee
Group. If this parameter is not
supplied and this is a new card
request then the default group for the
cards product will be used. If the
default group is not desired, it can be
removed by passing a space
character ‘ . WSFeeGroup allows the
card to be linked to a set of Web
Service fees that are already set up
on the system. These fees can be
configured and altered by using the
smart client.

Optional

Omit

<FXGroup>

AN

Group code of the FX Fee Group. If
this parameter is not supplied and
this is a new card request then the
default group for the cards product
will be used. If the default group is
not desired, it can be removed by
passing a space character *

Optional

Omit

<ProductRef>

AN

Identifies Product. N.B. This is the
Physical Card Design Reference as
used by the card printer.

Optional

Omit

<CarrierType>

AN

Defines carrier product. N.B. This is
the Carrier Product Design reference
as used by the card printer.

Optional

Omit

<Fulfil1>

AN

Card’s FULFIL1. Can be used for
transferring extra information to be
printed on the Carrier

Optional

Omit

<Fulfil2>

AN

Card’s FULFIL2 Can be used for
transferring extra information to be
printed on the Carrier

Optional

Omit

<DelvMeth>

AN

The delivery method for the card:
0- Standard delivary

1- Registered mail

2- Direct delivery (Courier)

Default value is 0 - Standard delivery.

Optional

Omit

<ThermalLine1>

AN

1 120

Can be used for transferring extra
information to be printed on the card.

Optional

Omit

<ThermallLine2>

AN

Can be used for transferring extra
information to be printed on the card.

Optional

Omit

<Lang>

AN

Language to be used for Card
Mailers.

Uses ISO 639-1 standard for two-
character language codes e.g.:

En - English
Fr - French

Not all languages are available with
all manufacturers, it depends on card
manufacturer support.

Also used if bespoke SMS templates

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

are set up

<EmbossLine4>

AN

27

Card’s emboss_line_4.

Optional

Omit

<ImagelD>

AN

16

Identifies the image file that will be
printed on the face of the card.

Optional

Omit

<LogoFrontID>

AN

30

Identifies the logo file that will be
printed on the face of the card.

Optional

Omit

<LogoBackID>

AN

30

Identifies the image file that will be
printed on the back of the card, if
supported.

Optional

Omit

<Replacement>

Replacement flag.

The possible values are:

0 - Reset replacement flag
1 - Set replacement flag

Needs to be agreed with card
manufacturer. N.B.See also ws_
regenerate.

Mandatory

Omit

<PrimaryToken>

AN

16

19

The primary card’s public token. If it
is blank then the newly created card
is a primary card otherwise it is the
secondary card in a
primary/secondary relationship.

Cannot be the token of a card that is
already linked as a secondary card.

Optional

Omit

<DelvAddrL1>

AN

50

Delivery address line 1.

Mandatory if ‘Delivery Address’ fields
are being specified.

Optional

Omit

<DelvAddrL2>

AN

50

Delivery Address line 2

Optional

Omit

<DelvAddrL3>

AN

50

Delivery Address line 3

Optional

Omit

<DelvCity>

AN

20

Delivery City.

Mandatory if <Delv_AddrL1>is
present, and <Delv_PostCode> is not
present.

Optional

Omit

<DelvPostcode>

AN

10

Delivery Post code.

Mandatory if <Delv_AddrL1> is
present, and <Delv_City> is not
present.

Delivery postcode supports following
characters only.

The Arabic numerals "0" to "9"
Letters of the ISO basic Latin
alphabet (A-Z, a-z)

Spaces, hyphens(-).

Optional

Omit

<DelvCounty>

AN

20

Delivery County

Optional

Omit

<DelvCountry>

AN

Delivery Country code.
ISO numeric code E.g. 826 for UK

Mandatory if <Delv_AddrL1> is
present.

Optional

Omit

<DelvCode>

AN

12

The delivery code for the card:

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

If specified, all cards with the same
delivery code are to be sent together
to the specified delivery address.

<SMSRequired>

AN

Ifitis 1 then sends an SMS to the
customer with the cards CVV
otherwise not. By default itis ‘1’.

If set to 0, no message - SMS or
Email - is sent to the cardholder.

Optional

Omit

<|sLive>

Indicates the card in active or not.
1/True - Active
O/False - Not Active

Optional

Mandatory

<CardManufacturer>

AN

10

The manufacturer to send the card
generation request to. If omitted, the
default for the Scheme will be used.

Examples of valid choices are:
TCT

AllPay

GNC

Gemalto

Nitecrest

Exceet

Ildemia

Optional

Omit

<CoBrand>

AN

The CoBrand code for the card. If
supplied it will replace PROGRAMID
in the Balance XML.

Optional

Omit

<ExternalAuth>

AN

External Authorisation flag. Possible
values are:

0 - Do not set External Authorisation
on

1 - Set External Authorisation
Empty value defaults to 0.

Not applicable if using EHI

Optional

Omit

<LinkageGroup>

AN

10

Group code of the Card Linkage
Group. If this parameter is not
supplied and this is a new card
request then the default group for the
cards product will be used. If the
default group is not desired, it can be
removed by passing a space
character ‘.

Optional

Omit

<VanityName>

AN

32

Vanity Name. Alternative form of title
e.g. “Company Director”

Optional

Omit

<PBlock>

AN

12

Initial value of PIN

Optional

Omit

<PINMailer>

AN

PIN Mailer:
0 -> Do not send PIN Mailer (default)
1-> Do send PIN Mailer

If 1, GPS sends instructions in the file
to the manufacturer for them to
create a PIN Mailer letter.

Optional

Omit

<Email>

AN

50

E-mail address of the cardholder

Optional

Omit
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Minimum

Length

Maximum
Length

Description

Request

Response

<MailOrSMS>

AN

Flag to choose the alert type.

0 = send alert SMS to the cardholder
mobile.

1 = send e-mail alert to the
cardholder mail address

2 = send SMS and e-mail.

Default value is ‘0’.

Optional

Omit

<AuthCalendarGroup>

AN

10

Group code of the Card Auth
Calender Group. If this parameter is
not supplied and this is a new card
request then the default group for the
cards product will be used. If the
default group is not desired, it can be
removed by passing a space
character ‘*

Optional

Omit

<Quantity>

If specified, will trigger the creation of
<Quantity> numbers of identical
cards in a batch process that starts
within minutes of the request. The
issued tokens are sent to the
customer in an xml file over SFTP. If
the cards are physical, a
manufacturer file is also sent to the
printer.

Optional

Omit

<LoadToken>

If specified, LoadToken is the 9-digit

Public Token of the (usually an MVC)
card that the initial Load Amount is to
be taken from. The load will show as

an MVC Balance Transfer (Unload +

Load) in smart client.

Optional

Omit

<RequiredBankingFeatures>

BankingFeatures

The required banking features that
are required. You must pass in,
BankinlinEnabled,
BankingOutEnabled,
DirectDebitInEnabled,
DirectDebitOutEnabled,
SEPAInEnabled, SEPAOutEnabled
and CardEnabled. Other features are
optional. See BankingFeatures.

Mandatory

Omit

<|sActive>

Setting this flag to true will create a
physical card from the virtual card
and the card will be instantly active
allowing payments out via the
banking functionality.

Mandatory

Omit

<CustomerID>

AN

The ID of the customer that this
account is to be associated with. This
can be obtained by calling Ws

Banking_CreateCustomer.

Optional

Omit

<PaymentTokenUsageGrou
p>

AN

10

Payment token usage group code.

Note: This is a numeric value, only
digits 0-9 are valid. Leave empty if no
group required.

Optional

Omit

<Url>

AN

100

This value will be included in the GPS
Card Generation file, in the <QRCode>
field. For example: https://www.your-

Optional

Omit
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Minimum
Length

Maximum

Description

Request

Response

e-
card.com/balance/29096809896323
89

For details, see the Card Generation

Interface Specifications.

<SortCode>

The sort code from the associated
product that was supplied in the
request.

Omit

Optional

<AccountNumber>

A unique account number is returned
in the response.

Omit

Optional

<AccountName>

AN 0 50

Account name.

Omit

Optional

<ErrorText>

AN

Readable text of the error. Should be
read in conjunction with the
ActionCode

Omit

Optional

<ActionCode>

The action code for the response.
See Action Codes.

Omit

Mandatory

<Messages>

List of
BankingError

If the ActionCode returned is 576,
then full details of any errors can be
found here. See Banking Error.

Omit

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionlkeb">
<soapenv:Header>

<hyp:AuthSoapHeader>

<hyp:strUserName>******¢ /hyp:strUserName>

<hyp:strPassword>******¢ /hyp:strPassword>

</hyp:AuthSoapHeader>

</soapenv:Header>

<soapenv:Body>

<hyp:Ws_CreateCard_V2>
<hyp:request>
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<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:
<hyp:

WSID>2021123456789</hyp:WSID>
IssCode>PMT</hyp:IssCode>
TxnCode>?</hyp:TxnCode>
clientCode>?</hyp:clientCode>
Title>?</hyp:Title>
LastName>?</hyp:LastName>
FirstName>?</hyp:FirstName>
Address1>?</hyp:Addressl>
Address2>?</hyp:Address2>
Address3>?</hyp:Address3>
City>?</hyp:City>
Postcode>?</hyp:Postcode>
ISOCountryCode>?</hyp:ISOCountryCode>
Mobile>?</hyp:Mobile>
PublicToken>?</hyp:PublicToken>
CardDesign>?</hyp:CardDesign>
ExternalRef>?</hyp:ExternalRef>
DateOfBirth>?</hyp:DateOfBirth>
AccCode>?</hyp:AccCode>
LocDate>?</hyp:LocDate>
LocTime>?</hyp:LocTime>
TerminalID>?</hyp:TerminalID>
LoadValue>?</hyp:LoadValue>
CurCode>?</hyp:CurCode>
Reason>?</hyp:Reason>
ItemSrc>?</hyp:ItemSrc>
SysDate>?</hyp:SysDate>
LoadFundsType>?</hyp:LoadFundsType>
LoadSrc>?</hyp:LoadSrc>
LoadFee>?</hyp:LoadFee>
LoadedBy>?</hyp:LoadedBy>
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<hyp:CreateImage>?</hyp:CreateImage>
<hyp:CreateType>?</hyp:CreateType>
<hyp:CustAccount>?</hyp:CustAccount>
<hyp:ActivateNow>?</hyp:ActivateNow>
<hyp:SourceDesc>?</hyp:SourceDesc>
<hyp:StartDate>?</hyp:StartDate>
<hyp:ExpDate>?</hyp:ExpDate>
<hyp:CVWV>?</hyp:CVV>
<hyp:CardName>?</hyp:CardName>
<hyp:MaskedPAN>?</hyp:MaskedPAN>
<hyp:LimitsGroup>PMT-VL-002</hyp:LimitsGroup>
<hyp :MCCGroup></hyp:MCCGroup>
<hyp:PERMSGroup>PMT-CU-002</hyp: PERMSGroup>
<hyp:FeeGroup></hyp:FeeGroup>
<hyp:ScheduledFeeGroup></hyp:ScheduledFeeGroup>
<hyp:WSFeeGroup>?</hyp:WSFeeGroup>
<hyp:ProductRef>?</hyp:ProductRef>
<hyp:CarrierType>?</hyp:CarrierType>
<hyp:Fulfili>?</hyp:Fulfill>
<hyp:Fulfil2>?</hyp:Fulfil2>
<hyp:DelvMeth>?</hyp:DelvMeth>
<hyp:ThermallLinel>?</hyp:ThermallLinel>
<hyp:ThermallLine2>?</hyp:ThermalLine2>
<hyp:Lang>?</hyp:Lang>
<hyp:EmbossLine4>?</hyp:EmbossLine4>
<hyp:ImageID>?</hyp:ImageID>
<hyp:LogoFrontID>?</hyp:LogoFrontID>
<hyp:LogoBackID>?</hyp:LogoBackID>
<hyp:Replacement>?</hyp:Replacement>
<hyp:PrimaryToken>?</hyp:PrimaryToken>
<hyp:DelvAddrL1>?</hyp:DelvAddrL1>
<hyp:DelvAddrL2>?</hyp:DelvAddrL2>
<hyp:DelvAddrL3>?</hyp:DelvAddrL3>
<hyp:DelvCity>?</hyp:DelvCity>
<hyp:DelvPostcode>?</hyp:DelvPostcode>
<hyp:DelvCounty>?</hyp:DelvCounty>
<hyp:DelvCountry>?</hyp:DelvCountry>
<hyp:DelvCode>?</hyp:DelvCode>
<hyp:SMSRequired>?</hyp:SMSRequired>
<hyp:IsLive>?</hyp:IsLive>
<hyp:CardManufacturer>?</hyp:CardManufacturer>
<hyp:CoBrand>?</hyp:CoBrand>
<hyp:ExternalAuth>?</hyp:ExternalAuth>
<hyp:LinkageGroup>?</hyp:LinkageGroup>
<hyp:VanityName>?</hyp:VanityName>
<hyp:PBlock>?</hyp:PBlock>
<hyp:PINMailer>?</hyp:PINMailer>
<hyp:FXGroup>?</hyp:FXGroup>
<hyp:Email>?</hyp:Email>
<hyp:MailOrSMS>?</hyp:MailOrSMS>
<hyp:Quantity>?</hyp:Quantity>
<hyp:AuthCalendarGroup>?</hyp:AuthCalendarGroup>
<hyp:LoadToken>?</hyp:LoadToken>
<hyp:RequiredBankingFeatures>
<hyp:ExistingToken>?</hyp:ExistingToken>
<hyp:BankingInEnabled>?</hyp:BankingInEnabled>
<hyp:BankingOutEnabled>?</hyp:BankingOutEnabled>
<hyp:DirectDebitInEnabled>?</hyp:DirectDebitInEnabled>
<hyp:DirectDebitOutEnabled>?</hyp:DirectDebitOutEnabled>
<hyp:CardEnabled>?</hyp:CardEnabled>
<hyp:Status>?</hyp:Status>
<hyp:CompanyName>?</hyp:CompanyName>
<hyp:AccountName>?</hyp:AccountName>
</hyp:RequiredBankingFeatures>
<hyp:IsActive>?</hyp:IsActive>
<hyp:CustomerID>?</hyp:CustomerID>
<hyp:PaymentTokenUsageGroup>?</hyp:PaymentTokenUsageGroup>
<hyp:Url>https://www.your-e-card.com/balance/7109680989634104</hyp:Url>
</hyp:request>
</hyp:Ws_CreateCard_V2>
</soapenv:Body>
</soapenv:Envelope>
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Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_CreateCard_V2Response xmlns="http://www.globalprocessing.ae/Hyperioneb">
<Ws_CreateCard_V2Result>
<WSID>87576567675</WSID>
<IssCode>PMT</IssCode>
<TxnCode>10</TxnCode>
<PublicToken>123456789</PublicToken>
<ExternalRef/>
<LocDate></LocDate>
<LocTime></LocTime>
<ItemID></ItemID>
<ClientCode></ClientCode>
<SysDate></SysDate>
<ActionCode></ActionCode>
<LoadValue></LoadValue>
<IsLive></IsLive>
<SortCode></SortCode>
<AccountNumber></AccountNumber>
<AccountName></AccountName>
<ErrorText></ErrorText>
</Ws_CreateCard_V2Result>
</Ws_CreateCard_V2Response>
</soap:Body>
</soap:Envelope>
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Register a Customer for Banking Actions

APIl: Ws_Banking_RegisterNotification

For Modulr banking integrations, once you have called \Ws CreateCard_V2 to create the bank card, you need to make additional calls
to enable payment notifications for payments processed on and off the card. There are a number of options, but as a minimum, you
should enable both PAYIN and PAYOUT notifications (using two separate calls).

Note: ALL notifications work at a CUSTOMER level, so if a customer has more than one account, the notification will apply to all
of the customer's accounts.

Record Description

Minimum Maximum
Length Length

Description Request Response

<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory

<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<CardDesign> AN 1 8 The GPS Product ID. For details, check with Mandatory Omit
your Implementation Manager.

<Customer|D> AN 10 10 Unique Modulr identifier for the customer Mandatory Omit
(returned when you used the Ws_Banking
CreateCustomer APl to Register a Customer for

Banking.

<channel> Enum Specify how you want to receive notifications. Mandatory Omit
Options are: WEBHOOK or EMAIL. Should be
set in conjunction with <Type>.

(see desc)

<daysToRun> A Days on which to send the notification: Optional Omit
MONDAY, TUESDAY, WEDNESDAY,
THURSDAY, FRIDAY, SATURDAY or
SUNDAY. You can specify multiple days.

Note: applies only to the EMAIL notifications
channel of type BALANCE.

<threshold> N Amount threshold which triggers the Optional Omit
notification. This attribute only applies to EMAIL
notifications channel, of type PAYIN or
PAYOUT.

We recommend you leave bank.

<timesToRun> A Times of the day when to trigger the Optional Omit
notification. Takes values AM and PM. This
attribute applies only to the EMAIL notifications
channel, of type BALANCE.

<destinations> AN A list of email addresses where notifications are | Optional Omit
sent. This is not required for the WEBHOOK
channel.

<type> Enum Takes values: ACCOUNT_STATEMENT, Mandatory Omit
DDMANDATE, DD_INCOMING_DEBIT,
BALANCE, BALANCE_HIGH, BALANCE_LOW,
PAYOUT and PAYIN.

For PAYOUT and PAYIN types, <Channel>
should be set to WEBHOOK. For all others
types, set the channel to EMAIL and enter the

(see desc)

required email in <Destinations>.

<status> Enum Notification is set to ACTIVE by default. Options | Mandatory Omit

(see desc) e

ACTIVE = set notification status to active
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Minimum -
Description Request Response
Length
INACTIVE = set notification status to inactive
<ActionCode> N 3 The action code for the response. See Action Omit Mandatory
Codes.
<Messages> A list of If the action code is 576, displays details of the | Omit Optional
BankingError error message. See BankingError.
Request

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"” xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:soap="h-

ttp://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>

<AuthSoapHeader xmlns="http://www.globalprocessing.ae/Hyperionheb">

<strUserName>******¢/strUserName>
<strPassword>******¢/strPassword>
</AuthSoapHeader>
</soap:Header>
<soap:Body>

<Ws_Banking_RegisterNotification xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<request>
<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<CardDesign>int</CardDesign>
<CustomerID>string</CustomerID>
<channel>WEBHOOK or EMAIL</channel>
<daysToRun>
<string>MONDAY</string>
<string>WEDNESDAY</string>
</daysToRun>
<threshold>double</threshold>
<timesToRun>
<string>AM</string>
<string>PM</string>
</timesToRun>
<destinations>
<string>string</string>
<string>string</string>
</destinations>

<type>ACCOUNT_STATEMENT or DDMANDATE or DD_INCOMING_DEBIT or BALANCE or BALANCE_HIGH or BALANCE_LOW or PAYOUT or

PAYIN</type>

<status>CREATE or INACTIVE or ACTIVE</status>

</request>
</Ws_Banking RegisterNotification>
</soap:Body>
</soap:Envelope>

Response

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"” xmlns:soap="h-

ttp://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>

<Ws_Banking_RegisterNotificationResponse xmlns="http://www.globalprocessing.ae/Hyperionheb">

<Ws_Banking_ RegisterNotificationResult>

<WSID>2021123456789</WSID>
<IssCode>PMT</IssCode>
<ActionCode>string</ActionCode>
<Messages>
<BankingError>
<field>string</field>
<code>string</code>
<message>string</message>
<error>string</error>
</BankingError>
</Messages>

</Ws_Banking_ RegisterNotificationResult>
</Ws_Banking_RegisterNotificationResponse>

</soap:Body>
</soap:Envelope>
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Make External Payment

APIl: Ws_Banking_TransferFunds

This web service makes an external payment via the faster payment banking system where a card has an associated UK Bank
Account (provided through programmes using Agency Banking). Note that the money is queued and has not necessarily entered the
banking world.

Note:
* The account is first checked to ensure that banking out is enabled.

* The account is then checked against an issuer defined Deny list. This makes two checks: the source account is not Deny-
listed; the destination account is not Deny-listed.

* The final checks are the standard velocity/balance checks.

Record Request Description

Minimum Maximum

Length Length

Description

Request Response

<WSID>

19

Web service ID. Unique
for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program
Manager) Code. Assigned
by GPS. Mandatory in the
request. If only <lssCode>
is present in the request
then this method returns
the pending fee details of
all cards that belong to the
given program manager.

Mandatory

Mandatory

<PublicToken>

The 9 digit public token
associated with the
account.

Mandatory

Mandatory

<Beneficiary>

Beneficiary

Details of the account
where the money is going

to. See Beneficiary.

Mandatory

Mandatory

<SEPABeneficiaryAddress>

SEPABeneficiaryAddress

Details of the address of
the beneficiary. See
SEPABeneficiaryAddress.

Optional

Optional

<Reference>

AN

A reference for the
payment. Cannot contain
the following characters:
(;),(->),(CR- Carriage
Return),(LF - Line Feed).

Optional

Optional

<AmountOfPayment>

The amount of the
payment.

Mandatory

Mandatory

<AuthorisedBy>

Who initiated the payment
(used for display in Smart
Client).

Optional

Optional

<Currency>

The 3 digit ISO currency
code. Currently defaults to
GBP.

Optional

Optional

<PaymentMethod>

ENUM_PaymentMethod

How the payment is being
made. Set this to
FasterPaymentOut or
PeerToPeerOut. See
ENUM_PaymentMethod.

Mandatory

Mandatory
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Minimum

Length

Description

Request

Response

<Direction> ENUM_PaymentDirection

The direction of the

payment. This must be set

to Outbound.

Mandatory

Mandatory

Response

Minimum

Length

Maximum

Description

Request

Response

<WSID> N 1

19

Web service ID. Unique for
every request.

Mandatory

Mandatory

<Response> ENUM_

TransferFundsResult

The response from the call.
See ENUM
TransferFundsResult.

Mandatory

<TransactionID> N

The unique transaction 1D
for the transaction,
generated by GPS.

Optional

<ErrorText> AN

Human readable text of the
error that occurred. Should
be read in conjunction with
the <ActionCode>.

Optional

<ActionCode> N 3

The action code for the
response. See Action
Codes.

Mandatory

<RecipientActionCode> N 3

The action code of
attempting to apply the
transfer to the Beneficiary
account (See Beneficiary).

If the action code is 552 a
manual balance adjustment
may be required. Please
contact your Account
Manager for details.

<RecipientTransactionI|D> N

The unique GPS transaction
ID from applying the
transaction to the recipient
account.

<BankTransactionld> N

The bank transaction ID
from applying the
transaction to the bank
transaction table. (For GPS
internal use only)

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Banking_TransferFunds>
<hyp:request>
<hyp:WSID>76565675</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PublicToken>123456789</hyp:PublicToken>
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<hyp:Beneficiary>
<hyp:AccountNumber>98765432</hyp:AccountNumber>
<hyp:SortCode>333333</hyp:SortCode>
<hyp:AccountName>S Wilson</hyp:AccountName>
</hyp:Beneficiary>
<SEPABeneficiaryAddress> H
<AddressLinel>string</AddressLinel>
<AddressLine2>string</AddressLine2>
<PostTown>string</PostTown>
<PostCode>string</PostCode>
<Country>string</Country>
</SEPABeneficiaryAddress>
<hyp:Reference>test load</hyp:Reference>
<hyp:AmountOfPayment>7.00</hyp:AmountOfPayment>
<hyp:AuthorisedBy>S Wilson</hyp:AuthorisedBy>
<hyp:Currency>?</hyp:Currency>
<hyp:PaymentMethod>?</hyp:PaymentMethod>
<hyp:Direction>?</hyp:Direction> </hyp:request>
</hyp:Ws_Banking_TransferFunds>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<Ws_Banking_TransferFundsResponse xmlns="http://www.globalprocessing.ae/Hyperionieb">
<Ws_Banking_TransferFundsResult>
<WSID>76565675</WSID>
<Response>Success</Response>
<TransactionID>60199453</TransactionID>
<ErrorText></ErrorText>
<ActionCode>000</ActionCode>
<RecipientActionCode>@00</ RecipientActionCode >
<RecipientTranactionID>6446546565654</RecipientTranactionID>
<BankTranactionID>5478934</BankTranactionID>
</Ws_Banking_TransferFundsResult>
</Ws_Banking_TransferFundsResponse>
</soap:Body>
</soap:Envelope>
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Retrieve Direct Debit Mandates

APIl: Ws_Banking_DD_GetMandate

This Web service retrieves all mandates for a given token.

Record Description

Minimum Maximum ..
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Optional Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Optional Omit
Assigned by GPS.
<CardDesign> AN 1 8 The GPS Product ID. For details, check with | Mandatory Omit
your Implementation Manager.
<Token> N 1 9 The 9 digit public token associated with | Mandatory | Omit
the account.
<DD_ Alist of DD _ A list of mandates. See DD _Mandates. | Omit Mandatory
Mandates> Mandates
<ActionCode> N 3 3 The action code for the response. See | Omit Mandatory
Action Codes. If the action code is 576,
full details can be found in <Vlessages>.
<Messages> A list of Displays details of the error message. Omit Optional
BankingError See BankingError.
<ErrorText> AN Human readable text of the error that Omit Optional
occurred.
Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<!--Optional:-->
<hyp:strUserName>OnePayTestl</hyp:strUserName>
<!--Optional:-->
<hyp:strPassword>****xxxxx*¢ /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:WS_Banking DD_GetMandates>
<hyp:request>
<!--Optional:-->

<hyp:WSID>${=(long) (Math.random()*Long.MAX_VALUE)}</hyp:WSID>

<!--Optional:-->
<hyp:IssCode>ONE</hyp:IssCode>
<hyp:CardDesign>2018</hyp:CardDesign>
<hyp:Token>106239304</hyp:Token>
</hyp:request>
</hyp:WS_Banking DD_GetMandates>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>

<WS_Banking DD_GetMandatesResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<WS_Banking_DD_GetMandatesResult>
<WSID>3371287256120270848</WSID>
<ActionCode>000</ActionCode>
<DD_Mandates>
<DD_Mandate>
<MandateId>M101BZWED</MandateId>
<MerchantName>M101BZWED< /MerchantName>
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<LastScheduledAmount>5.5550</LastScheduledAmount>
<MandateStatus>EXPIRE</MandateStatus>
<MandateCreatedDate>17/03/2022 10:11:28</MandateCreatedDate>
</DD_Mandate>
<DD_Mandate>
<MandateId>M101BZWEF</MandateId>
<MerchantName>M101BZWED</MerchantName>
<LastScheduledAmount>0.0000</LastScheduledAmount>
<MandateStatus>CANCEL</MandateStatus>
<MandateCreatedDate>17/03/2022 10:17:08</MandateCreatedDate>
</DD_Mandate>
</DD_Mandates>
<Messages/>
</WS_Banking DD_GetMandatesResult>
</WS_Banking DD_GetMandatesResponse>
</soap:Body>
</soap:Envelope>
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Cancel Direct Bank Mandate

APIl: Ws_Banking_DD_CancelMandate

This Web service cancels a specific mandate for a specific manda

Record Description

teld and token.

Minimum Maximum ..
Type Description Request Response
Length Length

<WSID> N 1 19 Web service ID. Unique for every request. | Mandatory Mandatory

<lssCode> AN 1 4 GPS Issuer (Program Manager) Code. Mandatory Mandatory
Assigned by GPS.

<CardDesign> AN 1 8 The GPS Product 1D. For details, check Mandatory Omit
with your Implementation Manager.

<Token> N 1 9 The 9 digit public token associated with Mandatory | Omit
the account.

<Mandateld> AN The mandateld related to the direct debit | Mandatory Omit
mandate.

<MerchantNumber> AN The merchant number. Optional Omit

<CancellationCode> AN ENUM The cancellation code for the direct debit | Mandatory Omit
mandate.

<ActionCode> N 3 3 The action code for the response. See Omit Mandatory
Action Codes.

<Messages> A list of Displays details of the error message. Omit Optional

BankingError See BankingError.
Request

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"” xmlns:soap="h-

ttp://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>

<AuthSoapHeader xmlns="http://www.globalprocessing.ae/Hyperionheb">

<strUserName>string</strUserName>
<strPassword>string</strPassword>
</AuthSoapHeader>
</soap:Header>
<soap:Body>

<Ws_Banking_DD_CancelMandate xmlns="http://www.globalprocessing.ae/HyperionWeb">

<request>
<WSID>string</WSID>
<IssCode>string</IssCode>
<CardDesign>string</CardDesign>
<Token>PUBTOKEN/PANPUBT</Token>
<MandateId>string</MandateId>
<MerchantNumber>string</MerchantNumber>

<CancellationCode>string</CancellationCode>

</request>
</Ws_Banking DD_CancelMandate>
</soap:Body>
</soap:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_Banking_DD_CancelMandateResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_Banking_DD_CancelMandateResult>
<WSID>string</WSID>
<ActionCode>string</ActionCode>
<Messages>
<BankingError>
<field>string</field>

© 2023 Global Processing Services Ltd. All Rights Reserved.

306



Web Services Guide 3.16
<code>string</code>
<message>string</message>
<error>string</error>
</BankingError>
<Messages>
</Ws_Banking DD_CancelMandateResult>
</Ws_Banking_DD_CancelMandateResponse>
</soap:Body>
</soap:Envelope>
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Bank Account Change

APIl: Ws_Banking_ChangeAccountBankingFeaturesStatus

Note: This web service is for legacy use only. For the latest Agency Banking web services via Modulr, see Banking Services

Overview.

This web service changes the features of the banking enabled card and allows you to switch functionality on or off.

Request Description

Minimum
Length

M

aximum

Description
Length

Request

Response

<WSID>

19

Web service ID. Unique
for every request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program
Manager) Code.
Assigned by GPS.
Mandatory in the
request. If only
<lssCode> is present in
the request then this
method returns the
pending fee details of
all cards that belong to
the given program
manager.

Mandatory

Mandatory

<PublicToken>

The 9 digit public token
associated with the
account.

Mandatory

Mandatory

<UpdateSubAccountsToSame>

Setting this flag to true
will update all
associated accounts
(sub-accounts) to the
same values. If missed
out, the default value is
true.

Optional

Optional

<BankingFeatures>

BankingFeaturesType

See
BankingFeaturesType.

Mandatory

Mandatory

Response Description

Minimum Maximum -
Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every | Mandatory Mandatory
request.
<ActionCode> A 3 3 The action code for the Mandatory Mandatory
response. See Action Codes.
<ErrorText> AN Human readable text of the error Optional
that occurred. Should be read in
conjunction with the
<ActionCode>.
<Response> ENUM_ This indicates if the call was Mandatory
ChangeAccountStatus successful or not and the reason
why. See ENUM_
ChangeAccountStatus.
<Accounts> ChangedBankingFeatures A list of changed accounts, Optional
detailing their current status. See
© 2023 Global Processing Services Ltd. All Rights Reserved. 308



Web Services Guide

3.16

Minimum [\ EY.dullin!

Length Length

Description

Response

ChangedBankingFeatures.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Banking_ChangeAccountBankingFeaturesStatus>
<hyp:request>
<hyp:WSID>765776764</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PublicToken>123456789</hyp:PublicToken>
<hyp:UpdateSubAccountsToSame>false</hyp:UpdateSubAccountsToSame>
<hyp:BankingFeatures>
<hyp:BankingIn>DisableBankingIn</hyp:BankingIn>
<hyp:BankingOut>DisableBankingOut</hyp:BankingOut>
<hyp:DirectDebitIn>DisableDirectDebitIn</hyp:DirectDebitIn>
<hyp:DirectDebitOut>DisableDirectDebitOut</hyp:DirectDebitOut>
</hyp:BankingFeatures>
</hyp:request>
</hyp:Ws_Banking_ChangeAccountBankingFeaturesStatus>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>

<Ws_Banking_ChangeAccountBankingFeaturesStatusResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">

<Ws_Banking_ChangeAccountBankingFeaturesStatusResult>
<WSID>765776764</WSID>
<ErrorText></ErrorText>
<ActionCode>000</ActionCode>
<Response>Success</Response>
<Accounts>
<ChangedBankingFeatures>
<PublicToken>123456789</PublicToken>
<BankingFeatures>
<BankingIn>Disabled</BankingIn>
<BankingOut>Disabled</BankingOut>
<DirectDebitIn>Disabled</DirectDebitIn>
<DirectDebitOut>Disabled</DirectDebitOut>
<CardEnabled>Enabled</CardEnabled>
</BankingFeatures>
<UpdateSuccess>DirectDebitNotAllowed</UpdateSuccess>
</ChangedBankingFeatures>
</Accounts>
</Ws_Banking ChangeAccountBankingFeaturesStatusResult>
</Ws_Banking_ChangeAccountBankingFeaturesStatusResponse>
</soap:Body>
</soap:Envelope>
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Bank Account Check Number

APIl: Ws_Banking_AccountModulusCheck

Note: This web service is for legacy use only. For the latest Agency Banking web services via Modulr, see Banking Services

Overview.

This web service validates that a sort code and account number (UK Bank Accounts provided through programmes using GPS
Bottomline Agency Banking) are valid.

Note: This uses a modulus check to confirm that the account number could be a valid account number.

To use this web service call there needs to be a financial agreement in place with Bottomline . For more informatiom, check with your

Account Manager.

Record Description

Minimum

Length

Maximum
Length

Description

Request

Response

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS. Mandatory
in the request. If only <IssCode> is
present in the request then this
method returns the pending fee
details of all cards that belong to the
given program manager.

Mandatory

Mandatory

<SortCode>

The sort code of the account that needs
checking.

Note: for accurate results, the sort code
should have been registered with the
Vocalink Account Modulus, otherwise all
values will return true.

Mandatory

Mandatory

<AccountNumber> N 8 8

The account number.

Mandatory

Mandatory

Reponse Description

There is no description for the response. This is a pass through from another service. You should check the <ActionCode> tag in the response to

ensure the request was a successful and the <Valid> flag to determine the action.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/HyperionWeb">

<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Banking_AccountModulusCheck>
<hyp:request>
<hyp:WSID>8976875765765</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:SortCode>123456</hyp:SortCode>
<hyp:AccountNumber>98765432</hyp:AccountNumber>
</hyp:request>
</hyp:Ws_Banking AccountModulusCheck>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
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<soap:Body>
<Ws_Banking_AccountModulusCheckResponse xmlns="http://www.globalprocessing.ae/HyperionWeb">
<Ws_Banking_AccountModulusCheckResult>
<WSID>8976875765765</WSID>
<ActionCode>000</ActionCode>
<VSeriesResponse>
<AccountDetailsInput>
<SortCode></SortCode>
<AccountNumber></AccountNumber>
<BuildingSocietyRollNumber/>
</AccountDetailsInput>
<AccountDetailsOutput>
<SortCode></SortCode>
<AccountNumber></AccountNumber>
<BuildingSocietyRollNumber/>
</AccountDetailsOutput>
<AccountIBAN></AccountIBAN>
<AccountTranscribed></AccountTranscribed>
<UkBankBranch>
<TransactionInfo>
<BacsCredits></BacsCredits>
<BacsDebits></BacsDebits>
<FasterPaymentsService></FasterPaymentsService>
<ChapsSterling></ChapsSterling>
<DirectDebitInstructions></DirectDebitInstructions>
<UnpaidChequeClaims></UnpaidChequeClaims>
<DividendInterest></DividendInterest>
<BuildingSocietyInterest></BuildingSocietyInterest>
</TransactionInfo>
</UkBankBranch>
<RequiresBuildingSocietyRollNumber></RequiresBuildingSocietyRol1lNumber>
<BuildingSocietyRollNumberTranscribed></BuildingSocietyRollNumberTranscribed>
<PublicInvalidIssue>@</PublicInvalidIssue>
<Valid></Valid>
<InvalidReason/>
<InvalidParameter/>
</VSeriesResponse>
</Ws_Banking_AccountModulusCheckResult>
</Ws_Banking_AccountModulusCheckResponse>
</soap:Body>
</soap:Envelope>
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Return Sort Code and Account

APIl: Ws_Banking_ReturnBankDetailsFromToken

Note: This web service is for legacy use only. For the latest Agency Banking web services via Modulr, see Banking Services
Overview.

This web service returns the sort code and account number (for UK bank accounts provided through programmes using Agency
Banking) from a token.

Record Description

Minimum Maximum

Description Request Response
Length Length
<WSID> N 1 19 Web service ID. Unique for every request. Mandatory Mandatory
<IssCode> AN 1 4 GPS Issuer (Program Manager) Code. Assigned by | Mandatory Mandatory
GPS.

Mandatory in the request. If only <IssCode> is
present in the request then this method returns the
pending fee details of all cards that belong to the
given program manager.

<PublicToken> N 9 9 The 9 digit public token associated with the Mandatory Mandatory
account.

<SortCode> N 6 6 The sort code associated with the token. Omit Mandatory

<AccountNumber> N 8 8 The account number associated with the token. Omit Mandatory

<ActionCode> N 3 3 The action code for the response. See Action Omit Mandatory
Codes.

<ErrorText> AN Human readable text of the error that occurred. Omit Optional

Should be read in conjunction with the

<ActionCode>.

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperionkeb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******< /hyp:strUserName>
<hyp:strPassword>******< /hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Banking ReturnBankDetailsFromToken>
<hyp:request>
<hyp:WSID>20160415093831</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:PublicToken>123456789</hyp:PublicToken>
</hyp:request>
</hyp:Ws_Banking_ReturnBankDetailsFromToken>
</soapenv:Body>
</soapenv:Envelope>

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<soap:Body>
<Ws_Banking ReturnBankDetailsFromTokenResponse xmlns="http://www.globalprocessing.ae/HyperionlWeb">
<Ws_Banking_ReturnBankDetailsFromTokenResult>
<WSID>20160415093831</WSID>
<PublicToken>891614123</PublicToken>
<SortCode>666666</SortCode>
<AccountNumber>00000186</AccountNumber>
<ErrorText></ErrorText>
<ActionCode>000</ActionCode>
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</Ws_Banking ReturnBankDetailsFromTokenResult>

</Ws_Banking ReturnBankDetailsFromTokenResponse>
</soap:Body>
</soap:Envelope>
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Get Direct Debits

APIl: Ws_Banking_GetDirectDebitInstructionsBankingEnabledCard

Note: This web service is for legacy use only. For the latest Agency Banking web services via Modulr, see Banking Services
Overview.

This web service returns a list of all direct debits for a given token (with or without sub-accounts).
Record Request Description

Minimum Maximum

Description Request Response

Length Length

<WSID>

19

Web service ID. Unique for every
request.

Mandatory

Mandatory

<|ssCode>

AN

GPS Issuer (Program Manager)
Code. Assigned by GPS.

Conditional

Mandatory

<CardDesign>

AN

The identifier of the card product,

Conditional

Omit

or Product 1D, within GPS, for
which you want to retrieve a list
of direct debits.

<PublicToken> N 9 9 The 9 digit public token

associated with the account from

Mandatory Mandatory

which to retrieve a list of direct
debits.

Whether all sub-accounts are
included. 0 = No; 1 = Yes.
Defaultis 1.

<IncludeSubAccounts> N 1 1 Optional Optional

The date from which the direct
debits are included. In YYYY-
MM-DD format.

<CreatedFrom> DateTime Optional Optional

DirectDebitStatus ENUM _
DirectDebitStatus

The status of the direct debits to | Optional
be included. See ENUM
DirectDebitStatus.

Optional

<ActionCode> N 3 3 The action code for the Omit Mandatory

response. See Action Codes.

<ErrorText> AN Human readable text of the error | Omit Optional
that occurred. Should be read in
conjunction with the

<ActionCode>.

<DirectDebit> List (BLDirectDebit A list of direct debits. See Omit

) BLDirectDebit.

Mandatory

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:hyp="http://www.globalprocessing.ae/Hyperioneb">
<soapenv:Header>
<hyp:AuthSoapHeader>
<hyp:strUserName>******¢ /hyp:strUserName>
<hyp:strPassword>******</hyp:strPassword>
</hyp:AuthSoapHeader>
</soapenv:Header>
<soapenv:Body>
<hyp:Ws_Banking_ GetDirectDebitInstructionsBankingEnabledCard>
<hyp:request>
<hyp:WSID>2021123456789</hyp:WSID>
<hyp:IssCode>PMT</hyp:IssCode>
<hyp:CardDesign>?</hyp:CardDesign>
<hyp:PublicToken>123456789</hyp:PublicToken>

© 2023 Global Processing Services Ltd. All Rights Reserved. 314



Web Services Guide

3.16

<hyp:I

<hyp:C

<hyp:D

</hyp:req
</hyp:Ws_Ban
</soapenv:Body>
</soapenv:Envelope

Response

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

ncludeSubAccounts>?</hyp:IncludeSubAccounts>
reatedFrom>?</hyp:CreatedFrom>
irectDebitStatus>?</hyp:DirectDebitStatus>

uest>

king GetDirectDebitInstructionsBankingEnabledCard>

>

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >

<soap:Body>

<Ws_Banking_GetDirectDebitInstructionsBankingEnabledCardResponse xmlns="http://www.globalprocessing.ae/HyperioniWeb">

<Ws_Banki
<WSID>
<Actio

ng_GetDirectDebitInstructionsBankingEnabledCardResult>
2021123456789</WSID>
nCode></ActionCode>

<DirectDebits>

<BL

</B
<BLDire

</B
</Dire
</Ws_Bank
</Ws_Banking
</soap:Body>
</soap:Envelope>

DirectDebit>

<Created></Created>

<CreationMethod></CreationMethod>
<CreditorAccountName></CreditorAccountName>
<CreditorBIC/>

<CreditorIBAN/>

<CreditorReference/>
<DebtorAccountID></DebtorAccountID>
<DerivedReference></DerivedReference>

<IBAN></IBAN>

<ID></ID>
<IgnoreTransactionCode></IgnoreTransactionCode>
<IsInstructionHeldAtBank></IsInstructionHeldAtBank>
<IsPaperless></IsPaperless>
<IsThroughNotificationService></IsThroughNotificationService>
<LastChanged></LastChanged>

<Reference></Reference>
<ServiceUserNumber></ServiceUserNumber>
<Status></Status>
<SuppressFirstDirectDebit></SuppressFirstDirectDebit>
LDirectDebit>

ctDebit>

<Created></Created>

<CreationMethod></CreationMethod>
<CreditorAccountName></CreditorAccountName>
<CreditorBIC/>

<CreditorIBAN/>

<CreditorReference/>
<DebtorAccountID></DebtorAccountID>
<DerivedReference></DerivedReference>

<IBAN></IBAN>

<ID></ID>
<IgnoreTransactionCode></IgnoreTransactionCode>
<IsInstructionHeldAtBank></IsInstructionHeldAtBank>
<IsPaperless></IsPaperless>
<IsThroughNotificationService></IsThroughNotificationService>
<LastChanged></LastChanged>

<Reference></Reference>
<ServiceUserNumber></ServiceUserNumber>
<Status></Status>
<Suppr